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What do all these have In common?
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They all use Nipper Studio

to audit their firewalls, switches & routers

Nipper Studio is an award winning configuration auditing tool which
analyses vulnerabilities and security weaknesses. You can use our point SME
and click interface or automate using scripts. Reports show: pricing from

1) Severity of the Threat & Ease of Resolution £650
2) Configuration Change Tracking & Analysis {

scaling to
3) Potential Solutions including Command Line Fixes to resolve the Issue enterprise level

Nipper Studio doesn’t produce any network traffic, doesn’t need to
interact directly with devices and can be used in secure environments.
evaluate for free at
wuwu.titania.com
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Security Security Security
Awards Awards Awards

WINNER WINNER Runner-up

Enterprise Security

Network Security
Solution of the Year

SME Security
Solution of the Year

Solution of the Year

wuwuw.titania.com
T: +44 (0) IS05 888785




(YBER ATTA(KS ARE oN THE RISE.

§o, Yo THINK YouR SYSTEMS
AND NETWORKS ARE SE(V/RE?

Think again - you’ve already been attacked and compromised.
And, we should know because we did it in less than four hours. Here’s the good news:

we’re the good guys. We can tell you what we did and how we did it, so you’ll be
prepared when the bad guys try it — and they will. We’ll show you how.

v (oMBAT (YBER ATTAKS ¢ ENSURE RESILIEN(E
V' MITIGATE RISK /' IMPROVE oPERATIONAL EFFICIEN(Y

Visit www.KnowledgeCG.com to learn how KCG’s experienced, certified cybersecurity
professionals help our government and commercial customers protect their
cybersecurity programs by knowing the threat from the inside out.
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Dear Readers!

We’re happy to see you again!

As promised in my previous issue, here is Computer Forensics JumpStart Volume #2. This time,
| tried to keep the focus on different operating systems like Windows, Linux and iOS, some
open source tools, tips and tricks. It’s a perfect continuation of my previous edition, and |
would suggest you read Computer Forensics JumpStart Volume #1 first!

What is this Volume all about? This time you’ll learn even more about different operating sys-
tems. Also, | decided to add an article about a very important part of computer forensics sci-
ence — eDiscovery. It’s not a secret that Mozilla became very popular (especially after Firefox
0OS was presented), and that’s why you’ll also find an article about this web browser. You will
also find an article dedicated to a progressive developing area; cloud storage, and a life case
study in forensic investigation “The Golden Nugget”.

By the way, your interest in foundational forensics is so overwhelming, that | decided to pre-
pare a special series with more specific topics. For example, in the end of August you’ll be able
to find on our website special issue titled “Computer Forensics: Preparation Stage”, where
you’ll find all that one should know, and what one should remember about, before an inves-
tigation process will start.

1 would like to say thanks to all authors and proofreaders who helped me to gather all these
articles in one issue and publish it for eForensics readers. Also, thanks to my team which sup-
ports and helps me.

Peace, love, unity.

Artur Inderike
eForensics Team
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FORENSICS ON LINUX

by Barry Kokotailo

The majority of forensics examinations conducted today comprise Windows machines. Considering
that the vast majority of desktops in use today are Windows based, this should not be of a surprise.
However a good majority of servers and workstations are Linux based and running interesting ser-
vices such as databases, web and file services. During the career span of a forensics professional
you will need to perform a forensic examination of a Linux machine. This article will give you the
step by step procedure in order to acquire an image, analysis, and report on the findings.

HOW TO PERFORM FORENSIC ANALYSIS ON 10S OPERATING AND FILE
SYSTEMS

by Deivison Pinheiro Franco and Ndgila Magalhdes Cardoso

With Apple Operation System (iOS) design and the large amount of storage space available, re-
cords of emails, text messages, browsing history, chat, map searching, and more are all being kept.
With the amount of information available to forensic analysts on iOS, this article will cover the ba-
sics to accurately retrieve evidence from this platform and build forensically analysis when appli-
cable. Once the image logically, via backup or physically has been obtained, files of interest will be
highlighted for a forensic examiner to review.

PLACING THE SUSPECT BEHIND THE KEYBOARD

by Brett Shavers

Perhaps the most important and nearly impossible task in digital forensics is placing the suspect
behind the keyboard. Digital evidence alone doesn’t do it. Assumptions and preconceived beliefs
don't do it. Luckily, most cases involving digital forensics are solved without having to physically
place the suspect at the machine. Unfortunately, there are those cases in which the suspect does
not admit to using the device or there is no other evidence proving it.

EDISCOVERY 101: AN INTRODUCTION TO EDISCOVERY

by Dauda Sule

Volonino and Redpath (2010) quoted Judge Shira A. Scheindlin as follow: “We used to say there’s
e-discovery as if it was a subset of all discovery. But now there’s no other discovery”The Law has
been taking its course, technology has been developing; the result is the evolution of Law to keep
up with technological advancements.

HARD DRIVE FORENSIC PROCEDURES

by Krystina Horvath and Thomas J. Bray

Would hard drives obtained with digital forensics standards, require alternative methods of in-
vestigation? In this article, the forensic collection and preservation of data off of hard drives using
AccessData’s FTK Imager and Forensic Toolkit, will be presented. Metadata will also be considered
during the forensic collection procedure.

THE INTERVIEW WITH TERRY TANG, FOUNDER OF WISECLEANER
by Aby Rao

DIGGING INTO MOZILLA FIREFOX ARTEFACTS

by Gabriele Biondo

Mozilla Firefox has been the most widespread web browser for years, and nowadays is the second most
popular browser. From a computer forensics point of view, understanding how the caching mechanism
works, is a key aspect . Although Moxzilla Firefox is Open Source, auditing over 30 MB of source code is
not viable. A quick'ndirty, but effective approach, could be regarded as a type of gray box test.

THE GOLDEN NUGGET

by Paul Gwinnett

In writing an article about computer forensics for beginners | had to consider my ‘Hi Tech/e foren-
sics’introduction, which couldn't really be classed an ‘exact science, more a case of various “digital
journeys”, stepping into the unknown and seeking reassurance by way of experiments and ‘sound
boarding’ with my old mentor. In this article, | have tried to be as candid and practical as possible in
the hope that those in the early stages of their e-forensics’ career can have an insight into some of
the issues | faced in my early years and how | dealt with them.
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TWELVE OPEN-SOURCE LINUX FORENSICTOOLS

by Priscilla Lopez

There are several open-source Linux forensic tool suites and tools such as Kali Linux, DEFT, HELIX,
Backtrack, CAINE, Knoppix STD, FCCU, The Penguin Sleuth Kit, ADIA, DFF, SMART, and SIFT. This ar-
ticle will give you a brief overview of the available tool suites. Afterwards, | will show you step-by-
step how to install one of the tool suites and run a practice case sample.

FOUR WINDOWS XP FORENSIC ANALYSIS TIPS & TRICKS

by Davide Barbato

When conducting forensics analysis of a Windows XP system, it must be taken into account some
particular behaviors that can lead to misleading conclusions if not properly handled.

A BEGINNER’S GUIDE TO FORENSIC IMAGING

by Madeline Cheah

Are you starting on the road to a career in digital forensics? Or perhaps a student looking to get
onto a course in this field? Maybe you just need a refresher after a little time away? This is a simple
guide introducing you to one of the fundamentals of digital forensics, with a legislative narrative to
set things in context.

WINDOWS MEMORY FORENSICS & MEMORY ACQUISITION

by Dr Craig S. Wright, GSE, GSM, LLM, MStat

This article takes the reader through the process of imaging memory on a live Windows host. This is
part one of a six part series and will introduce the reader to the topic before we go into the details
of memory forensics.

EXAMINING EXIF DATA IN DIGITAL PHOTOGRAPHS

by Irv Schlanger MSIS, ACE, Security+ and Ruth Forese

Digital photographs have become common as a source of evidence in forensic investigations. How-
ever, pixels alone do not tell the entire story—modern digital cameras also record Global Position-
ing Satellite (GPS) information as well as date and clock time into photographs using metadata
known as EXIF tags. One of the main tasks of a forensic investigator is to extract useful evidence
from a photograph and proving this information’s authenticity. EXIF metadata in JPEG photographs
can provide proof that a suspect was or was not at the scene of a crime. Because EXIF data can be
altered by the very same software and techniques detailed below, law enforcement should take
precautions and use established forensic practices when using metadata in investigations.

DIGITAL FORENSICS ON CLOUD STORAGE

by Richard Leitz

Digital Forensics experts in both law enforcement, and the corporate arena, have typically had either complete
physical access to digital media, or live access to running servers, or the other computers that required
examination. Due to the move from local storage of data and servers, to cloud based storage and services, the
world of digital forensics has changed. This article will discuss how cloud based technology is making it more
difficult for the digital forensics expert to gain access, and to examine digital media, that is stored on a cloud
server in either the same country, or even worse, a different country.

DETECT AND PREVENT FILE TAMPERING IN MULTIMEDIA FILES

by Doug Carner, CPP/CHS-III

Electronic files are vulnerable to tampering and corruption. Undetected, these changes can alter
the meaning and value of critical evidence. By implementing a few simple steps, you can ensure
that everyone is working from the exact same set of facts, and be able to prove if a file was altered
prior to arriving into your care.
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The majority of forensics examinations conducted today
comprise Windows machines. Considering that the vast majority
of desktops in use today are Windows based, this should

not be of a surprise. However a good majority of servers and
workstations are Linux based and running interesting services
such as databases, web and file services. During the career span
of a forensics professional you will need to perform a forensic
examination of a Linux machine. This article will give you the
step by step procedure in order to acquire an image, analysis,
and report on the findings.

What you will learn:

* Image Linux based media and
memory.

* Analyze data from a Linux image.

* Present reports to non technical
staff.

What you should know:

Ideally you should be an experienced
Linux systems administrator with at
least a couple of years of experience
in a Linux data center. A minimum
would be basic UNIX command skills
with knowledge in networking and
programming.

ow do you know when you
H have been hacked? How do

you know when malware has
been planted? Strange as it may
seem, it could come down to a feel-
ing of “something is not right”. When
systems are brought into produc-
tion they behave in a certain fashion.
Then one day they start exhibiting
abnormal behavior. The bandwidth
usage increases. The CPU spends
a lot more time doing something in
the wee hours of the morning. Us-
ers complaining of slow service. This
would all be indicators of an intru-
sion. Hopefully you would have been
using some type of performance
monitor such as Nagios (http:.//www.
nagios.org/) for your infrastructure in
order to baseline your systems and
generate alerts when abnormal be-
havior exists.

THE IMAGING PROCESS

The imaging process depends on the
target machine. If the target machine
is a standalone desktop server man-
aged by a single user, you have to-
tal control over when this machine
comes off line and when the various
drive partitions are imaged. If the ma-
chine is a development server, you
need to make sure the developers,
database analysts and administra-
tors are off the machine before you
can bring the server down. The worst
case scenario is the Linux server is
a production server. At that time you
have to schedule downtime for the
machine and try to acquire the imag-
es in as short a period of time pos-
sible. Would help if the server was
part of a pool of servers, so that pull-
ing the suspect server would not in-
terrupt business operations. Worst


http://www.nagios.org/
http://www.nagios.org/

case situation is the target machine comes down
the business is down until you complete the im-
age. Business owners do not like this one. A final
resort is to take an image while the machine is run-
ning. Not recommended. Calls in to question the
integrity of your image. On any of the scenarios
described, document, document, document.

IMAGE THE MEMORY FIRST

Once the above decisions have been made, we
need to acquire the memory image from the sys-
tem. The utility | will use is fmem (http.//www.foren-
sicswiki.org/wiki/Tools:Memory_Imaging#Linux)
(Figure 1).

Make a directory called /usr/1ocal/src/fmem ON
the target machine. Download the fmem source
into this directory. Uncompress the source and
change into the source tree. Build the new device
/dev/fmen by issuing the commands “make” and.
/run .sh. Then | can dump the memory.

Ignore the error messages. So the commands in
summary are:

# mkdir /usr/local/src/fmem
# mv fmem-current.tgz /usr/local/src/fmem
# cd /usr/local/src/fmem

# tar zxvf  *gz

# cd fmem 1.6-0

# make

#

./run.sh

- @ il [ o a - LI
Figure 2. The installation of /dev/fmem and the generation
of the memory image

www.eForensicsMag.com €

i

# dcfldd if=/dev/fmem of=memory.dump hash=sha256
sha256log=memory-dump-sha256-hash.log bs=1MB

count=1000

The dcf1da command is used to generate a mem-
ory dump file called memory.dump. The hash file is
created called memory—dump—sha256—hash.log'VVHh
a file size of 1 gig of memory. Size according to
your memory size.

| save the memory.dump file onto a USB stick for
removal to the lab (Figure 2).

Once | have the memory dump file, | will run it
across volatility to determine if the image is recog-
nized by volatility for future processing:

# python vol.py -f /memory/memory.dump imageinfo

If you get a valid profile, you feed the profile us-
ing --profile="Something” t0 the vol.py script to
dump various items of interest. For example, | can
use the following command to try an examine the
arp tables from the memory dump:

# python vol.py -f /memory/memory.dump
--profile=LinuxUbuntul204x64 linux pslist

A list of other items of interest can be located at
this url  http://code.google.com/p/volatility/wiki/

LinuxCommandReference22#linux_pslist.

JAREN SOMPUTERFORENSICS .

& [ =i -
Figure 3. Output of dmesg indicating the suspect Kingston
drive is called /dev/sdb

SANS COMPUTER | ..

o @ i E -
Figure 4. The output of “fdisk -I" to verify the name of the
suspect media and the file system type

-
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The list of image profiles for Linux are limited.
Can build it for some systems at the present time.
Check this web page for pre-built (http:/code.
google.com/p/volatility/wiki/LinuxProfiles) or this
web page on how to build your own profiles (http:/
code.google.com/p/volatility/wiki/LinuxMemoryFo-
rensics).

The release of Volatility 2.3 in June 2013 should
introduce additional features and profiles for Linux
memory acquisitions.

| can run simple commands such as strings to fil-
ter strings out from the memory dump:

# strings /memory/memory.dump > mem-results.txt

SANS COMPUTER

] [ - = -
Figure 5./ mount the suspect device and verify the mount
worked and the options are in effect

- ;- -t ¥ - - [] - -
Figure 6. Here | have imaged the suspect media. Notice the
size of the partition is about 8 Gigs

alm - e . [] a | =
Figure 7. Help with foremost. Here | am recovering jpg files

from the image and storing any recovered files into the /casel/
recovered folder
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From here, | can search for keywords in the strings file:

# grep -i badguy mem-results.txt

NOTE

Any time you are working on a live suspect sys-
tem, every action alters the state of the suspect
system. You must document and possibly defend
in court all actions related to what you did on the
suspect system.

IMAGE THE DRIVES
| will use the dd command to create an image of
the suspect media. First | will insert the device into
a USB write blocker that is connected to my SIFT
Kit. | will check the system with dmesg to deter-
mine if the device was recognized (Figure 3).

[ will also run £disk -1 to verify the device name and
to also find out what file system type it is (Figure 4).
# dmesg | grep sd
# fdisk -1

Once | have identified the name of the suspect me-
dia and the file system type, | can then mount it in
read only mode on the loopback interface with no
possibility of any code executing (Figure 5).

# mount -t vfat -o ro,sync,noexec /dev/sdbl /
media/usb

Once mounted | can create a dd image of the media.

# dd if=/dev/sdbl of=/casel/suspect.img
CONV=Noerror, sync

You will notice that there is only one partition on
the /dev/sdb device. If there were more, | would re-
execute the ad command on each one of the par-
titions and save them as a separate image with a
unique and distinctive name. For example if there
were three partitions to image called /dev/sb1, /
dev/sdb2, and /dev/sdb3:

# dd if=/dev/sdbl of=/casel/root.img bs=512
CONV=Nnoerror, sync
# dd if=/dev/sdb2 of=/casel/usr.img bs=512
CONV=Nnoerror, sync
# dd if=/dev/sdb3 of=/casel/home.img bs=512
CONV=Nnoerror, sync

The imaging can take a substantial period of time,
depending on the size of the partition (Figure 6).

THE ANALYZE PHASE

The first thing | perform on the suspect image is to
recover any deleted files. The SIFT Toolkit has a tool
called foremost that be used for this purpose. The
tool works by examining the headers and footers

-
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of any deleted file and making a determination of
what file type it is. This overcomes the act of the bad
guy renaming all his pictures with a pdf extension.
| can specify the extension to look for on the com-
mand line or | can edit the /etc/foremost.cont file.
This file indicates all files you can recover and if you
have additional file types, you can add the header
and footer definitions here (Figure 7 and Figure 8).

# foremost -t jpg -i /casel/suspect.img -o /casel/
recovered

STRING SEARCHS

A method used to extract information of value is
performing both ascii and unicode string search-
es on the image. | compile a list of keywords that
are related to the case. Names, address, phones
numbers, emails, anything unique related to this
case. Of course we avoid words like “the” or “of”
which would generate a huge amount of false posi-
tives. | would place these words inside a file and
use grep to parse the results of the string searches
for those keywords saving the results in separate
and uniquely identifiable files.

# srch strings -t d /casel/suspect.img > /casel/
image.ascii.txt
# srch strings -e 1 -t d /casel/suspect.img > /

casel/image.unciode.ascii.txt

The | in lowercase |, not the digit 1 (Figure 9 and
Figure 10).

#cat > /casel/keywords.txt
unix

linux

windows

#
See Figure 11 and Figure 12.

# grep -1 -f /casel/keywords.txt /casel/image-

ascii.txt > search-hits.ascii.txt

| [ =i e -
Figure 10. Create a small file called keywords.txt that has the
necessary keywords for the case

EGISTET PAESING  EFoE

IEi-gﬁre 8. L—isting of /casel/recovered directory. Anlau;jit ﬁle- '
and another directory with recovered jpgs

BTN SOMPUTERFORENSICS

&) [ el = -
Figure 9. String searches for ascii and unicode strings. The "-t

d” specifies decimal offset on match. “-e I” specifies use small
character size and endianess

www.eForensicsMag.com €

Figure 12. The ascii search results. The number in the first
column is the decimal offset from the beginning of the image
where the match occurred. Can be used with other tools to
examine that part of the image

-



# grep -1 -f /casel/keywords.txt /casel/image.
unicode-ascii.txt > search-hits-unicode.txt

# more search-hits-ascii.txt

SLEUTHKIT TOOLS OF INTEREST
Several tools from the Sleuth Toolkit can be used
to further analyze the image for evidence.

» fsstat — Displays the file system details. Look-
ing for data and inode size. The range of data
and inodes.

» blkcat — Displays the contents of a disk block

+ blkstat — Stats on blocks.

+ ils — Displays details on file inodes.

+ istat — Displays information on specific inode.

+ ffind — Finds filename associated with an inode
(Figure 13 and 14).

THE TIMELINE
The SIFT Toolkit has this three commands to gener-
ate a timeline. With a timeline, it allows you to see

P T T T Ty S,

ﬁi&uré 13._Thé start of fsstat....

P VT S T Sy

Flgure 14._Thé end of fsstat

Flgure 15. Usmg ﬂs I/S and mactime to generate the tlmellne

«
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Figure 16. The timeline file. Here you can see what files have
changed their modification, access, or creation times giving
you a clear indication of what has changed on this disk

what files have been added, changed, or deleted
from the system. From this you can gain some knowl-
edge as to what the bad guy was up to (Figure 15).

fls -m / -r /casel/susepct.ing > /casel/timel
ils -m /casel/susepct.img >> /casel/timel
mactime -b /casel/timel > /casel/timeline.txt

= S e

more /casel/timeline.txt

THE FINAL REPORT

Of course at the end of all this, a generated report
would be in order. Have an executive summary list-
ing the key findings. Have a detailed breakdown of
all the relevant findings of the case. One method to
use is Camtasia to record the entire investigation and
have that as the details section of the report. The stan-
dard SIFT Toolkit has OpenOffice and Okular to assist
in documenting the case. Either way, the final report
should be able to be understood by non-technical staff.

CONCLUSION

Although | have used the SIFT Toolkit for this article,
there are a number of open source forensics tools
that can be used either in a Windows or Linux en-
vironment to solve forensics cases. With additional
contributions from the forensics community, the list
of open source tools should grow exponentially as
the science of digital forensics continues to mature.

About the Author

| have been working in the IT field since
1986. In that time | acquired knowledge and
experience in Windows, Macintosh, UNIX,
networking, programming, pen-testing, fo-
rensics and incident response. | have ac-
quired several certifications: CISA, CISSP,
EnCE, ACE, CSA, CSNA, RET, CEH. I cur-
rently work for the Edmonton Public School
Board in Edmonton, Alberta, Canada and
operate my own company Cerberus Security Integrators Inc.
http.//www.forensics-canada.com in my spare time. | teach
classes at a local post-secondary institute in forensics and
UNIX operating systems. When | have some free time | golf and
fly fish. A more complete profile of me can be accessed over at
http.//www.linkedin.com/pub/barry-kokotailo/28/565/405
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HOW TO PERFORM
FORENSIC ANALYSIS

What you will learn:

» The changes in the Apple Operat-

ing System (iOS) and the addition
of the App Store to the iOS envi-
ronment;

« Features that iOS offers and its

limitations;

* The iOS Operating and File Sys-

tems evolution;

* What iOS Operating and File Sys-

tems are and how it can have evi-
dences for forensic analysis;

« Delve into the details of the iDe-

vice file system in order to provide
context for investigations.

What you should know:

* A basic understanding of Apple

Operating System (i0S);

* A basic understanding of Apple

File Systems (HFS, HFS+ and
HFSX);

« A basic understanding of mobile

forensics analysis.

in the operating system (OS) and
the addition of the App Store to
the iOS environment, and then we’ll
delve into the details of the iDevice
file system in order to provide context
for investigations.
iOS, the operating system for the
iPhone, iPod, and iPad, was first
released with the first-generation
iPhone in June 2008. This revolu-
tionized the way cell phones would
be created in the future. HTC, Motor-
ola, and Google have since jumped
into the smartphone market with their
Android phones, as has Research in
Motion with its Blackberry phones.
Beginning with iOS 2, Apple al-
lowed the development of applica-
tion for its App Store. The iPhone
SDK gave application developers the
access they needed to write appli-
cations for all devices. For a devel-
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ON IOS OPERATING AND FILE SYSTEMS
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With Apple Operation System (iOS) design and the large amount
of storage space available, records of emails, text messages,
browsing history, chat, map searching, and more are all being
kept. With the amount of information available to forensic
analysts on iOS, this article will cover the basics to accurately
retrieve evidence from this platform and build forensically
analysis when applicable. Once the image logically, via backup or
physically has been obtained, files of interest will be highlighted
for a forensic examiner to review.

oper to release software to the App
Store, the developer had to enroll
into the iPhone Developer Program,
the initial interface of which is shown
in Figure 1. A standard program had
a cost of $99 and an enterprise pro-
gram had a cost of $299. The de-
veloper also had to sign an exten-
sive agreement with Apple in order
to develop and add applications to
the App Store. Apple also had a strict
and sometimes time-consuming ap-
proval process. Over time, Apple has
loosened some of its rules, and has
even accommodated apps such as
Google Voice and applications de-
veloped with Adobe Flash.

One of the biggest challenges that
Apple has faced is the army of hack-
ers that descended onto the iPhone.
The original hackers of the iPhone jus-
tified their actions by virtue of the fact
that the iPhone and iOS didn’t allow



certain functions (e.g., MMS, tethering, customiza-
tion) or third-party applications other than those avail-
able from the App Store. Some hackers also took the
stance that the iPhone was insecure, and they want-
ed to show Apple the flaws that it had. Some of the
more notorious groups were the iPhone Dev Team
and the Chronic Dev Team. Some of their more mav-
erick members have splintered to develop jailbreaks
to further their own ambitions and fame.

The modus operandi of all these hackers was no-
toriety — becoming known to the masses — which
became an intoxicating motivation. By late 2009,
other hackers had developed viruses and exploits
to jailbroken iPhones. These exploits invaded the
provider’s network to seek out and find jailbroken
iPhones. This was a concern that Apple addressed
in its counter to the Electronic Freedom Founda-
tion’s claim to allow jailbreaking as an exception to
the DMCA (Digital Media Copyright Act).

The Library of Congress decided that jailbreak-
ing your phone was an exception. However, the
deciders of this policy didn’t take into account the
increase of threats that would invade AT&T and
Apple. So Apple and AT&T would have to protect
their networks and OS. Since the release of the
first Apple mobile device, Apple and the hackers
have played a cat-and-mouse game. The first jail-
breaks were crude and were prone to crashing the
phone and making the iPhone nonfunctional, oth-
erwise known as “bricking” the phone. Some of the
jailbreaks and unlocks had the following monikers:
Pwnage, Qwkpwn, RedSn0Ow, YellowsnOw, iLiber-
ty, Purplerain, Blackra1n and GreenpoisOn.

All circumvented the security measures of the
iPhone by either replacing the OS with one engi-
neered on user-created firmware, or just patching
the kernel and/or bootrom, which allowed the de-
vice to run unsigned code.

THE IOS FILE SYSTEM

HFS+ FILE SYSTEM

In 1996, Apple developed a new file system that
would accommodate storing large data sets. As

Choose Your Program

Figure 1. iPhone developer program
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physical disk size was increasing at breakneck
speed, a file system had to be developed to support
the growing need for storage. Hence, Apple devel-
oped the Hierarchical File System (HFS). The struc-
ture of HFS can be complicated to understand. At
the physical level, the disks formatted with HFS are
in 512 — byte blocks. These are similar to Windows-
based sectors. There are two types of blocks on an
HFS system: logical blocks and allocation blocks.
The logical blocks are numbered from the first to the
last on a given volume. They are static and are the
same size as the physical blocks, 512 bytes. Alloca-
tion blocks are groups of logical blocks used by the
HFS system to track data in a more efficient way. To
reduce fragmentation on an HFS volume, groups of
allocation blocks are tied together as clumps. This
organization is shown in Figure 2.

* The first 1024 bytes: Reserved for boot blocks;

* Volume header: The next 1024 bytes are for the
volume header, which contains information in re-
gards to the structure of the HFS volume. There
is a backup volume header at the last 1024 bytes
of the HFS volume. There are also volume head-
er signatures. HFS plus the volume header sig-
nature is seen as “H+.” For HFSX it is “HX”;

* Allocation file: The allocation file simply tracks
which allocation blocks are is use by the file
system;

» Extents overflow file: This tracks all the alloca-
tion blocks that belong to a file’s data forks. The
contains a list of all extents used by a file and
the associated blocks in the appropriate order;

+ Catalog file: The HFS+ file system uses a cat-
alog file system to maintain all the information
in regards to files and folders within a volume.
These are in a hierarchical system of nodes:

124 Reserved

Volume Header

Allocation File

Extends Overflow File

Catalog File

Attributes File

Startup File

Alternate Volume Header

Reserved 512 Bytes

@@ - Data |
Figure 2. The structure of an HFS+ file system
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Header node (The location of the Header node
is tracked in the volume header. Within that, the
catalog ID number is stored as well. This num-
ber is assigned by the catalog file, which gets the
next number from the volume header that tracks
the last number assigned. The catalog file will in-
crement that number by one and assign it to that
file, and is in turn store in the Header node. At-
tributes file: This file is reserved for future use of
data forks; Startup file: This file was designed to
assist in booting a system that did not have built-
in ROM support; After the startup file: Where all
the data in a volume is stored and tracked by the
file system; Alternate volume header: A back-
up of the volume header and is primarily used for
disk repair; The last 512 bytes: Reserved.), Index
node, Leaf nodes and Map nodes.

In terms of date and time, Apple has used absolute
time, otherwise known as local time. UNIX time is
used as well. The iOS system utilizes both of these
time schemes. Since absolute time does not take
into account the differences in time zones, one must
be cognizant to identify the location of the system
to understand actual the data and time of artifacts.
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Figure 3. Error message from saving on an HFS+ system

Figure 4. The similarities between the iPhone and Apple TV
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Data within the HFS file system utilizes a catalog
file system or B*tree (balanced tree) to organize
files. This balanced tree uses a catalog file and ex-
tents overflows in its organization scheme. B*trees
are comprised of nodes. These nodes are grouped
together in linear fashion, which makes data ac-
cess faster. When data is added or deleted, the ex-
tents are constantly balanced to keep its efficien-
cy. Each file that is created on an HFS file system
is given a unique number — a catalog ID number.
The HFS volume header tracks the numbering of
the catalog ID and will increment by one each file
added. These numbers can be reused, but this is
tracked by the HFS volume header.

Typically, the reuse of catalog ID numbers is
mainly seen in server environments, where large
numbers of files are created. This number is con-
sistently used to bind each node together in a file.

THE HFSX FILE SYSTEM
All Apple mobile devices use HFSX as the file sys-
tem. HFSX is a variation of HFS+ with one major
difference. HFSX is case sensitive. This means that
two files on the file system can have the exact same
name — but the case sensitivity is what allows the
file system to differentiate between the two. For ex-
ample: Case sensitive.doc / Case Sensitive.doc
Both of these files can exist on a HFSX file sys-
tem. On OS X on a desktop or laptop, the following
error occurs when the two file names with different
cases are attempted to be saved. If the same were
attempted on an HFS+ system, the following error
will be seen, as shown in Figure 3.

IPHONE PARTITION AND VOLUME
INFORMATION

The partition and volumes of the iPhone also have
some history to them. Apple TV, another product of
Apple, also came out with a scaled-down version of
OS X. It had only one user and two partitions — an
OS and data partition. Like the iPhone, Apple TV was
designed to hold multimedia and access the Internet
and iTunes. AppleTV appears to be a project test bed
for HFSX for Apple and the use of a jailed system.
Today the new AppleTV now utilizes the HFSX and
jailed system of iOS 4. Figure 4 demonstrates the
similarities between the iPhone and Apple TV.

IPHONE PARTITION INFORMATION
ACQUISITION
Using two tools on the Mac from the command line,
we can see the partition structure of the iPhone. Hdiutil
is a command-line binary that is already on the Mac,
and there are h the following switches, pmap and im-
ageinfo, which can give the picture of the iPhone.
Hdiutil is a great program for looking at the struc-
ture of an iOS system. HDiutil with the option pmap
gives an overall view of the partitioning scheme on a
device. Hdiutil with the option imageinfo gives a gran-
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Figure 5. Steps to acquire partition information on the iPhone
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ular look at each partition and information in regards
to each. To acquire iPhone partition information:

* Open the Terminal application;

Navigate to /Applications/Utilities/Terminal. From
the command line, type: hdiutil pmap, and then
drag and drop an image of the iPhone from the
finder to the terminal and press Enter, as depict-
ed in Figure 5. You'll see the output shown in
Figure 6.

Next, from the terminal, type the command:
hdiutil imageinfo, and then drag and drop a raw
disk image or .dmg and press Enter, as shown in
Figure 7. You'll see the output shown in Figure 8.

il — basgy, — 4 4756

.. <& QS Partition

. - Data Partition

Figure 8. Output of the command hdiutil imageinfo

ID Type Of feet Size Naatne: (3»
B MBR a 1
Free 1 62
1 Apple_HFS 63 126000
2z Apple_HFS 128879 1854342

Free 1982421 13877291
Figure 9. Hdiutil reports as the start of each partition
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The previous two images show the partition
scheme of the Apple iPhone OS. However, the
information from hdiutil is incorrect. If the image
were correct, Mac OS would be able to mount the
iPhone image. If we look at what hduitil reports as
the start of each partition, as shown in Figure 9,
the answer becomes clear.

When OS X attempts to mount this volume it
sees the first HFS volume at sector 63 and the
second HFS volume at 128079. The actual start-
ing sector is as follows: the OS volume header is at
sector 504 and the data volume header is at sec-
tor 1024632. It is because of the offsets of these
volumes that even a Mac cannot mount a Disk0
(the complete raw image of the physical disk) im-
age properly. The disk utility can mount images of
either the OS partition (DiskOs1) or data partition
(Disk0s2) themselves, without any errors. When a
raw image of DiskO is in the process of mounting,
the following error shown in Figure 10 occurs.

However, if the gathered .dmg of the whole raw
disk was copied, the offsets can be corrected and
the image can be mounted properly. Creating a
plug-in for MacFUSE can assist in allowing the
Mac OS to properly mount the complete DiskO. In-
formation in regards to creating a plug-in can be
found at http://code.google.com/p/macfuse.

OS PARTITION
The OS partition is a read-only volume. This can
be seen by following the path located at private/
etc/fstab. Open the fstab file with TextEdit, and the
following information is then shown in Figure 11.
As on all Macs, the partitions are divided in into
disks and slices. The RAW disk is “Disk0.” There is
only one disk on the iPhone, hence you see DiskO0.
The OS partition is “DiskOs1” and the Data parti-
tion is “Disk0s2.” Next you see both partitions from
Figure 11, and the /dev/disk0s1 and then /nts de-
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noting an HFS volume after that. Next to hfs is ro.
This means that the volume is read-only. The data
partition /dev/piskos2 is a read/write HFS volume.
Due to the fact that the system partition is read-on-
ly, all the data that is on this volume is usually non-
evidentiary unless the phone has been jailbroken.

The relevance of this file is that if you see /dev/
disk0sl /hfs rw, the system has been jailbroken.
This is a good artifact to use to validate if an imag-
ing process has tampered with the UNIX jail of the
iDevice system.

10S SYSTEM PARTITION
The system partition shown in Figure 12 is of the
iOS device described in Table 1. The contents of
this partition are usually non-evidentiary; however,
sometimes an examination could be necessary.
The path private/etc/passwdis the password file
of the OS. Tools like John the Ripper, which can be
downloaded at www.openwall.com/john/, allow for
cracking the root and mobile passwords. The root
and mobile passwords are encrypted using a DES
algorithm that requires a 2 character salt key and
an 8 character text password, which yields an 11
character value. With jailbroken iPhones, a more
advanced user can change these passwords. A
password for root that has never changed since
the first iPhone is “Alpine,” as shown in Figure 13.
Due to the design of the iPhone, there are proce-

AN O
‘dev/diskBsl / hfs ro 8 1 |
7Oev/aSKBSE JPTIVaLe/var Nfs rw,nosuid,nodey @ 2

Figure 11. Opening the fstab file in TextEdit
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dures that can break the phone or use copyrighted
software to bypass the security measures in order
to image an iPhone. As will be discussed in this
article, there are numerous areas of investigation
that will maintain the integrity of the evidence and
still locate valuable artifacts and secure convic-
tions. For each firmware version, the OS partition

Table 1. System partition of the iOS device

Application Has symbolic links that point to the /
var/stacsh directory

Etc Has a symboliclink to /private/etc

Tmp Has a symbolic link to

User Has a symbolic link

Var

Has a symbolic link to /private/var

Damaged files  Can contain artifacts of a previous

jailbreak

Bin Contains one command-line binary,
launchctl

Cores Empty

Dev Empty

Developer Empty

Library As with any OS X system, contains
system plug-ins and settings:
Application support:Bluetooth
models and PIN codes
Audio: Contains the audio plug-in
Cashes: Empty
File systems:Empty
Internet Plug:Empty
LaunchAgents: Empty
LaunchDaemons: Empty
Manager Preferences:Containsa
symbolic link to Mobile
Printers: Empty
Ringtones: Contains system-installed
ringtones
Updates: Empty
Wallpaper: Contains numerous PNG
files and thumbnails (non-evidentiaty)

private Contains the Etc and var folders:
Etc: Contains fstab.master.passwd,
passwd files (both master and passwd:
same)
Var: Empty

sbin Contains command-line binaries

System Library folder that contains system
preferences and settings; includes /
System/Library/CoreService/
SystemVersion.plist: Firmware
Version

Usr Contains more command-line binaries
and time zone data
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has volume names that correspond to the iOS ver-
sion. Table 2 shows the iOS version (from 1.00 to
4.1) and the corresponding volume name of the
OS system partitions.

10S DATA PARTITION

Over the years, there has been little change in the
makeup of this data partition. You can see some of
the changes in the file system from logical acqui-
sitions. The bulk of the evidence that can be ac-
quired from this device comes from the read/write

Table 2. iOS version and corresponding volume name

i0S Volume Name i0S Volume Name
Version Version

1.00 Alpine 1A420 3.1.2 Northstar 7D11
1.0.0 Heavenly 1A543a  3.1.3 SUNorthstarTwo
7E18
1.0.1 Heavenly 1C25 2.00 Big Bear 5A345
1.0.2 Heavenly 1C28 2.00 Big Bear 5A347
1.1.1 Snowbird 3A109a  2.0.1 Beg Bear 5B108
1.1.2 Oktoberfest 3B48b 2.0.2 Big Bear 5C1
1.1.3 Little Bear 4A93 2.1 Sugar Bowl 5F136
114 Little Bear 4A102 2.2 Timberline 5G77
2 Big Bear 5A347 2.2.1 SUTimberline
5H11
2.0.1 Big Bear 5B108 3.00 Kirkwood 7A341
2.0.2 Big bear 5C1 3.0.1 Kirkwood 7A400
2.1 Sugar Bowl 5F136 3.1 Northstar 7C144
2.2 Timberline 5G77 3.1.2 Northstar 7D11
2.2.1 SYTimberline 5H11  3.1.3 SUNorthstarTwo
7E18
3 Kirkwood 7A341 3.2 Wildcat7B367
3.0.1 Kirkwood 7A400 4.0 Apex8A306
3.1 Northstar 7C144 4.1 Baker8B177
eNe
DEVICES | CommCenter
£l iDisk L db
= A———
-1 Untitled =l empty
| Macintosh HD & folders
ey : .| Keychains
Remote Disc (& log
_Elmages =gy o9
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4 crash1784 = f;z:e“”“’s
A\ Applications & run
1| Documents d tmp

Figure 14. Data partition directory structure
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partition, also known the data partition, as shown
in Figure 14 and the Table 3 shows the directories
and accompanying items of interest.

The data partition is riddled with a lot of informa-
tion that will assist in any investigation. When an
Apple device gets backed up from iTunes, it gath-
ers information from the Mobile directory. Table 4
shows all the artifacts that are acquired logically
and items that are also stored as backups on a

Mac or PC.

SQLITE DATABASES
The iDevice OS uses the SQLite database format
to store information on the phone. An examination

Table:  message

ROWID
1 1240 -

address date text flags

'143313 1284402251 Hi honey. | didr 2

Figure 15. The ROWID, address, date, text and flags
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[[Database Structure | Browse Data | Execute 50L

Name | Object  Type |Schema

Figure 16. The Interface of the SQLite Database Browser

Application

Table 3. Directories and corresponding items of interest

Items of Interest

CommCenter No artifacts

Dhcpelient One plist that contains the last IP
address and router information for
that device

db No artifacts

Ea Empty

Folders Empty

Keychains Keychain.db, which contains user
passwords from various applications

Log Empty

Logs General.log: The OS version and
serial number
Lockdown.log: Lockdown deamon log

Manager Empty

Preferences

Mobile Bulk of the user data

MobileDevice Empty

Preferebces gystem configuration: Network
artifacts backed up

Root Caches: GPS location information
Lockdown: Pairing certificates
Preferences: No artifacts

Run System log

tmp Manifest.plist: plist backup

Vm Empty
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of the logical extraction shows numerous SQLite & - o isaue bumsase sromser - fusers crashizsiiocs
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Table 4. Artifacts organized by directory and whether they are in backup

Backup

Library/AddressBook + Contacts and images

Library/Calendar + SQLite database: Events

Library/Carrier Bundles Carrier information

Library/ConfigurationProfiles o Plist password history

Library/DataAccess + E-mail account information

Library/Logs o Log files

Library/Maps + Plist: Bookmarks, directions, history

Library/Notes d- SQLite database: Notes

Library/RemoteNotification + Plist: Apps that have push notification

Library/SafeHarbour Location of where app data is stored

Library/Voicemail + .arm files: Voice messages

Library/Webkit + SQLite databases: Gmail account info, caches e-mail messages

Media/PhotoData + Additional photo information and thumbnails

Media/Books Books from the iBookstore and synced PDFs



from one database to the other, which gets dis-
played on the Ul. These databases interact with
each other to give the user an informative expe-
rience. The big three databases are the Address
Book, SMS, and Call History databases.

ADDRESS BOOK DATABASE
This database has 18 tables. Table 5 provides the in-
formation that would be relevant in an investigation.

SMS DATABASE

The SMS database is the container that keeps re-
cords of text messages sent and received by the
Messages application. Table 6 shows the tables
that make up this database.

In Figure 15, you can see the ROWID (row iden-
tification), which is a number for the message, the
address (the phone number that the text came
from), and the date and time of the text. The date

Table 5. The address book database

AB Group Group information

ABGroupChanges Non-evidentiary

ABGroupMembers Contacts associated each
group

ABMultivalue When a contact has
multiple values, phone
numbers, e-mail address
books, company URLs, etc.

ABMultivalueEntry Street addresses for

contacts

ABMultiValueEntryKey
ABMultiValueLabel

ABPerson

ABPersonChanges

ABPersonMulti
ValueDeletes

ABPersonSearchKey
ABPersonSearchKey
ABPhoneLastFour

ABRecent

ABStore
RirstSortSectionCount
FirstSortSectionCount

__SgliteDatabase
Properties

Sglite sequence

www.eForensicsMag.com

Non-evidentiary
Non-evidentiary

Name, organization,
department, notes, etc.

Non-evidentiary
Non-evidentiary

Non-evidentiary
Non-evidentiary
Non-evidentiary

Recently used e-mail
addresses

Non-evidentiary
Non-evidentiary
Non-evidentiary
Non-evidentiary

Non-evidentiary (but
contains good information
on the structure of the
database)

«

and time values are in Unix time and can be con-
verted using several free tools. The flags are for
sent and received text messages.

Table 6. The tables and relevant data of the SMS database

Relevant Data

_ SgliteDataBase Contains database properties
Properties (non-evidentiary)

Group _member Assigns an incoming text a

group ID that then will pull all
the text messages from the
iPhone owner ans the party
having the conversation

Message Contains the content of the

message, date and time, and
whether the message was
sent or received; also lists the
associated group ID

Msg _ group Gives the group ID and ID of the

last message in that group

Msg Pieces Tracks all MMS messages

Sqglite _ sequence  Provides a sequestial list of all

tables in the database
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Figure 19. The CSV format can be opened in other
Applications
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CALL HISTORY DATABASE

The Call History database is a simpler database,
and the only one that has restrictions — it will on-
ly hold 100 calls. The Address Book database is
the hub of a lot of other applications on the iDe-
vice. A lot of data correlation occurs between this
database and others. For example, the Call His-
tory database correlates the numbers from the
sent and/or received call with the names associ-
ated with those numbers in the Address Book da-
tabase. Table 7 describes the tables and artifacts
of relevance.

Table 7. Tables and relevant data artifacts

SgliteDatabase

Properties

Call Contains phone numbers, date
and time info, and the duration
of the call; also flags incoming,
outgoing, and missed calls, and
calls that have voicemails

Data Tracks the number of bytes the
iPhone has sent and received

Sglite Contains a sequential list of tabled

BeeiEnes in the database

Select an existing or create a new connection

Calendar sQuite
o G- s plan
+
Mame
Database type SOUte
Database Browie
Brcwnte 10 the Databate fle yois wish 10 ute for this Connection and press Dpen
- Calendar

Calendar.sglited

Cance Open

Figure 22. Selecting SQLite as the database type and
browsing to the relevant one
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RETRIEVING DATA FROM SQLITE DATABASES
There are applications that can assist in extracting
data from SQLite databases that can be used in oth-
er applications or tools. One of these SQLite data-
base applications is SQLite Database Browser. The
interface of this application is shown in Figure 16.

To add SQLite Database Browser, click the Open
icon and navigate to the relevant database, as
shown in Figure 17.

After the relevant database is brought into SQLite
Database Browser, one can browse through the
tables in the database. First move to the Browse

-Talsl Event (Untitled 2)

e ~a -_;"I &y = 'd '# ,j JL.{ '“\E»

Previous  Mext Commit  Roliback  SOLEditor Execute info  Refresh  Add Remove  Filter
Event
Defaukt Contains D &
ROW  ROWID summary location description
L =1 1 Mieet with desig. . Crofton, MD
a 2 3 D Day Bay Bridge
3 4 Get nruck Glen Burnie
Calendar 4 Mew Year's Day
CalendarChanges Election Day
3 & Agril Fool's Day
EventChanges W? 9 Weteran's Day
EventExceptionDate 8 10 Independence
Decurrencelache 9 11 e
OccurrenceCacheDays | 10 12
Participant i 13
Recurrence 12 14
RecurrenceChanges 413 15 John F. Kenned
Sneen v : )
+ G- Event, resultset loaded successfully

Figure 23. Database brought into Froq for analysis

Export resultset

Sehect how 1o XPOT your resultset and press the Export button to stan exporting

_J) Expart using custom settings

(=) Export as Microsoft Excel document

i Export as SOL statements

Source rows Target Custom settings
) Export all rows Delimniter
Export first w3
# Add cotumn-headers
(1]
SOL statements when expor nq
This it 1o d Tof Laster aaporty, preventing sdditional memory fegussmenti 3ad 10 town tha feairalion by the mismum Aumbar of records
_Cancel _ EExmporr=h
H ", ”
Figure 24. “Export Resultset” screen
anA Event Susmriary uls
N [l
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Figure 25. Exported data viewed in Excel
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Data tab and then pick the table to review from the
Table drop-down list. This is shown in Figure 18.

The data can be exported from SQLite Database
Browser to a CSV (Comma Separated Value) for-
mat, which in turn can be opened with applications
such as Microsoft Excel, as shown in Figure 19.

Another application worth mentioning is Froq,
developed by Alwin Troost. This application is pro-
prietary and can be purchased at www.alwintroost.
nl/?id=82. This application has a lot of functionality
and is an excellent tool for viewing the tables of a
database and exporting the portions of the data-
base needed for a given investigation. The inter-
face of Froq is shown in Figure 20. To view a data-
base of interest, perform the following steps:

* Go to the Frog menu bar and select connect |
connect;

* The next box will ask you to select an existing con-
nection or create a new one. Select a new con-
nection by clicking the +, as shown in Figure 21;

* In the expanded window, give the connection a
name — for example, Calendar;

* For the database type, select SQLite;

* From the Browse tab, navigate to the relevant da-
tabase. (Steps 4 and 5 are shown in Figure 22);

* Then the database will be brought into Froq for
analysis. The tables can be selected from the
left pane, and the data can be seen in the right
pane, as shown in Figure 23. To export data
from this application, return to the top toolbar;

+ Select Resultset | Export;

* There are three types of settings: Custom, export
as an excel spreadsheet, or as SQL statements;

* Under the columns, you can be as granular as
necessary for the data that is required. For ex-
ample, select “Export as Microsoft Excel doc-
ument.” Then select the “Export all rows” radio
button from the “Source rows” section, and se-
lect the columns needed;

* Then select “Export.” The resulting screen is
shown in Figure 24;

» After the data is exported, it can be viewed in
Excel, as shown in Figure 25.

PROPERTY LISTS
Property lists are XML files that are commonly seen
in standard OS X systems. Since iOs is a modified

Table 8. Property lists and relevant data directory property lists and artifacts

Property Lists and Artifacts

Db

Keychain

Managed preferences
Mobile/library/Cookies
Mobile/Library/Mail

Com.apple.sprongboard.plist: Add artifact
Cookies.plist: Web-related artifacts
Accounts.plists: E-mail accounts

Metadata.plist: Dates and times of e-mail puuls

Mobile/Library.Maps

Bookmarks.plist: Map bookmarks created by the user

History.plist: All routes and searches

Mobile/Library/Preferences
device for Bluetooth

Com, apple.BTserver,airplane.plist: Shows that airplane mode was initiated on the

Com.apple.commcenter,plist: Stores ICCID and IMSI numbers
Com.apple.maps.plist: Recent map searches and last latitude and longitude of last map

tile seen

Com.apple.mobilephone.settings.plist: Call-forwarding numbers
Com.apple.mobilephone.speeddial.plist: All favorite contacts for speed dial
Com.apple.mobilesafari.plist: Recent Safari searches

Com.apple.MobileSMS.plist: Any unset SMS messages

Com.apple.mobiletimer.plist: List of world clocks used

Com.apple.preference.plist: Keyboard language last used
Com.apple.springboard.plist: Lists of apps that are shown in the interface, password
protection flag, wipe enable settings, last system version

Com.apple.weather.plist: Cities for weather reports, date and time of last update
Com.apple.youtube.plist: URLs of all videos bookmarked, history of all video watched,
videos searched by user

Library/Safari Bookmarks.plist: all Internet bookmarks — created and standard

History.plist: Web browsing history

Suspendedstate.plist: Web page title ans URL of all suspended web paged that are held
in the background so that users can jump from one page to another easily (@ maximum

of eight pages can be saved at one time)
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OS X system, it stands to reason that we will also
see property lists within the directory structure. The
iOS data partition is riddled with property lists that
can contain valuable information. Table 8 shows
the property lists that contain data of relevance.

VIEWING PROPERTY LISTS

Apple has given examiners a free tool to view
property lists, the Property List Editor (also known
as the plist) The Property List Editor is part of the
developer tools, and is an optional install on the
OS X installation disk. The newest versions can
be downloaded from the Apple Developers web
site, at htip://developer.apple.com/technologies/
tools. The Property List Editor can display these
XML-formatted files in a readable manner, similar
to how they are viewed on a Windows system (i.e.,
not in their raw form). Once the Property List Edi-
tor has either been installed from the OS X disk or
downloaded from the Internet, the following steps
can be followed to view a given property list:

* Navigate to /Developer/Applications/Utilities/
Property List Editor;
* Double-click the application;

Open
Open With I

Move to Trash

Get Info

Compress “Cookies.plist”

Burn "Cookies.plist” to Disc...

Duplicate

Make Alias

Quick Look “Cookies.plist”

Figure 26. Select “Get Info” from this drop-down menu

Open with:

\"/ Property List Editor.app ﬁ
Use this application to open all documents like this one.

Figure 27. Expand the “Open with” portion of the window
Open with:

¥ \7s Property List Editor.app (default)

& BBEdit.app
&Y BBEdit.app
I Dashecode.app
¢l Xcode.app

Other...
Figure 28. Select other

¥ Recommended Applications

All Applications
Figure 29. Change “Recommended Applications” to “All
Applications”
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» From the Property list file menu, select Open;

* Next, navigate to the location of the plist you
wish to view;

+ Select the plist;

* Press the Open button;

* View the artifacts from the plist editor interface.

The one thing that detracts from this free tool is the
way it reports the artifacts. One can grab screen-
shots of the relevant data and add those images
to a report. There is another application, OmniOut-
liner 3, an app bundled with OS X 1.4 (Tiger). Itis a
for-pay app, and it’'s available at www.omnigroup.
com/products/omnioutliner. You can use this tool
to view plists easily bring them into an existing re-
port. The following describes how to view and re-
port plists with OmniQOutliner 3.

First you have to set up your Mac so that you can
automatically open all plists with OmniOutliner.

* From Finder, find any plist on your volume (Li-
brary/Preferences is a good choice);

* Right-click the plist;

+ Select Get Info, as shown in Figure 26;

* From the Get Info dialog box, expand the
“Open with” portion of the window (shown in
Figure 27);

* Now click the drop-down list and select Other,
as shown in Figure 28;

* The next window will be another finder window
in the application directory. You will have to
change Recommended Applications to All Ap-
plications, as shown in Figure 29;

Preview: E

D Microsoft Office 2008
mm

B MobileSy...owser.app
| Macintash HD il NetBeans
Bl iDisk — SMRPULIINES. 2P El
- Parallels Desktop.a
UNTITLED - " et 3
OmniOutliner = B Photo Booth.app N -
s & Preview.app b:_",.
e ——— : ]
Enable: ' All Applications _:_]

™ Always Open With

It"s not known if this application can open XML Property List files.

_Cancel ) (t-Add)

Figure 30. Select “Always Open With”
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Figure 31. Separate key and value columns
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File Format: = HTML )
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Fig_ui'e 32. Choose a file name, where to save the file and the
file format

* Then locate OmniOutliner and highlight the ap-
plication;

* Then select the Always Open With box, and
click the Add button, as shown in Figure 30
(all property lists will automatically open with
OmniOutliner instead of the Property List Ed-
itor. If you wish to switch back to the Proper-
ty List Editor, repeat the same steps, but select
Property List Editor instead. Now that you have
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switched to OmniOutliner, the next steps will
go through using OmniOutliner);

» Select a property list to examine and double-
click the file. OmniOutliner will automatically
open the plist.

* The values are separated into Key and Value
columns, as shown in Figure 31.

* To expand all the keys, go to the menu bar and
select View | Expand All. Now you'll be able to
view all the keys and values.

To report data from Omni Outliner

+ Either expand all or just the items of relevance;

* Then go to the menu bar and select File |
Export;

+ Enter a file name, where you want the file
saved, and what format to export it in, as
shown in Figure 32.

CONCLUSIONS
The iOS operating and file systems have changed
since its introduction in 2007. Since then the Apple
device family has expanded and changed the way
we communicate and now how we compute, it is im-
portant to understand the inner workings of the de-
vices to intelligently articulate some of the processes
that are accomplished to facilitate artifact extraction.
As shown in this article, there can be a mountain
of data that can be captured from the devices. In this
article, we reviewed the history of the iOS operating
and file system, and artifacts that reside in the sys-
tem and data partitions. We also looked at tools that
can examine many of the artifacts that are on any
iDevice. As we saw, most of the evidence on the iDe-
vice is stored in SQLite databases and property lists.
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PLACING THE
SUSPECT BEHIND THE
KEYBOARD

CAN YOU PLACE THE SUSPECT AT A KEYBOARD WITH
ONLY A DIGITAL FORENSICS ANALYSIS?
by Brett Shavers

Perhaps the most important and nearly impossible task in digital
forensics is placing the suspect behind the keyboard. Digital
evidence alone doesn't do it. Assumptions and preconceived beliefs
don't do it. Luckily, most cases involving digital forensics are solved
without having to physically place the suspect at the machine.
Unfortunately, there are those cases in which the suspect does not
admit to using the device or there is no other evidence proving it.

What you will learn:

* How to consider all types of evi-
dence in your forensic analysis

* How to think beyond the data
found on the hard drive

« Avoiding mistakes of chasing
wrong leads

« Putting a complete case together,
more than just a forensics analysis
report

What you should know:

« Digital forensics processes and
methodology

* Investigative (inquisitive) tech-
niques or mindset

« Putting a case together is not just
zeros and ones, but telling a com-
plete story

esides anonymous cyber-in-
B trusions, in many criminal and

civil cases where electronic
media is involved, the suspect may
have already been identified. In addi-
tion, the suspect may have admitted
to using the specific evidence com-
puter system, reducing the need to
prove the admission with addition-
al investigative efforts. Those are
the easier investigations in placing
someone at a keyboard; the suspect
does all the work by admission!

This article addresses the more dif-
ficult cases where the suspect de-
nies using the evidence computer (or
other electronic device in question)
or perhaps there was more than one
person that may have accessed the
electronic evidence. Even in cases
were a suspect freely admits to being
at the keyboard, it behooves an in-
vestigator to corroborate admissions

® e

with other evidence, because if the
suspect recants or the admission not
allowed as evidence, the case will
have problems. Internet protocol (IP)
addresses are not addressed in this
article, for the main reason that an
IP address is not a person. Like any
piece of evidence, an IP address is a
clue. It is one clue to a possible ad-
dress, which may lead to a subscrib-
er of an Internet service, which may
lead to a person. Or, it may lead no-
where. Regardless, this article goes
beyond chasing IP addresses.

| also use the terms “suspect” and
“custodian” interchangeably, as well
as referring to both criminal and civ-
il cases. The processes and proce-
dures work similarly in principle and
concept and the tips are intended to
give analysts incentive to think a little
beyond the forensic examination to
build a good case.



FIRST THINGS FIRST

To conduct a digital forensics analysis, you need
electronic media. With that, during a search and
seizure of evidence, be sure to seize all items you
are authorized to seize, because it most likely will
be your only opportunity to seize relevant evi-
dence. This applies to evidence seized pursuant to
a search warrant just as much as it applies to col-
lecting evidence from a compliant custodian in a
civil litigation case. Once you leave the scene, con-
sider that any items you leave behind will be gone.
Should you realize that the external drive left on
the desk should have been seized or imaged, you
may not have the legal authority at the later time to
retrieve it, the data likely will have changed, or per-
haps the items are no longer accessible (they may
be at the bottom of a lake).

One important aspect of seizing evidence related
to the suspect will be documenting where the evi-
dence was found in relation to the suspect or pos-
sible access by the suspect. Surely, seeing a sus-
pect sitting in front of computer to be seized shows
access to the computer and implies the suspect
may have had control of the computer. Similarly,
a tablet discovered in a dresser drawer in the sus-
pect’'s bedroom shows accessibility to the tablet by
the suspect (possibly others as well). These are
important tidbits to consider to show accessibility
and control of the items by the suspect.

TRY THE EASY WAY
Although | do not like asking for directions when
| drive around lost, | always ask questions of the
suspect/custodian, even when | know the an-
swers. Actually, | ask questions especially when
| know the answers. For evidence, nothing beats
statements made by a suspect against their penal
interest. | recommend always asking questions un-
til the suspect refuses to answer. Then, go do the
hard work. Consider fingerprinting storage media
and computer systems for irrefutable evidence of
the identification of a person that has touched the
evidence.

| would compare this strategy to turning the door-
knob of a closed door to see if it is unlocked. If the
door is locked, then you kick it down. Don’t start
kicking first...there may be an easier way. Turn the
knob first...

NOW THE HARDER STUFF - FORENSICS!

Digital forensics is not easy. No matter how much
training and experience you have, there is always
something that does not work right, such as a the-
ory that doesn’t pan out, system crashes, software
failures, dozens of storage devices to examine,
tons of data, encrypted files, and ever-changing
operating systems to deal with on a constant ba-
sis. When looking for a piece of information to tie
the suspect to a location or the computer, you are
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not just looking for the proverbial needle in a hay-
stack; you are looking for a specific needle in a
haystack of needles.

Some examinations may yield no evidence at all.
Nothing. No illegal pictures, no stolen intellectual
property, no harassing emails, nothing of value to
your case. Other examinations may yield hundreds
of thousands of illegal pictures or a stolen client
list; yet, both situations are the same, as you still
need to place the suspect at the keyboard. Merely
finding electronic evidence on a hard drive is just
that — evidence on a hard drive. Without creating a
nexus between the suspect and evidence, your job
is not complete.

There are aspects of a forensic analysis that can
be beneficial as circumstantial evidence to help
place the suspect at the keyboard. Evidence of log-
ging into a computer is a start. Given a password
protected operating system where only the suspect
knows the credentials, the odds of a different per-
son accessing that system is low. This theory does
not work if the credentials are known to others or
written on a notepad next to the computer.

This theory also applies to accessing applica-
tions that require credentials, such as an email cli-
ent, or even webmail. Again, if only the suspect
knows the credentials, the odds of another person
using the system are low, but not impossible. Don’t
forget, sometimes the best person who knows if
others have credentials for logging into a system is
the suspect, so ask.

The forensic analysis of a computer system,
or smart phone, can give a tremendous amount
of information to be displayed in spreadsheets,
timelines, and charts. In fact, a historical listing of
computer activity can be recovered and detailed,
showing any criminal acts or policy violations that
occurred on the system. This is great evidence,
but does not place a suspect at the keyboard. The
work is necessary, but as in any incident involving
electronic media, this work is only part of the total-
ity of effort needed for a case. Yes, you need the
evidence of the crime, but you also need to tie it to
a suspect.

With electronic data that is clearly evidence,
such as logs showing illegal access to a network
or an illegal picture, you automatically want to
tie that item with the suspect in some manner.
At times, this may be easy, but other times, you
may not be able to find enough circumstantial evi-
dence to prove it. To help you tie evidence to a
suspect, consider that non-evidential electronic
data might do it. In one case where | examined a
computer hard drive, the suspect denied ever us-
ing that specific computer. A quick check of previ-
ously attached devices showed an iPod connect-
ed over a period of time, which happened to be
the same iPod belonging to the alleged suspect.
This information makes questioning suspects

-



easier in gaining more information to your goal of
placing the suspect at the computer.

As an example, perhaps you have a location of
an incident and your suspect denies ever being at
that location, and if he was, it definitely was not
during the time of the incident. The location could
be a workplace or coffee shop. During your foren-
sics analysis, you may find evidence of your sus-
pect’s locations based on IP addresses stored in
the Windows registry. As an example, the registry
maintains wireless connections related to network
interface cards (NICs) located at:

\SYSTEM\ControlSet\services\Tcpip\Parameters\
Interfaces

It would be reasonable to assume that finding wire-
less access connections in the registry of a laptop
means the laptop was at that particular physical
location. Figure 1 shows an example of wireless
connections where an IP address can be obtained,
as a clue to follow and further investigate, not as
an absolute physical location.

i
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Flgure 1 Wireless access connectlon found in the reglstry
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One of the great things about metadata and elec-
tronic information is that metadata (information
about data) is created and stored with most users
knowing this is happening. If during your analysis
you find pictures, be sure to check the metadata.
You may find evidence tying your suspect to a spe-
cific place at a specific time as a picture’s meta-
data (Exchangeable image format, or EXIF), may
contain geolocation information.

Figure 2 is a screenshot of the metadata (EXIF)
of a picture using X-Ways Forensics. From the
EXIF data in this example, there is geotagging in-
formation showing the location where the picture
was taken. If the picture was taken with the sus-
pect’'s camera or smart phone, potentially, the sus-
pect took the photo. If the suspect is actually seen
in the photo, all the better.

The takeaway in this example is to look beyond
the obvious evidence. Through the accumulation
of geolocation data taken from smart phones, IP
addresses, tablets, laptops, social networking
posts, and surveillance videos, a timeline of your
suspect’s activity and locations can be made.

SOMETIMES, YOU HAVE TO LEAVE THE
OFFICE

As a forensic analyst, it is easy to be caught up with
the multiple computer monitors attached to a high-
end workstation on your desk that has various col-
ored software dongles plugged in every USB port.
Besides, what could be more exciting than discov-
ering a hidden partition containing encrypted files
that you were able to access using a password-
bypassing program? How awesome is that!

| will admit that forensics is neat, but | also have to
admit that tying a suspect to a computer sometimes
requires actual footwork outside the office. At this
point, if the suspect has denied using the evidence
computer, or maybe admits using the computer on
other occasions that were not related to criminal ac-
tivity (or policy violations), you may need to go out
of the office to gather more evidence.

The type of evidence you may want to consider
looking for may exist along routes the suspect reg-
ularly takes to work or school. Video cameras, both
government and private, are everywhere in larger
cities. Almost every gas station has a video cam-
era no matter the size of the city. Coffee shops,
shopping malls, and hotel lobbies will usually have
some sort of surveillance system. To prove or dis-
prove your suspect’s claims, you may have to ob-
tain and view many video recordings in hopes of
finding your suspect at a certain place and time.
Although this may seem like a trivial task, cases
have been made and broken by affirmatively plac-
ing a suspect at a specific location, even if it was
just buying a cup of coffee at the local coffee stand.

The location to which you try to pin your suspect
could be a city, a house, or even a specific loca-
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tion in a building at a specific time. For example,
if a file was deleted from the suspect’'s computer
at his work, yet the suspect denies deleting this
file, you may need to find where the suspect was
at the time the file was deleted. Depending upon
the number of employees and the methods used
to track employees, this may be an easy task. Key-
card controlled access points may show the sus-
pect was actually in the lunchroom while at the
same time keycard logs show a coworker in the
where the suspect’s computer was situated.

BACKTO IP ADDRESSES

Ok, | said we would not get into IP addresses, but
| meant that in the meaning that an IP address
should not be thought of as a person. It is just a
numerical designation of a device that uses the
Internet Protocol. Obtaining a search warrant for
a person, based solely on IP addresses and sub-
scriber information could be considered negligent
investigative work unless some other information
exists to corroborate the information. There have
been more than a few wrongfully served search
warrants and arrest warrants based on an IP ad-
dress. Technology allows for many avenues to
hide a computer user’s true IP address or to ille-
gally access an open wireless access point, in ef-
fect, placing an innocent computer user at risk of
being suspected of criminal activity.

However, IP addresses are still great clues. To-
day’s cellular phones are now smart phones, log-
ging our GPS locations, embedding GPS into our
photos, and logging into WiFi hotspots. A forensic
analysis of a smart phone not only extracts GPS
locations, but also IP addresses used to access
the Internet. Since most people do not loan their
cell phone to others, when the suspect’s phone
connects to an open WiFi and logs that IP address,
most likely, the phone’s owner (the suspect) was at
that location.

Third party service providers also log IP address-
es to their customers. An example would be most
social networking websites. Given an identified
user account on a social networking site, any ac-
cess by the suspect is likely logged by IP address.
These logged IP addresses may be the suspect’s
home, work, or other location where the suspect
accessed the service. Figure 3 shows the infor-
mation obtained by a third party where the com-
menter’s IP address along with date and time were

(S. bmitted on 2013/06/17 at 22;

Yet another thing | would like
on times that you o"n|_.le ey v:ll’-\[ ince the 1

# website in delhi
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of your sessions on the week-ends and only
frum your weekend. This is benelidal becaus
plus concentrated upon school work, Thanks
from your web site.

Figure 3. IP address captured in an online comment
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captured. These are clues, circumstantial evi-
dence, which when placed in context with other in-
formation can help place your suspect at a location
(Figure 3).

Potentially, every IP address found in your foren-
sic analysis or through third party service provid-
er logs places the suspect at physical locations.
Exceptions exist, but as with anything else, IP ad-
dresses are clues for you to follow.

SO WHAT'S THE POINT?

My intention in this brief article is only to give the
digital forensics analyst options to consider using
other investigative methods to place the suspect
at a keyboard. Some forensic analysts have the
luxury of solely working the forensics end of a case
while others (investigators) may work the entirety
of an investigation, and must be able to manage
all aspects in a focused manner as well as a being
able to understand the entire case.

By ensuring a suspect has been accurately iden-
tified and placed at the keyboard (or smart phone),
the digital forensics work will have been worth-
while. The best forensic exam without a suspect
is just the best forensic exam. You already have a
victim. You already have electronic evidence. The
last part of the puzzle is finding and placing the
suspect at the keyboard. Otherwise, what's the
point?

SUMMARY

| have given a high-level view of tips to place a sus-
pect at a computer; however, there are many more
methods to consider which go beyond a short ar-
ticle. The forensic analyst needs to be aware that
no case is just a hard drive exam. Every criminal
or civil case has victims, witnesses, suspects, and
evidence to examine. Clues are everywhere, but if
not taken in context with the rest of the case, clues
can be overlooked or misinterpreted. Good foren-
sic examiners can find everything on a hard drive.
Great forensic examiners not only find everything
on a hard drive, but they can put together a great
case based on the totality of all evidence, thinking
both in and out of the hard drive.
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EDISCOVERY 101: AN
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Volonino and Redpath (2010) quoted Judge Shira A. Scheindlin
as follow: “We used to say there’s e-discovery as if it was a subset
of all discovery. But now there’s no other discovery.”The Law

has been taking its course, technology has been developing;
the result is the evolution of Law to keep up with technological

advancements.

What you will learn:

* What discovery means
* What eDiscovery means
* The eDiscovery process

What you should know:

+ Basic understanding of digital fo-
rensics
+ Basic understanding of Law

iscovery (referred to as dis-
D closure in the UK) is the pro-

cess whereby each party in
a legal dispute reviews evidential
documents in their opponent’s con-
trol, which are considered to be rel-
evant to the case at hand. This usu-
ally takes place before full legal
proceedings begin (as the outcome
might result in a withdrawal of the
case or an out of court settlement).
Each party in the case (plaintiff or de-
fendant) has the right to request any
information deemed to be relevant
to the case, in any format, from the
opposing party; the opposing party
must respond to the request either
by providing the information or giv-
ing a very good reason why such in-
formation cannot be provided (Volo-
nino and Redpath, 2010). According
to Sommers (2012), disclosure (dis-
covery) ensures that each party and
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the court in a case are fully aware of
all the circumstances and to support
the over-riding objective of ensuring
the parties are on an equal footing,
saving time and money, dealing with
the case in a proportionate way while
ensuring it is dealt with in an expedi-
tious and fair manner.

WHAT IS EDISCOVERY?

eDiscovery refers to electronic dis-
covery (also called eDisclosure).
eDiscovery involves parties in a le-
gal dispute requesting and review-
ing electronically stored informa-
tion (ESI) that is relevant to the
case. Rouse (2010) defined eDis-
covery as any process in which ESI
is sought, located, secured, and
searched in order for it to be used as
evidence in a civil or criminal case.
In the US, the Federal Rules of Civ-
il Procedure (FRCP) was amended



in 2006, codifying the need for provision of ESI,
which could be considered as the origin of eDis-
covery. The UK'’s version was Practice direction
31B of 2010.

ESI refers to any form of document containing
information or data that is electronic in nature, like
disks, audio and/or video files, emails, network
logs, image files, office documents, metadata, and
computer programs (including malware). ESI can
be used as evidence (e-evidence or digital evi-
dence) in legal proceedings. Documents for dis-
covery used to be in paper format before electron-
ic data became the norm, and could be physically
voluminous and tedious to handle. ESI, although
more voluminous, could be handled, stored and
transported in a much easier manner; what would
have been printed on thousands of pages could be
stored on something as small as a mini SD card.
That notwithstanding, ESI needs to be handled
with care, as it can be quite volatile, and some as-
pects like metadata could be modified by merely
accessing the data.

eDiscovery requires ESI; but the ESI might be vo-
luminous leading to unnecessary waste of time and
resources in analyzing it. There has to be some sort
of data mining to sift through the ESI and select only
those relevant to the case. There may also be some
information, which a party may have good reason
to keep confidential, and not disclose to the oppos-
ing party. Such information is called privileged infor-
mation, and the party having such has to declare it
to the court or the other party. Such privileged in-
formation could include trade secrets or correspon-
dence with a lawyer or doctor or the like. The court
will have the final decision as to whether such infor-
mation should be withheld or not.

Preservation
ldentification

Collection

LWG Consulting (2009) stated that the Electron-
ic Discovery Reference Model (EDRM) was de-
veloped in 2005 to help create best practices and
guidelines for those working in the field of eDiscov-
ery (lawyers, eDiscovery vendors, organizations
preparing for litigation, and so on); and that it has
become a standard of going through the eDiscov-
ery process and aiding adherence to the US Fed-
eral Rules of Civil Procedure (FRCP). The model
depicted in Figure 1 has nine phases as follow:

Information Management
Identification
Preservation

Collection

Processing

Review

Analysis

Production

Presentation

INFORMATION MANAGEMENT

The way an organization manages its data and in-
formation is very crucial for eDiscovery when the
need for eDiscovery arises. A good information
management policy ensures that whenever dis-
covery becomes necessary, data and information
can be readily and easily made available in a fo-
rensically sound manner without unnecessary de-
lay. Laws pertaining to eDiscovery (like the US FR-
CP) require digital evidence (ESI) to be prepared
and presented quickly when request for and in an
acceptable manner. Good information manage-
ment policies, like documenting retention policies
and forensic readiness policies, go a long way in

1 & Processing

-hr Presentation

-

VOLUME

RELEVANCE

Electronic Discovery Reference Model / © 2009 / v2.0 / edrm.net
Figure 1. The Electronic Discovery Reference Model (Source: EDRM — www.edrm.net)
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ensuring ESI is available in a timely and forensi-
cally sounding manner.

Poor information management policies can have
a negative impact on an organization in the event
of litigation and where eDiscovery becomes re-
quired. In the case of AMD vs. Intel in 2005, Intel
failed to produce requested electronic documents
in good time due to its faulty email retention poli-
cy, leading to severe sanctions against the com-
pany (McLaughlin, 2013). At the end of the day (in
2009), Intel had to settle AMD $1.25 billion (Shank-
land and Skillings, 2009); the cost of poor informa-
tion management policy.

IDENTIFICATION

In this phase, ESI that will be relevant to a case and
its location are determined. The location could be
email, hard drives, backup tapes, and so on. Identi-
fication of relevant ESI begins once litigation is rea-
sonably anticipated. Prior to discovery, lawyers of
the parties usually have a meet-and-confer session
or a schedule conference to discuss, where they
agree on what ESI would be relevant, and the meth-
ods of identifying such ESI (Volonino and Redpath,
2010). The location of identified ESI is assessed to
determine what needs to be preserved.

The defendant, Delmar Gardens, in Chura vs.
Delmar Gardens of Lenexa, Inc. (2012) failed to
produce any ESI at all. This lead the court to raise
concerns that the defendant either failed to pre-
serve relevant ESI or failed to conduct a reason-
able search in response to the plaintiff's request;
and thus the defendant was ordered to prepare to
present evidence of preservation of and search for
ESI (K&L Gates, 2013). The defendant apparent-
ly failed to make an attempt at identifying relevant
ESI or preserving it.

PRESERVATION

Preservation begins immediately relevant ESI is
identified. Once there is a reasonable anticipation
of litigation, identified ESI have to be preserved by
the organization. The duty to preserve evidence
is responsibility of which the organization may be
held accountable for. Employees who have rele-
vant information in their custody (custodians) and
IT departments need to be informed that their ESI
has become subject to discovery; hence they have
to be issued a litigation hold. The litigation hold is
to ensure that custodians do not tamper with the
ESI that has become relevant evidence from then
on, avoiding risk of modification or loss; the IT de-
partment is to ensure that such ESI are isolated
from access by the custodians and properly safe-
guarded. Maintaining a proper chain of custody
ensures proper documentation of how the digital
evidence was collected, stored, handled and ana-
lyzed — this can prove that ESI was properly pre-
served. In the AMD vs. Intel case, part of Intel’'s
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errors was a failure to properly communicate liti-
gation hold to employees (relevant custodians of
ESI). The Chura case mentioned under identifica-
tion also shows the importance of preserving iden-
tified ESI. Another case where failure to preserve
ESI cost a party is Apple, Inc. vs. Samsung Elecs.
Co. Ltd (2012) in which Samsung was sanctioned
for not halting an auto-delete feature on its email
system (emails were part of requested ESI) and
also failure to properly follow up on employees re-
garding litigation hold (K&L Gates, 2013). Sanc-
tions were also considered to be appropriate
against Apple for failure to issue litigation hold to
its employees in a timely manner.

COLLECTION

This phase involves acquiring ESI that had been
identified and preserved. Often times, preserva-
tion and collection may take place simultaneously.
The ESI is required to be collected in a forensi-
cally sound manner, should be proportionate, ef-
ficient and targeted. The ESI could be collected by
self-collection or forensic imaging (LWG Consult-
ing, 2009).

Self-collection of ESI involves manual copying of
files and/or forwarding emails by information cus-
todians, the ESI having been identified as relevant
to the case at hand and notice of litigation hold
having been sent to the custodians and IT depart-
ment. This method is risky in that employees may
intentionally or unintentionally modify ESI during
the collection process.

Forensic imaging involves making bit-by-bit cop-
ies of information storage media in a bid to pre-
serve the ESI from alteration or contamination.
This can also capture deleted items; hence there
might be a need to review such images to ensure
privileged information is not included (in the review
process).

In an extreme case (Taylor vs. Mitre Corp., 2012),
Taylor — the plaintiff — use a sledge hammer and
evidence wiping software to destroy his comput-
er and erase some relevant ESI that should have
been collected from his laptop (K&L Gates, 2013).
That resulted in the court recommending the plain-
tiff to bear much of the legal expenses incurred by
the defendant in the case.

PROCESSING

Collected ESI needs to be processed before mov-
ing it to the review stage. Processing involves in-
dexing, searching and de-duplicating the collected
ESI to reduce non-relevant material, while fulfilling
the requirements of the requesting party as well
as the court. Some ESI may have to be extracted
from files like compressed folders (for example, zip
files); there may also be need to convert some files
form native format where such format is outdated
and no longer in use, or the software required to
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view it is not available to the requesting party and
the court. The files, in such cases may be convert-
ed to formats that can be easily accessed by the
other party.

The filtering involved in processing goes a long
way in saving time for the parties and the court;
it also reduces costs the organization processing
the ESI. Volonino and Redpath (2010) stated that
Gartner estimated the cost of reviewing one gi-
gabyte of data for eDiscovery to be $18,750. It is
quite clear that processing ESI to reduce irrelevant
data is a cost-saver.

REVIEW

ESl is reviewed after processing. The review tries
to determine if there is any privileged information
contained in the ESI, and to ensure the ESl is rele-
vant and meets the necessary requirements of the
case. The review can be done using a native file
review or using a TIFF/PDF based review (LWG
consulting, 2009).

In native file review, the files are reviewed in their
native (original) format, usually in read only mode
so as to prevent contamination of the ESI arising
from unintentional modification. Even so, this does
not eliminate the risk of modification. Emails are,
however, normally converted to HTML format for
native file review (LWG Consulting, 2009).

Files are reviewed in an image format (like PDF
or TIFF) in a TIFF/PDF review. Here, the files are
converted or saved in such image format to pre-
vent alteration or contamination. The downside is
some data cannot be viewed; for example, if the
native format were Excel, formulas would not be
available for review; only the output would be avail-
able in the image format.

A non-responsive document review may also be
carried out. In this case, a sample of documents
that have been considered not relevant to the liti-
gation (based on keyword searches for example)
are reviewed which may reveal if they contain rel-
evant data, despite not having the keywords used
for the search in them (LWG Consulting, 2009).

In the case of Bro-Tech Corp vs. Thermax, Inc.
(2008), quoted by K&L Gates (2013), the dis-
trict court sustained the defendant’s (Thermax)
objection to a prior ruling by a magistrate court
compelling the defendant produce entire servers
to the plaintiff for review; the ruling was consid-
ered contrary to the law, and the defendant was
allowed to do a pre-production review and make
a more limited production. K&L Gates (2013) also
stated the case of Ciba-Geigy Corp. vs. Sandoz,
Ltd (1995) in which it was ruled that production
of documents without first carrying out a review
for privileged information was considered an in-
excusable act of negligence and attorney-client
privilege was waived. The Ciba-Geigy Corp. case
should serve as a guide for parties in an eDiscov-
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ery case to ensure they carry out proper privilege
reviews before production of ESI.

ANALYSIS

Analysis is the next phase in the eDiscovery pro-
cess, although in reality it normally takes place
along with review. The ESI is further examined to
ensure it is in line with the requirements of the re-
questing party and the litigation as a whole. Con-
tent of ESI are analyzed and the review could be
enhanced using tools like concept searching tools.
Concept searching tools extract content from ESI
by using key concepts and subject matter to exam-
ine the ESI based on meaning of phrases and sub-
ject matter, as opposed to using keywords (LWG
Consulting 2009). This kind of technique used in
combination with others goes a long way to create
ease in the eDiscovery process.

PRODUCTION

In this phase, how, what, where and when ESI is
produced to an opposing party is covered. The
US FRCP Rule 34(b) gives the party requesting
for ESI the right to determine what ESI should be
produced, in what form and when. ESI could be
produced on paper, in native form or image form.
Paper production requires printing out the ESI on
paper, which could be cumbersome and expen-
sive (print-outs could end up being stacked sev-
eral meters high). Native form production requires
the ESI be produced in its original state, while im-
age form requires production of the ESI in a du-
plicated form, which could be in the form of TIFF/
PDF or forensic images. Image form production
is easier to handle without altering the ESI, and
is more commonly requested. In the event the
requesting party fails to specify the format ESI
should be produced, the court may accept a com-
mon format presented by the producing party. In
the case of Adams vs. Allianceone, Inc. (2011),
the court denied the plaintiff’'s motion to sanction
the defendant for producing ESI in PDF format
rather than native format, since the plaintiff did
not specify any format in the request and more-
over the PDF format was considered reasonably
usable (K&L Gates, 2013).

The produced data could be delivered to the
requesting party either as a final production or a
rolling production. The final production involves
delivery of data at once after all previous phas-
es have been carried out. A rolling production in-
volves delivery of the data to the requesting party
in phases.

In the event privileged information is contained
in what is produced — that is inadvertent disclosure
— the producing party can request for its return us-
ing a clawback agreement (Volonino and Redpath,
2010). The clawback agreement would normally
be agreed upon during the meet-and-confer ses-
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sion. A party will have to prove inadvertent disclo-
sure for a clawback to be effected. In the case of
Callan vs. Christian Audigier (2009), defendants
sought to compel the plaintiff to comply with a
clawback provision for the return of some inadver-
tently disclosed privileged information, but failed to
prove the nature of privilege, nor any steps tak-
en to avoid the disclosure. Hence, based on the
failure, the court denied the defendants motion for
clawback (K&L Gates, 2013).

Privileged information may be withdrawn or as-
pects of ESI in documents considered to be privi-
leged may be redacted. Proper redaction software
should be used for redaction, as methods avail-
able in formats like MS Word or Adobe reader can
easily be uncovered. Redax, Redactionware and
Redact-it are some examples of redaction soft-
ware that are available.

PRESENTATION

The final stage in the eDiscovery process is pre-
sentation of ESI at a trial or in settlement nego-
tiations (Fayle, 2008). ESI has to be presented in
a way that non-technical people (usually lawyers,
judges and jury members tend not to be tech sav-
vy) can easily comprehend and appreciate the e-
evidence. The e-evidence also has to be present-
ed in a way that is professional and convincing in
a bid to prove or disprove a claim. The chain of
custody may also need to be confirmed during the
presentation to support the fact that ESI is authen-
tic and forensically sound. A presentation should
look appealing, not too flashy and should not be
too techy such as to lose the judge or jury.

POINT OF NOTE FOR THE REQUESTING
PARTY

The party making a request for eDiscovery needs
to be sure it knows what it wants, and also be sure
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that what it is requesting actually exists. In the
2008 case of Autotech Techs Ltd. P’ship vs. Auto-
mationdirect.com (taken from Volonino and Red-
path, 2010), the defendant (Automationdirect.com)
requested for ESI from the plaintiff (Autotech), but
did not include metadata in the request. Autotech
provided the ESI as requested, but after some time
the defendant decided they wanted to have meta-
data as well. The judge ruled that the defendant
had to be satisfied with what it requested for, which
was provided by the plaintiff.

MISCELLANEOUS

There are still many countries that are still trying to
bring their laws up-to-date with advancements in
technology. In Nigeria, for example, the Evidence
Act of 2011 paved the way for admission of elec-
tronic evidence in courts. In such countries, eDis-
covery might not yet even be an issue as their laws
continue to be amended, evolve and adapt. Data
protection and privacy laws also vary from coun-
try to country both in content and level of devel-
opment, which can lead to complexities when ESI
cuts across international borders. There is also
the issue of some countries that consider giving
evidence that is within their countries to another
country as a kind of breach to their sovereignty,
and hence it would be considered unheard of for
ESI within such countries and especially as per-
tains to their citizens to be made available for dis-
covery to a foreign country.

SUMMARY

The process of eDiscovery has to be followed with
due care by any organization that has reason-
ably anticipated litigation. Failure to comply with
the steps can result in a very negative impact for
an organization as was seen in the case of Intel
in AMD vs. Intel, where the company ended up
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bearing huge costs due to inability to provide e-
evidence as requested in good time resulting from
poor email retention policies and ineffective litiga-
tion hold communication. An organization need not
wait for a litigation to be anticipated to start pre-
paring for eDiscovery; having a good information
management system in place, like proper docu-
ment retention policies, forensic readiness poli-
cies, backup and incident response policies, help
the organization to be on its toes and be able to
respond appropriately to eDiscovery requests and
in good time.

The requesting party also has to be clear on
and sure of what they request to be disclosed, as
courts will not tolerate time wastage due to making
unnecessary additional requests after they have
been provided with what they requested for in the
format request and within the timeframe request-
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ed. The case of Autotech Techs Ltd is an example
of what happens when a party does not make an
adequate request in the first instance.
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HARD DRIVE
FORENSIC
PROCEDURES

by Krystina Horvath and Thomas J. Bray

Would hard drives obtained with digital forensics standards,
require alternative methods of investigation? In this article, the
forensic collection and preservation of data off of hard drives
using AccessData’s FTK Imager and Forensic Toolkit, will be
presented. Metadata will also be considered during the forensic
collection procedure.

What you will learn:

» Hard drive forensic procedures

» Uses of AccessData’s FTK Imager
and Forensic Toolkit during hard
drive forensic collection and analy-
sis

* Metadata considerations of foren-
sic hard drive data

What you should know:

« Basic understanding of Windows
operating systems

 Architecture of hard drives

* Installation of Windows-based fo-
rensic programs

hat significance does a hard
drive have in computer fo-
rensic investigation? The

function of a hard drive is to store da-
ta and retrieve digital information. In-
formation such as e-mail messages,
instant messages, multimedia files,
games, programs, images and other
documents are saved and stored to a

Figure 1. Hard Drive

computer’s hard drive. Basically, any
activity or function a user carries out
on their machine will be backed up on-
to the hard drive. When a hard drive
is forensically processed, there will
most likely be vast amounts of undis-
covered or hidden data that could be
unlocked through forensic processes
and forensic analysis (Figure 1).

This article will focus on three cru-
cial computer forensic aspects: pro-
cedures and preservation, forensic
tools and their uses, and metadata
considerations after a hard drive has
been forensically processed. If any of
these aspects are compromised dur-
ing investigation, the integrity of the
forensic analysis will not stand up to
court rulings.

FORENSIC PROCEDURES
Implementing the correct forensic
procedures in a hard drive investiga-



tion will help avoid compromising the evidence and
solidify the integrity of harvested data presented
in court. Computer forensics involves four steps:
preservation of data, identification of evidence, ex-
traction of data and documentation of findings. In
this guide, we will focus on the first three steps of
this process.

PRESERVATION AND IDENTIFICATION OF
DATA
Assuming that this is a live response analysis of
a hard drive, law enforcement and the comput-
er forensics investigator should secure the crime
scene. The investigator should also perform docu-
mentation of the crime scene. Written documenta-
tion along with photographs of all evidence should
be compiled at this point. Particular attention to the
power status of the computer and its monitor(s),
and network and peripheral connections should be
noted and well-documented for future reference.
Then, the scene must be processed for the iden-
tification of evidence. In this scenario, the hard
drive will be our key piece of evidence. We will as-
sume that the computer containing the hard drive
has been left powered on. Extraction of data, or
forensically processing the hard drive, may occur
after proper preservation of the scene has been
implemented and evidence has been documented
in detail (Figure 2).

EXTRACTION OF DATA
The preservation of data still exists when extract-
ing data. In fact, preserving the data during an in-

Figure 2. Crime Scene
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vestigation is necessary in maintaining the integ-
rity of the evidence.

Working with a live machine is a tedious task that
requires a plan to extract forensic evidence. It is
highly recommended that the original evidence is
preserved, while two copies of the data are made
(an evidence copy and a working copy).

It is recommended that gloves are worn by the
examiner to avoid leaving fingerprints on any evi-
dence or in the suspect’s workspace. In addition,
the following supplies should be used to preserve
the evidence while in transportation from the crime
scene to the forensic laboratory:

» Additional gloves

+ evidence tags and markers — to label evidence

» anti-static bags — to protect the hard drive dur-
ing transportation.

IMAGING THE HARD DRIVE USING FTK
IMAGER LITE

In order to create these copies, our example will
use AccessData’s FTK Imager Lite v3.1.1 to image
the powered on hard drive. Choosing the correct
forensic tools for the extraction of data is critical to
the preservation of the original evidence and da-
ta. Rather than using the full FTK Imager program,
FTK Imager Lite is a more appropriate choice for
live acquisition because no installation is required.
It is an executable file that may be placed on a
USB flash drive and inserted into the machine be-
ing investigated. In comparison, FTK Imager stan-
dard requires full installation of the program, which
leaves a larger forensic footprint (activity that is
logged onto the hard drive). FTK Imager Lite al-
so uses the minimum number of files necessary to
run the program and image a hard drive. The stan-
dard FTK Imager uses several more files during in-
stallation and investigation, leaving a dramatically
larger forensic footprint on the hard drive.

FTK Imager Lite also allows an investigator to
image a hard drive as a physical image as an AFF,
DD, RAW, 001, EO1 or S01 form or as a logical
image with a drive letter assigned to it. A physical
image of the hard drive should be used instead of
a logical image. A physical image refers to the ac-
tual organization of data on a device. This imag-
ing retrieves all of the binary coding possible from
the device. In contrast, a logical image refers to
how the information appears to a program or user
as seen through an operating system. Logical im-
aging does not retrieve all binary coding from the
machine. Therefore, this imaging process might
miss retrieving data. The more data that is picked
up by imaging a hard drive, the more evidence
there is for the examiner to analyze and use in
the analysis.

During the data extraction process, a forensic
examiner will insert a USB flash drive (noting the

-



date and time of insertion — as this action will be
logged on the hard drive) containing FTK Imager
Lite. From here, the examiner will want to avoid
clicking any unnecessary icons, programs or docu-
ments so the forensic footprint stays small on the
hard drive. Once the machine detects the USB
flash drive and FTK Imager Lite is opened, the
computer forensic examiner should begin creating
a physical image of the hard drive.

To begin this process, the examiner will open up
the FTK Imager Lite program and select the follow-
ing options:

* Go to File and select Create Disk Image,

A box will pop up allowing the examiner to select
the source evidence type, the examiner should
choose physical drive (based on our earlier
analysis of physical vs. logical imaging) (Figure
3),

* Then, the examiner will be asked to select the
source drive. The examiner will choose the
hard drive of the local machine (Flgure 4),

* Next, the investigator will select image options
with a Create Image pop-up box. There will
be an image source line that displays the evi-
dence source drive that had been selected pre-

Please Select the Source Evidence Type

" Contents of a Folder
fogical filedevel analysis only: excludes deleted. unallocated. stc )

" Femico Device imultiple CD,/DVD)

Figure 3. FTK Imager Lite - Creating Disk Image

sanaon - Cer
‘ Source Drive Selection
Plaase select from the following avalable drves:
cBock [ Psh | cancel | hep |

Figure 4. FTK Imager Lite - Selecting Drive to be
Imaged
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viously. The examiner will click on the Add but-
ton under Image Destination(s) to specify the
destination image type (Raw-dd, SMART, EO1
and AFF are the choices). In this case, an EO1
image will be created. An EO1 file is an execut-
able image file that is compatible with several
forensic tools and can easily be converted to
another file format.

* Once the image type is selected, the examiner
will assign a case number, evidence number, a
unique description, the examiner’'s name and
any notes to the evidence item information,

* Then, the destination folder for the created disk
image must be selected along with assigning a
filename to the imaged hard drive. In this case,
the examiner will be working on a suspicious
computer so the destination folder should be
one located on an external hard drive of about
the same size as the investigated computer’s
hard drive (a 500gb hard drive on the suspect’s
computer should require a 500gb external hard
drive as a destination folder). The default im-
aged fragment size of 1500 MB and compres-
sion size of 6 may remain as these settings,

+ After selecting, the destination information is
complete, the examiner will be returned to the
Create Image pop-up box. Check that the op-
tion to “Verify images after they are created” is
selected to ensure that the imaged hard drive
is verified. Lastly, the examiner will begin the
imaging process by clicking Start.

Depending on how much data is stored on the hard
drive, the image creation time will vary. Once the
hard drive is imaged successfully, FTK Imager Lite
provides an MD5 hash value verification of the im-
age, maintaining the integrity of the original piece
of evidence (this corresponds to the “Verify images
after they are created” option). An MD5 hash value
is a cryptographic hash function that is utilized to
verify data (such as files and folders) integrity. If an
MD5 hash value does not match the original MD5
hash value, this usually means that the data was
tampered with and should be investigated further.
After FTK Imager Lite has created an image of the
hard drive in question, this version is now an evi-
dence copy of the imaged hard drive.

After the evidence copy is created and all oth-
er evidence documentation and collection is com-
pleted, the examiner should label all evidence and
pack it up in anti-static bags to prevent any devices
from coming in contact with static electricity.

Once the examiner returns to the forensic labo-
ratory, a copy of the imaged hard drive should be
created as a working copy for the investigation. It
is critical that the evidence copy is stored on a USB
flash drive and kept in a secure spot to avoid tam-
pering or loss. The working copy may be stored
on the examiner’s investigation machine. After a

-



7

working copy has been created, the investigation
of data using AccessData’s Forensic Toolkit may
commence.

ANALYZING THE IMAGED HARD DRIVE
USING FORENSIC TOOLKIT

AccessData’s Forensic Toolkit is data analysis
software. This freeware is a court-accepted foren-
sic program that allows an examiner to drop files
and imaged drives into it and analyze using a wide
range of options.

When opening this program, the examiner will
be asked to either: start a new case, open an ex-
isting case, preview evidence or go directly to
working in Forensic Toolkit. In this instance, the
examiner will Start a New Case and input their
name, case humber, case name and choose a file
path and folder to store this analysis. In addition,
a case description can be entered into this new
case wizard to identify any key facts of the case.
Next, forensic examiner information can be filled
out with data identifying who employs the exam-
iner, the examiner’s name and contact informa-
tion. This may be helpful during testimonial during
the case or several years after the case has been
closed and re-opened.

Next, the examiner will select case log options
pertaining to the text file that Forensic Toolkit gen-
erates with the events that occur during the investi-
gation. Forensic Toolkit defaults to all events (case
and evidence events, error messages, bookmark-
ing events, searching events, data carving/Internet
searches and other events). When investigating
an imaged hard drive, the default options are ap-
propriate logs because much information is stored
on hard drives.

Then, the examiner will be asked to choose pro-
cesses to perform during the extraction of data.
The default processes selected; MD5 hash, SHA1
hash, KFF lookup, entropy test, full test index,
store thumbnails, decrypt EFS files and file listing
database are all useful processes. These process-
es may remain selected.

Next, the investigator will select items to refine
the case results. If the examiner has been request-
ed to search e-mail messages or documents for
certain information, then these options can be se-
lected. However, if an investigator is not focusing
on a certain piece of digital information, then the
default options will include all data within the im-
aged hard drive.

Once these options are selected, the examiner
may add the physical imaged hard drive as evidence
into Forensic Toolkit by selecting the following:

* Add Evidence button on the Add Evidence box,
a pop-up will allow the investigator to choose
what type of evidence they would like to add to
the program.
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A type of evidence list including; acquired im-
age of a drive, local drive, contents of a folder
and individual file are displayed. In the case of a
physical imaged hard drive, an examiner would
choose to add an acquired image of a drive.
Once that option is selected, the examiner will
locate where he/she saved the imaged hard
drive and add to the case.

From here, the examiner will assign an evidence
identification name or number. This completes
the case options and evidence addition.

Similar to FTK Imager Lite, when Forensic Toolkit
processes evidence, the time elapsed depends on
the size of the imaged hard drive. The more data
the hard drive holds, the longer it will take to pro-
cess and add the evidence.

After the evidence has been added to Forensic
Toolkit, there are a number of features that may
be used to analyze this imaged hard drive. Foren-
sic Toolkit arranges the data pulled from the im-
aged hard drive into a cohesive overview tab that
categorizes the types of files and data found into
file statuses and file categories. For example, en-
crypted files that are located within the hard drive
are displayed in an Encrypted Files button under
File Status. This makes it easy for examiners to
pinpoint, which files are encrypted and may be pri-
mary focus of the investigation.

There are other tabs in which the data pulled
from the imaged hard drive is separated and can
be searched individually. In Figure 5, the results of

Agraphics tab and an e-mail tab allow the investiga-
tor to search these key pieces of information in depth.

The graphics tab displays the evidence files in
the middle of the Forensic Toolkit screen. The ex-
aminer will use this feature by navigating through
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the evidence files and searching for graphics. This
tab does not pull any other information besides
graphics. Therefore, when navigating through the
evidence, only graphics will be shown if they are
uncovered within a location. If a graphic is found
and the examiner selects to view it, the graphic will
appear next to the evidence file path in the middle
of the screen and information about the graphic
will appear on the bottom of the screen. This in-
formation can be helpful if there is a suspicious
graphic found. The file name, file path, if it was
moved into the Recycle Bin and other creation and
modification data of the graphic are shown within
the graphics tab. An investigator may feel that a
graphic file holds interest in the investigation by in-
formation such as being moved to the Recycle Bin.

E-MAIL INVESTIGATION

Another highly useful feature of Forensic Toolkit is
the e-mail tab. Forensic Toolkit pulls all web e-mail
messages and any other e-mail message found on
the evidence and places it into this tab. The exam-
iner can navigate through the e-mail tree located
in the top, left-hand corner of the Forensic Toolkit
screen to browse through e-mail messages on the
imaged hard drive. The e-mail messages will be
shown on the bottom of the screen with all metada-
ta about the message shown on the top, right-hand
side of the screen. Nefarious e-mail messages can
be easily detected through this feature.

SEARCH FUNCTION IN FTK

In addition, there is a search tab, which allows an
examiner to search for any terms relevant to the
case. For example, if the hard drive we are investi-
gating is suspected to being used to send intellec-
tual property documents to a foreign country (like
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China), an examiner may search for terms such
as “China” or “Beijing”, or Internet Protocol (IP)
addresses corresponding to Beijing (these IP ad-
dresses will begin with 115.121.0.0 and end with
115.121.255.255). These searches are helpful
when searching for programs such as Timestomp,
which alters the creation and modification times of
documents to lead computer forensic investigators
in the wrong direction.

Another very useful Forensic Toolkit feature is a
data carving option, which allows the examiner to
carve out several types of image files found on the
imaged hard drive. BMP, JPEG, PNG, PDF and
even AOL/AIM buddy list images can be carved
out of the evidence and displayed without using
search terms or navigating through the graphics

i)

////////

tab. Child pornography cases benefit greatly from
this data carving feature. Instead of searching
through text, this option pulls the image files and
allows the examiner to view them.

Lastly, any information that an examiner deems
suspicious or nefarious can be bookmarked for
court use. If an investigator finds a document that
they feel is a critical piece of a case, they can right
click on the document’s file name and choose Cre-
ate New Bookmark. The examiner can name the
bookmark and add commentary, if the examiner
feels necessary. There is also an option to include
the bookmark in the Forensic Toolkit generated re-
port. This is helpful when testifying in court. These
pieces of information can be produced quickly and
shown to the jury and judge.

ANALYZING THE IMAGED HARD DRIVE
USING THE SLEUTH KIT’S AUTOPSY

The Sleuth Kit's Autopsy v3.0.6 performs in a
similar manner to Forensic Toolkit. After the im-
aged hard drive is loaded to the program via the
Add Data Source option, Autopsy displays the
extracted data in a single evidence tree. This al-
lows the examiner to view all extracted content
in one spot.

Figure 7 depicts results of an imaged hard drive
after loading to Autopsy.

As you see, the extracted data is clearly broken
out into specific artifact categories along with the
number of hits displayed for each category. Au-
topsy will extract bookmarks, cookies, web history,
downloads, recent documents, installed programs,
devices attached, web search engine queries, e-
mail messages, keyword hits, a listing of existing
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Figure 7. Extracted Data from Autopsy
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and deleted files and executables, and EXIF (Ex-
changeable Image File) metadata.

Autopsy offers a Search option for examiners
who have keywords they need to search. Perhaps
one of the most useful features with Autopsy is the
EXIF metadata that can be pulled. Any pictures
that were uploaded onto the hard drive will appear
in this data extraction and information about the
geographical location, camera used to take the
picture, date and time and the source file and file
path of the picture is exposed. EXIF data cannot
be extracted with Forensic Toolkit.

In addition, Autopsy provides a hash set filtering
extraction. This will filter and flag files and folders
using custom hash sets such as MD5Sum, Hash-
Keeper and EnCase. The examiner can identify
tampered files easily with this feature. Media, such
as images and video, can be viewed easily with
Autopsy. Extracted video files can be viewed within
Autopsy rather than an external media viewer. Im-
ages can also be viewed through the program.

Lastly, Unicode strings extraction of unallocated
space and unknown file types in multiple languages
is offered through Autopsy. This will pull strings out of
unallocated space (where nefarious files may reside).

COMPILING AND ANALYZING THE DATA
After compiling all of this information, an examiner
must analyze all of the metadata attached to each
piece of pulled data. Metadata is known as data
about data. Creation and modification times, file
size, file name and file path, owner, keywords, etc.
are all considered metadata. This metadata is a
crucial means of creating a timeline of events that
occurred within a computer. However, what if this
metadata has been compromised?

METADATA CONSIDERATIONS

Unfortunately, users may tamper with metadata of
files or programs in an effort to throw examiners off
track during an investigation. As previously men-
tioned, Timestomp is a program that allows a user
to modify times when a machine was powered on
or off, or when a document was modified or viewed.

How does tampering with metadata affect the in-
tegrity of an investigation? A user tampering with
their metadata does not affect the integrity of the
investigation itself. Instead, the metadata itself los-
es its integrity and the investigation suffers from
false evidence.

Altered timestamps on files and other actions on
a suspect’s machine do not allow an examiner to
create an accurate timeline of events. For exam-
ple, if a computer is used by multiple users and
the creation or viewing time of a document is com-
promised, there is no way to identify the respon-
sible party. Therefore, the integrity of the metadata
is compromised and part of the investigation can-
not be solidified.

«
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ERROR OF RECOVERED DATA

Will an imaged hard drive provide completely re-
covered data from a suspect’s machine? Before
the hard drive is imaged, data loss may occur due
to hardware failure, software corruption, viruses,
theft, and hardware destruction. About 68% of data
loss is in direct correlation with these causes.

While working on a live response acquisition, hu-
man error is to blame for data loss, especially vola-
tile memory (RAM). It is not only critical to lessen
the forensic footprint that an examiner leaves on a
machine but the examiner must also proceed with
caution so file information is not altered. When cre-
ating a disk image, it is recommended that a write
blocker is used to ensure that no data is written
back onto the hard drive during the information col-
lection process.

While the data on a hard drive cannot be recov-
ered completely, the examiner can increase the
correctness of this data by using a write blocker
during the imaging process.

SUMMARY

In conclusion, it is critical to maintain the integrity
of evidence when working in a live response acqui-
sition atmosphere. Specific procedures and proper
documentation are very important when investigat-
ing and ultimately, testifying in court. However, all
data should be analyzed thoroughly for accurate
metadata to ensure that the correct suspect is in-
dicted.
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www.wisecleaner.com/wisecare365.html Windows?7 % (both 32-bit and 64-bit)
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THE INTERVIEW WITH

TERRY TANG

FOUNDER OF WISECLEANER

by Aby Rao

Terry Tang, founder of Wisecleaner.
com and a programmer with
rich development experience,
has developed Wise Care

365, Wise Registry Cleaner,
Wise Disk Cleaner and many
other popular PC utilities
software.

Terry, you come from a programmer back-
ground. How and when did you decide to
develop software that deals with windows
security?

The internet environment in 2005 was kinda tur-
moil. | simply could not stay still seeing those differ-
ent kinds of plug-ins, viruses and trojans wreaking
havoc and the anti-virus software could do nothing
but watching. Finally, | decided to develop my own
software to deal with Windows security.

Where are your products developed and
what kind of quality assurance do they go
through?

The first few products were developed at home,
there was no special quality assurance process.
| tested and kept the quality guaranteed only with
my years of experience. Later on, we formed a
professional team in our company and we now
have professional quality control team members to
maintain the high standard of every product.

Tell us little bit about how WiseCleaner
came into existence.

In the very first, | developed the first version of the
software just because | needed it. Then | shared
it on the internet to benefit more people, in which
way | also gathered more needs and feedbacks to
improve the software.

eForensics
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Why did you decide to focus on windows
registry?

Registry is the core data base of Windows. Most
trojans and plug-ins make damage through modi-
fying registry. To a great extent, the purity of Regis-
try can decide whether Windows can run smoothly
and determine its running speed.

Are your products compatible with all very
version of windows?

Our products keep pace with the times. The ear-
ly versions supported Win98 and Win2000. From
version 5, the Windows prior to WinXP were not
supported. Currently, all Windows versions started
from WinXP can be supported.

Which is your most popular product and how
often do you come out with new version?
Our most popular products are Wise Registry
Cleaner and Wise Disk Cleaner. They keep updat-
ed every half month.

WHAT ROLE DOES THE REGISTRY PLAY IN
CONDUCTING VARIOUS FORENSICS ON
THE SYSTEM?

Registry is the core data base of Windows, which
customizes all kinds of running rules and behav-
iours. It's more like the configuration file of Win-
dows. Amounts of Windows behaviours were re-
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corded in Registry and Windows works according
to the defines in Registry. Meanwhile, amounts of
users’ operation traces and behaviours are record-
ed in Registry, eg. Files list used to be opened with
specific software, the location of these files and
keywords used to type when surfing internet. All
these made the examination of users’ behaviours
possible. Therefore, having these traces deleted
can be beneficial in protecting users’ privacy.

What is WiseCare 365 and what does it ac-
complish.

Wise Care 365 is a comprehensive system optimi-
zation utilities, which combines many common op-
timization functions and useful tools. The optimiza-
tion functions are as follows:

+ Clean trash files in system: It saves disk space
and makes Windows running more smoothly.

+ Clean traces, including internet viewing trac-
es, files visit traces, network visit traces, com-
mon software using traces, etc. It’s effective to
avoid leak of personal using habits and private
information.

+ Clean Registry: Delete unnecessary Registry
keys to make Windows run more smoothly, re-
duce errors and run more stably.

+ Defrag Disk to reduce fragments of Disk. It
makes faster the saving and reading of files
and the pages exchange of visual memory.

+ Defrag Registry: It effectively cuts the size of Reg-
istry, accelerates the loading speed of startup reg-
istry and therefore accelerates bootup speed.

* Clean privacy: One of our original and exclu-
sive functions to clean personal traces record-
ed by Windows, including URLs, pics, cookies
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viewed online and local files viewed, to avoid
leak of privacy.

+ System Slimming: One of our original and ex-
clusive functions to effectively reduce disk
space occupied by Windows system. It in-
creases spaces available but not affects the
normal running performance of Windows.

* Disk Eraser: It permanently deletes remaining
files information to avoid anti-deletion.

Do you have any products that will help per-
form or assist windows forensics analysis?
Yes. Wise Registry Cleaner and some functions in
Wise Care 365.

What kind of support do you offer with
your products?

We provide free and professional tech support via
Email for all the users including freeware users. We
promise to get back to our users within 48 hours.

Any knowledge you can share with our e-
forensics readers about windows forensics
analysis?

It's a good habit to keep the registry and system
clean. Experiments have proved that a PC regu-
larly maintained with cleaning software remains
stable and effective performance, while the perfor-
mance of a PC without cleaning software will ob-
viously be deteriorated and need to reinstall the
OS to maintain efficiency within only one year.
Meanwhile, keeping this habit can not only main-
tain system running speed, but also protect user’s
behaviour, habit and traces not to be stolen by or-
ganizations or persons with purposes.

Thanks for your time.

a d v e r t

S e m e n t

LOMPUSLEUTH

vering Data One Byte at a Time
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DIGGING INTO
MOZILLA FIREFOX
ARTEFACTS

by Gabriele Biondo

Mozilla Firefox has been the most widespread web browser for
years, and nowadays is the second most popular browser. From
a computer forensics point of view, understanding how the
caching mechanism works, is a key aspect. Although Mozilla
Firefox is Open Source, auditing over 30 MB of source code is not
viable. A quick'n'dirty, but effective approach, could be regarded
as a type of gray box test.

What you will learn:

» How Mozilla caching works

* The structure of the .mozilla folder

* What does really happen while
‘private browsing’

« Asimple methodology for gray box
testing

What you should know:

« This article is thought as a gray
box software test, and the author
tried to explain all the technical
tools used to gather the results.
No prior knowledge should be re-
quired.

he idea for this article comes
I from another article, by Jes-
sica Riccio, published in the
eForensics Magazine, in which an
overview of how the most wide-
spread web browsers implement the
so-called ‘incognito browsing’ meth-
od was presented.

This article focuses only on the
Linux version of the browser, in or-
der not to overwhelm the reader with
too much information. In detail, the
.mozilla folder will be analyzed: this
folder contains the artifacts created
by Mozilla Firefox. Actually, it is im-
pressive to notice how little we know
about the browsers, which are one
of the most used applications nowa-
days. This article is basically a step
stone, a starting point for further in-
vestigation.

Another aspect pertains on Open
Source software. De facto, Mozilla

® e

Firefox is Open Source software, so
should be completely auditable, but,
seriously, who has audited 36 Mb
of bz2 archives of code? Moreover,
several pieces of information are not
well described online — one needs to
dig and understand by testing.

THE ENVIRONMENT

The environment that has been set
up for this analysis is as follows: Ta-
ble 1.

Mozilla, on Linux-based systems,
creates a hidden directory in each
user’s folder, named .mozilla. This
is shown in Figure 1 below. This di-
rectory will be the main place of this
analysis, as it contains Mozilla profile
information (Listing 1).

The profiles.ini file contains informa-
tion used to keep track of profiles in
Firefox. More info on this file could be
found, for instance, in [1]. The crasn



Reports directory is not important for the purpose of
this analysis. The mwadonks (This is a random iden-
tifier. Reader’s system could be different from this
one.).default directory contains more interesting
data, described in the next chapters.

THE DATABASES
This set of databases already supplies the analyst
with plenty of relevant information. Except for set-
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tings, contained in the databases: addons.sqlite and
extensions.sqlite, the other databases give enough
information to backtrack users’ activities (Table 2).

OTHER FILES

These files are mostly related to specific brows-
er settings. Very important the sessionstore files,
which may have a huge relevance, in terms of fo-
rensics analysis.

Listing 1. The .Mozilla directory structure

gbiondo@linuxMint ~ $ tree -d .mozilla
.mozilla
— extensions
L firefox
— Crash Reports
L— mwadOhks.default
— bookmarkbackups

— cache

---8< ==-8< === SNIP---8< ---8< ---

| =

---8< ==-8< === SNIP---8< ---8< ---

| =

—==0< ===8< === SNIP---0< -==0< -==

---8< ==-8< === SNIP---8< ---8< ---

I
-—-8< ---8< ——- SNIP---8< ———8< —--
| E
——— SNIP---8< —--8< ---
L_F

F__

——— SNIP---8< ——-8< ---
L— o

|

|

|
AN

|

|

|
N

extensions
minidumps
safebrowsing
startupCache
thumbnails

TTTTT &~

webapps

Table 1. Environment

Entity

oS linuxMint Downloads # cat /etc/*release*
DISTRIB_ID=LinuxMint
DISTRIB_RELEASE=15
DISTRIB_CODENAME=olivia

DISTRIB_DESCRIPTION="Linux Mint 15 Olivia”

NAME="Ubuntu”

VERSION="13.04, Raring Ringtail”
ID=ubuntu

ID_LIKE=debian

PRETTY_NAME="Ubuntu 13.04"
VERSION_ID="13.04"
HOME_URL="http://www.ubuntu.com/”
SUPPORT_URL="http://help.ubuntu.com/”

BUG_REPORT_URL="http://bugs.launchpad.net/ubuntu/”

linuxMint Downloads # uname -a

Linux linuxMint 3.8.0-19-generic #29-Ubuntu SMP Wed Apr 17 18:16:28 UTC 2013 x86_64 x86_64 x86_64

GNU/Linux

linuxMint Downloads # which firefox
/usr/bin/firefox

Firefox

linuxMint Downloads # ‘which firefox™ --version

(process:4130): GLib-CRITICAL **: g_slice_set_config: assertion ‘sys_page_size == 0’ failed

Mozilla Firefox 20.0

www.eForensicsMag.com €
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Table 2. Mozilla Firefox’s databases

addons.sqlite
content-prefs.sqlite
cookies.sql

downloads.sqlite
extensions.sqlite

formhistory.sqlite
permissions.sqlite
places.sqlite

signons.sqlite
webappstore.sqlite

cert8.db

key3.db

stores the information that appears in the Addons tab > Extensions. It is a fairly complex
database, containing information on all the addons (extensions) installed in the browser.

contains site specific preferences. More info on this could be found on [2]. In the specific case,
there is no content — no web-app has been browsed using this installation, yet.

described in [3], holds all the cookies gathered by the browser. Figure 1 shows some contents of
the installation under analysis.

part of the Mozilla Download Manager, more information on this could be found on [4] and [5].

contains data about the extensions installed in the browser. More information on this could be
found on [6]. Table 2 shows some contents of the installation under analysis.

remembers what the user has searched for in the Firefox search bar and what information the
user has entered into forms on websites. Some contents are shown in Figure 3.

[7] gives some information about it. Contains permissions given to the websites, on a punctual
basis.

stores the annotations, bookmarks, favorite icons, input history, keywords, and browsing history
(a record of visited pages).

is the password manager of Mozilla firefox, basically. See [9] for further information

[10] does not report lots of information pertaining on this file, and also Figure 4 does not
contain, yet, many information.

Is the certificate database tool for Firefox — certificates are stored in this database. Further
information can be found in [14].

Contains the key used to encrypt the stored passwords. See [15] for further information

« =
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This directory contains all the thumbnails appearing

when opening a new browser windows (see Figure
1), plus some historical contents. Those are all PNG
images, 480x300 pixels wide. Some of them are re-
ported in Figure 6 below. Obviously, also these files
have sound forensics relevance in case of analysis.

THE EXTENSIONS FOLDER
This folder actually contains all the extensions in-
stalled in Firefox. From a forensic standpoint, the

Figure 5. New Firefox window opened " interesting aspects are related to malware.
Table 3. Other Mozilla Firefox’s files

blocklist.xml
urlclassifierkey3.txt
compatibility.ini
extensions.ini
search.json

prefs.js

sessionstore.js
sessionstore.bak

pluginreg.dat
localstore.rdf

mimeTypes.rdf

list of add-ons that Mozilla considers to be harmful to the user. See [11] for further information
Key database for phishing protection [12]

Contains installation-specific information such as path, version, OS, and similar ones

Contains the list of the installed extensions

Specifies the installed search engines in the search bar, along with their default settings
Contains some local preferences, accessible with about:url

Contain all data needed to restore the previous sessions — see [13]

Registration of all MIME types. See [12]

stores customized data on the interface, such as toolbar customizations, window positions and
sizes, and tree sort orders. See [16]

stores information about which action is to be performed when downloading certain types of
files. More information on this in [17]
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THE SAFEBROWSING AND WEBAPPS FOLDERS
These folders are not relevant, from the perspec-
tive of this analysis.

THE MINIDUMP FOLDER

This folder is meant to contain data generated from
crashes. It may have relevance, but it depends on
what has really happened: in general, no conclu-
sion can be drawn. See [17] for further information.

THE BOOKMARKBACKUP FOLDER
This folder contains the list of bookmarked web-
site, in .json format.

THE CACHE AND STARTUPCACHE FOLDERS
These folders contain the cache of Mozilla Firefox.
They are obviously important, for forensics analy-
ses-related purposes.

ANALYSIS

Manually analyzing every single entry of the cache
directory is error prone and time consuming. In order
to speed up the process, a MySQL database and a
couple of Ruby scripts have been written. These will
not be shown nor discussed here: the interested read-
er can download them from [18] and get in touch with
the author. The MySQL database stores the “extrac-
tions”, being the contents of the /home/<UsERNAME>/ .
mozilla folder at a given time. Each extraction is a
collection of “entries”, being the full paths (hence —
the files’ references) and their SHA 256 hash. The
first of the two scripts (mozillakxtract.rb) populates
the Database. The second script (mozillaExtract.
rb) creates an HTML file comparing the last two ex-
tractions. A file can then:

« exist in both the two extractions. Two cases:
» the two instances have the same hash: the
file did not change
» the two instances have different hashes: the
file has changed
« appear in the last extraction, but not in the first:
this is the case in which the user has visited a
new site during the last session
» appear in the first extraction, but not in the last:
the file has expired, very likely.

THE ANALYSIS PROCESS
The analysis has followed quite a simple process:

+ create a baseline of the files currently stored in
the .mozil1a folder of the user;

EFOI"'EDSICS
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create a tarball of the .mozi11a directory, for

deeper analysis purposes

clear mozilla’s cache

create a new baseline (extraction)

compare the last two baselines

create a tarball of the .mozi11a directory, for

deeper analysis purposes

» surfing the web (in other words: re-populating
the cache folder)

+ create a new baseline (extraction)

+ compare the last two baselines

+ create a tarball of the .mozi11a directory, for
deeper analysis purposes

* by mistake, a link has been hit after “freez-

ing” the cache. Once again, the following steps

needed to be performed:

+ create a new baseline (extraction)

» compare the last two baselines

+ create a tarball of the .mozi11a directory, for
deeper analysis purposes

open a new private browsing window

browsed some web content

a new baseline (extraction)

compare the last two baselines

create a tarball of the .mozi11a directory, for

deeper analysis purposes

The process seems more complicated than what
it is, actually. The key action, besides browsing, is
summarized in the following commands: Listing 2.

As a side note: yes, a £ind could have been used
instead. The reasons why the author spent some
time writing scripts are that these scripts are only a
portion of a bigger project requiring test.Moreover,
writing in Ruby is a good fun :)

RESULTS

The analysis process encompasses analyzing the
differences between two adjacent extractions. Here
only the first and the last extraction will be discussed,
since these are the ones forensically relevant.

EXTRACTION #1 VS. EXTRACTION #2
This is the situation where the pre-existent cache was
removed with the Mozilla’s functionality (see Figure
2). The hypothesis is finding all the cache deleted.
The directory structure is left unchanged: there
are still all the directories whose name is like:
/home/gbiondo/.mozilla/firefox/mwadOhks.
default/Cache/<NUMBER>.
As expected: the cache is still managed in the
same way, so no need to reinvent the wheel here.

Listing 2. Scripts ran to extract Firefox information

gbiondo@linuxMint ~/work $ ./mozillaExtract.rb

gbiondo@linuxMint ~/work $

./extractionDiff.rb > thirdExtraction.html
gbiondo@linuxMint ~/work $ tar cvzf dotMozilla3.tgz

.mozilla/

«
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Firefox Preferences

File cookies.sqlite was not flushed, which

Tl = (% o o Q is meaningful, since we asked only to get rid of

GT" : _ 8\ e the cache. The contents of both files have been
cneral  Tabs  Content  Applications  Privacy Security  Sync

expoﬂed, and a diff --suppress-common-lines

o i) Rl i L command has been issued. The result is not re-

Connection ported on this article, since it is not easily readable

Configure how Firefox connects to the Internet Sellings... on printed paper_ The author haS CheCked the re-

Cached Web Content

sults, determining that only mozilla.com and opti-

Your web content cache is currently using 0 bytes of disk space | Clear Now mizely.Com domain related COOkieS have Changed.
Qverride automatic cache management L|St|ng 4 i”UStrateS that F|Ie 6 I’epOI’tS automati'
cally updated preferences which have no rele-
Offline Web Content and User Data Vancel in th|S case.
Your application cache is currently using 0 bytes of disk space Clear Now
i Tell me when a wehsite asks to store data for offline use Exceptions... EXTRACTION #3‘1 VS' EXTRACTION #4
The following websites are allowed Lo store data for offline use: [19] shows how to set up the browser in order not
to leave tracks. In this test case the setting ‘always
start Firefox in Private Browsing’, described in [20]
has been chosen: this reduces background noise
and false positives. Finally, to analyze the respons-
Eak e es from the remote websites, the connection from

Figure 7. The ‘clear cache’ option

However, their previous content is expired and a
more in-depth look shows that the files haven’t
been replaced in any way. On the other hand, the
following files have been changed: Listing 3.

Files 1 to 4 are obviously involved, since they
contain the browser’s cache.

Firefox to the Internet is filtered with the Burp Suite,
a web proxy used for penetration testing that, in
this case, is only used as a passive pass-through.

Changes happened on this directory while surf-
ing the web are reported below: Listing 5.

Four other files have been changed: Listing 6.

The files 4, 5, 6 and 7 are Google’s anti-phishing
and anti-malware APIs. More info on this technol-
ogy can be found, for instance, in [21].

Listing 3. Files changed between the two extractions

mozilla/firefox/mwadOhks

/home/gbiondo/.
/home/gbiondo/.
/home/gbiondo/.
/home/gbiondo/ .
/home/gbiondo/.
/home/gbiondo/.

< user pref (“app.

> user pref (“app.

> user pref (“brow

< user pref (“datareporti
> user pref (“datare
< user pref (“datare
> user pref (“datareporti
< user pref (“datareporti

> user_pref(“data*eﬁs*ti

mozilla/firefox/mwadOhks
mozilla/firefox/mwadOhks
mozilla/firefox/mwadOhks
mozilla/firefox/mwadOhks
mozilla/firefox/mwadOhks

Listing 4. Preferences updated

.default/Cache/ CACHE 001
.default/Cache/ CACHE 002
.default/Cache/ CACHE 003
.default/Cache/ CACHE MAP
.default/cookies.sqglite
.default/prefs.js

.lastUpdateTime.brow
.lastUpdateTime.brows

eferences.advanced.selectedTabIndex”,

rt.lastDataSubmissionRequestedTime”, 373372038107") ;

rt.lastDataSubmissior , “1373453337939");
ng. ons.current.activeTicks”, 6);
ng.sessions.current.activeTicks” ) g
ng.sessions.current.totalTime”, ) 2
ng.sessions.current.totalTime”, ) 2

ser-cleanup-thumbnails”, ) ;

r-cleanup-thumbnails”
7
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File 1 shows that some cookies are changed, de-
spite the ‘Private Browsing’ option. Analyzing the
difference between the two cookie database, it is
shown that Mozilla domain issued new instances of
__utma and __ utmz. These are both Google Analytic
cookies; utma counts the number of times a visitor
has been to a given website (in this case, the Mozilla
website) and  utmz keeps track of where the user
came from. In this case, however, the cookies were
requested by a Mozilla add-on. The format of these
cookies is sufficiently described in [22], for instance.
In both cases, a portion of the second parameter
has changed. For _ utma, this is totally logical, since
the second parameter is a random user ID. In the
__utmz case, the second parameter keeps track of
when the related site was last visited. In both cases,
this behavior is perfectly acceptable, since the traf-
fic has been generated by an add-on. Three oth-
er cookies changed, namely optimizelyEndUserId,

EFOI"'EDSICS
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optimizelySegments and optimizelyBuckets, the
customer is the Mozilla domain. Finally, the google.
com’s “PREF” and “NID” cookies changed. This is
meaningful, since the ubi.com site has connected
to the youtube domain which “touches” those cook-
ies — more info on this can be found in [23]. In prin-
ciple, this should not have happened, and deserves
a deeper analysis.

File 2 shows (1ocalstore.rdf) stores toolbar and
window size/position settings, and it is not influent
on this analysis.

Changes in file 3 are self-explanatory. Listing 7
shows the differences between those two files; val-
ues are from the last version.

As a point of interest, all the preferences changed
pertain on time-related factors, or on incremental
numbers (for instance, the pingcountTotal vari-
able). Unless the analyst has access to previous
versions of this file, it supplies no help at all.

Listing 5. Interesting files changed between the two extractions

/home/gbiondo/.mozilla/firefox/mwadOhks.default/cookies.sqglite
/home/gbiondo/.mozilla/firefox/mwadOhks.default/localstore.rdf
/home/gbiondo/.mozilla/firefox/mwadOhks.default/prefs.js

Listing 6. Other files changed between the two extractions

/home/gbiondo/
/home/gbiondo/
/home/gbiondo/
/home/gbiondo/

.mozilla/firefox/mwadOhks.default/safebrowsing/goog-malware-shavar.pset

.mozilla/firefox/mwadOhks.default/safebrowsing/goog-malware-shavar.sbstore
.mozilla/firefox/mwadOhks.default/safebrowsing/goog-phish-shavar.pset
.mozilla/firefox/mwadOhks.default/safebrowsing/goog-phish-shavar.sbstore

Listing 7. Changes in prefs.js file (final version)

user pref (“app.update.lastUpdateTime b2

user pref (“app.update.lastU >Time.blocl )2
user pref (“app.update.lastU Time.bro )2

user pref (“app.update.lastUpdateTime.sez )2

user pref (“datareporting.healthreport.lastDataSubmissionReques 73783864772") ;
user pref (“datareportin ions.current.activeTicks”, ) g

user pref

user pref

user pref

(
(

user pref (™
(
user pref (
(

user pref

user pref (“datare

user pref (“e

user pref (“ex

user pref (“too
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As expected, the files cacue 0ox did not
change. In a further article, the format of those files
will be discussed in a further article.

CONCLUSIONS MULTI-VENDOR
This analysis was superficial, but not shallow: try-

ing to understand Mozilla’s Caching is not so triv- ANY DEVICE
ial as it may seem. Actually, the overall caching HYBRID CLOUD

mechanism of Mozilla is complex and fascinating,
from a coding perspective.

Next steps are repeating the same kind of anal-
ysis for other web browsers. In the next article,
Google Chrome will be under analysis.

About the Author
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pert and Information Risk Manager, special-
ized in penetration testing and risk models.
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THE GOLDEN
NUGGET

a g a z i

by Paul Gwinnett

In writing an article about computer forensics for beginners | had
to consider my ‘Hi Tech/e forensics’introduction, which couldn’t
really be classed an ‘exact science, more a case of various “digital
journeys’, stepping into the unknown and seeking reassurance
by way of experiments and ‘sound boarding’ with my old

mentor. In this article, | have tried to be as candid and practical
as possible in the hope that those in the early stages of their
e-forensics’ career can have an insight into some of the issues |
faced in my early years and how | dealt with them.

n e

What you will learn:

» The early years of an e-forensics’ investigator and

some of the practical issues.

*  Why an initial ‘forensic strategy’ should be geared to-

wards finding the ‘Golden Nugget’

« The importance of asking the right questions
» Finding the evidence can sometimes be the easy

part.

» How decisions by a manager/supervisor are critical

when proportional time management is required.

» Playing ‘Devil's Advocate’ and why you should make

the Devil your friend

« Corroborating Internet History and the system clock

with externally derived artefacts

What you should know:

* How Encase works

* How Internet Explorer works
* Whatis a ‘Live’ file

* What is ‘Unallocated Space’

when unbeknown to me a man by the name of Mark Sy-

mons was brutally murdered while walking home from a
pub in Wolverhampton. By all accounts it appears to be a pre-
planned attack whereby, he was approached from the rear and
stabbed about 10 times; there was also a suggestion he may
have been strangled too.

The usual ‘Holmes’ incident room was set up and a murder
investigation commenced under the operational name ‘Mintell’.

My understanding is, that in the May/June of 2006, after ap-
proximately 6 months of no credible leads as to who commit-
ted the stabbing, an external SIO (Senior Investigation Officer)
was bought in to review the case prior to it being ‘boxed off’ and
scaled down.

Having reviewed the case, the reviewing SIO set an action
to swab all the family members for DNA. Apparently, there had
been a small partial trace of DNA found on the victim’s neck,
not the normal amount required for court purposes, but maybe
enough to identify any potential suspects. | am only guessing,
but | imagine it was the statistic showing that the vast majority of
murders are ‘domestic’ related, which led to this extra course of
action. Either way, it proved a vital step in the investigation. In the
summer of 2006 police visited the victim’s sister’s address and

T his ‘Digital journey’ started on the November 2nd 2005
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Murder probe into stabbing death

ated: Friday, 4 Nevernber 2008, 13:03 GHT

Police have a launched a murder inquiry aver the death of a
man found seriously Injured In Wolverhampton after
watching a football match in a pub.

Mark Anthony Symonds, 28, from Merry Hill, was discovered
by a passer-by in Pinfold Grove on Wednesday night, about
100m {10% yards) frem his home,
Neeighbours trivd to belp but he was pronounced dead at the
scene.

Mr Symends, who died of stab wounds, had a drink in the
Flying Dutchman where he watched Manchester United.
Police said the victim, who was a regular at the pob, was well
known inthe comm 3
Hie had been with bis partner for a number of years and had a
son whn Is one-year-old.

Apost-mortem examinatic «aled Mr Symaonck, whe was
discouered just after 2230 GMT died asa (esult of stab
woun,

DCI Tony Styles, crime manager at Bilston Street police station,
said: "W need to speak to anyone who saw Mark prios ta his
death that evening or heard anything susplclous or anyone
whio was In the area of Pinfold Grove/Leasowes Avenue
Between 10-11pm on Wednesday night.”
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Figure 1. BBCreport

asked for DNA samples. Also at the address at the
time was the sister’s husband a man by the name
of Peter Britten.

Surprisingly, Britten initially refused to give his
DNA and so officers returned a few days later
when this time they were successful in obtaining
consent and a DNA sample.

The sample of DNA given by Britten, matched
the partial sample recovered from the victims neck
and so police once again visited Britten’s address
but this time arrested him on suspicion of murder.
Also at the address they found and seized Britten’s
computer tower.

As was customary in the West Midlands at the
time, the initial (triage) analysis was undertaken
by the local ‘Hi Tech Rep’. The 40GB hard drive
was acquired using Encase and the acquired prod-
_uct was then sub-

jected to many key
words, which had
been supplied by
- the Incident Room.
In this instance, of-
icers from the inci-
dent room were in-
~ vited down to the

- office and over a few
days trawled through
all the’ search hits’.
They found nothing
~ of interest and so the
|~ case was delivered

' to the Central Hi
| Tech team to review
~ prior to filing’.

During this period,
| was still relatively
new to computer fo-

&

Figure 2. Exhibit SJS4 contained
a 40GB hard drive

www.eForensicsMag.com
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rensics having only joined the Hi Tech Crime Unit in
2004. | have been relatively fortunate to have had
quite a diverse career in policing; Surveillance, CID
and intelligence but starting out in the Hi Tech world
was different, there were so many ‘unknowns’ that
learning as you go and treading carefully, seemed
to be the only way to go — for me anyway.

In August 2006, | received the case and com-
menced BIOS checks on the motherboard, only to
find the BIOS clock had reset due to a weak bat-

)54 Actual Time

tery. “That’s a good start!”
System Date -
Actual Date

igure 3. Checking the BIOS cloc
THE FORENSIC STRATEGY
On reviewing the submitted paperwork, | noted the
‘terms of reference’ for the digital investigation re-
lated to whether Britten had used his computer to
research DNA on the Internet. Despite this clear
focus | am a great believer that before commenc-
ing any investigation a digital investigator has a
duty to find out as much information as possible,
as they can often be best placed to consider where
evidence may be found.

| telephoned the officer submitting the paperwork
and discussed the case in detail. If | can get a good
understanding of a case — the ‘why’, ‘when’, ‘how’,
‘where’ and ‘who’, | can formulate various ‘hypoth-
esis’ and consider their impact and resulting resi-
due on the digital environment. This helps me to
tailor an initial ‘digital forensic strategy’ towards
finding the ideal evidence or what | like to call ‘The
Golden Nugget'.

My strategy in this instance centred around the
hypothesis that Britten may have, at some point
shapped, and in the process of snapping may
have dropped his guard. So | was going to initially
focus my analysis around the 2nd November 2005
— the day of the murder. It was estimated that Mark

Symonds had been murdered at 22:45hrs on the
night of the 2nd.

‘LIVE’'V'UNALLOCATED’ ARTEFACTS
Using Encase | used the’ time line’ facility to iden-
tify any remaining live files for the 2nd: Figure 4.
Bearing in mind Britten was a heavy user of
40GB machine and the machine had been used
regularly for 7-8 months since the 2nd (prior to its
seizure), it was no surprise to see very few ‘live’
files remaining. As can be seen from the above
snhapshot, there appeared pockets of activity, start-

Exhibit | System Time

¥ File Created [ Last Written [ Last Accessed [ Entry Modfied [ File D

11
01234567829 Ioéjlljl 14 |5|6|?|3|9202|2223
T LU T i

Figure 4. Timeline of live files for 2nd November
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ing at 0600hrs and finishing at midnight. | browsed
the live files and noticed a cookie called www.gun-
trader.co.uk: Figure 5.

| thought this was a bit odd; the murder had taken
place using a knife. Nevertheless, | decided to run
‘guntrader’ as a keyword across the whole case in-
cluding ‘Unallocated Space’.

| started trawling through the live ‘search hits’ and
then had a look at the hits in ‘Unallocated Space’.

| came across a ‘guntrader’ hit that was contained
in the following string within unallocated space:

.URL..... uu. E..
.Visited:Administrator@http://www.guntrader.
.uk...

.uu. E....etc...etc

.etc...etc

As this appeared to be fragments of an ‘index.dat’
(Internet Explorer History file) | decided to scroll
up and down to see what other entries were ap-
parent and nearby. At the time | recall being sur-
prised that all the entries were not chronological
but completely random within what was left of the
index.dat.

THE GOLDEN NUGGETT
| scrolled up and came across this entry:

p-.
.URL..... uu. E..
p-. Visited: Administrator@http://search.msn.com/
results.aspx?g=howt+totkill+a+man&first=11&FORM=PORE
p-.

p-.

.uu. E....etc...etc

| recall seeing this and thinking: “Is this really what
| think it is?” | selected the date and time string
within the entry — then — Encase — bookmark —
‘Windows date and time’ and converted it

p-.
.URL..... uu. E..
p-. Visited: Administrator@http://search.msn.com/
results.aspx?g=howttotkill+a+man&first=11&FORM=PORE
p-.

p-.

.uu. E....etc...etc

The date and time converted to: 02/11/2005
15:43:22.

“So someone has typed ‘How to kill a man’ into
an MSN search engine 7 hours before the murder
took place?” ... BINGO!

| couldn’t resist it — picked up the phone to share
the information with the officer in the case: “Hi,

«
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Paul here, you’ll never guess what I've found”
you can guess the rest.

PLAYING DEVIL'S ADVOCATE

The initial euphoria was short-lived as | slowly
came to terms with the sobering thought that what
| had found could be worthless unless | can show
that this unallocated remnant of internet history
was once the live and active ‘index.dat’ file that
was being written to by Internet Explorer, at the
time of the murder. Did | say ‘time’ Oh no....the BI-
OS clock!

By now ‘Devil’'s advocate’ was running riot:

“‘How else can | prove the clock was accurate at
the time?”

“Where are the original web pages, could they still
be on the drive?”

“Perhaps some of the original pages will have a
date and time stamp?”

“Could | corroborate the BIOS clock with any log-
ons or logs of remote sites visited?”

“Could the fragments of ‘Index.dat’ be from a differ-
ent machine?”

Date und time visited 021172005 15:43:40 Logenidccoun  rdminizraos
Title WS Search: howto kil & man
Internef history hplissarch man comiresiks aspda-howetnkilrasmanfist= 1147 ORM-PORT

File affser 17278336

Figure 6. Record of ‘Internet History’ recovered from
unallocated fragments

Drate and time visited Logon‘dccount Adminisrator

Tide

02M1/2005 15:45:25
MEN Search: assians

Internet history bl s chmsn comiresuls aspxfy=assasinsd FORM =0BRE

File o ffet 17266560

Drate and time visited
Title

02M1/2005 15:48:35 Logon‘decount Adminisirator
MSN Search: murder

Internet Ristory bfpitsearch man comirasits aspxPg-murdedk FORM =0 RRD

File offset 17774824

Dare and rime visited
Title

02N 172005 15:51:30 Logon/deccount  saminstrator
MEN Search: strangulation

Internet history  hipfissarch man comiresults aspu?n=strangulationd frst=118FORM =P ORT

File offset 16210048

Doate and time visited

Title

0201172005 15:54:48 Logan/decount  sominsrator
gunirader.co.uk - Dreda Shoigun for sake
Internet Ristory  nitpiwsweguntroden oo, UUGUNSHorSaleiicsurL chall php *HewGuniD =Us 1 1021 ERUUEIDS

File offeer

Figure 7. Four further records of ‘Internet History’ recovered
from unallocated fragments

14165248

-


http://www.guntrader.co.uk
http://www.guntrader.co.uk

Who had access to the ‘Administrator’ account?

How can | authenticate this fragment as the origi-
nal live index.dat file?

etc. etc.

PROPORTIONALITY

Fortunately for me, | had an excellent Detective
Sergeant who understood the importance of inves-
tigation and proportionality. There was no pressure
or rush, and in my opinion rightly so. If an organ-
isation (Police Force) are willing to pay for a full
blown incident room with 8 — 12 detectives, FLO'’s,
SIO’s and inputters for over 6 months then surely

LastVisited LastVisil User InternetHistory
02/11/2005 15:42:32
02/11/2005 15:43:22

02/11/2005 15:43:24 Administrater  hitp:/

02/11/2005|15:43:40 Administrator  hitp:/
02/11/2005 15:43:44 Administrator  hitp:
02/11/2005 15:48:13 Administrater  hit

02/11/2005 15:44:26
02,/11/2005 15:84:51
02/11/2005 15:44:53
02/11/2005 15:85:25
02/11/2005 15:45:53
02,/11/2005 15:86:03

Administrater  hitp:.
Administrator  hitp://
Administrater  hitp:
Administrater i
Administrater  hitp:/
Administrator  hitp://

WWWw.as3asins.net

Administrater  hitp://search. msn.com/results aspx?FORM=TOOL BRE&g=how +to+kill+a+man
Administrator  hitp://g.msn.com/9SE /1 Thitp: //theta uta.edu/linux/man/index. phplquery =kill&:type=2&section=2&&D1=2938&|G=4cb3cs 3cf
[theta uta edu/linux,/man/index phplquery=kil&:type="2&section=2
earch.msn.com.'results.aspx?q=how-+tc+kilH-a+mansfirs
earch.msn.com,results aspx’q=how+to+kil+a+manéfirst=
earch.msn.com, results.aspx?g=how+te+kil-a+mansfirst=31&FORM=PORI MSH Search: how to kill a man

/=search. msn.com./results aspx’g=how+to+kil+a+manéfirst=41 & FORM=PORE MSN Search: how to kill a man

g.msn.com;9SE/ 1 Thitp: / www. assasins.net/ &&D|=293& |G =29ffsabfoo7 caffaboff281 201 sacdad& POS =6&CM=WPU.

earch.msn.com.'results. aspx?q=aszasins&FORM=GERE
earch.msn.com,/results aspx’q=assasins&first=11&FORM=PORE
search.msn.com,/results.aspx?q=assasins&first=21&FORM=PORE

a single Hi Tech investigator developing an eviden-
tial ‘golden nugget’ is money well spent?

The first thing I did was to run Net-analysis across
the entire machine to pull out any live or unallocat-
ed fragments of Internet history. In total there were
3 x fragments of Internet history found within ‘Un-
allocated space’, which contained date and time
references to early November 2005

| then exported via net-analysis into Microsoft Ac-
cess. Access was always my tool of choice when
analysing Internet history as it gave me complete
control over building queries and generating re-
ports for presentations at court.

| used Access to convert an index.dat entry from
its native appearance of:

Title
MSHN Search: how to kill a man

kill man page
118&FORM=PORE MSN Search: how to kill a man
1&FORM=PCORE MSN Search: how to kill a man

assasins_net: The Leading Murde
MSN Search: assasins
M35HN Search: assasins
MSN Search: assasins

Administrater  hitp://g.msn.com/9SE/1 Thitp://pt forumforfree. com/assasins. htmld: &0l =293&15=7ad92 26269254991 bbecect 66f2f5acas:t

02/11/2005 15:46:35
02/11/2005|15:86:38 administrater  Coockie:administrator@gocgle.com,
02/11/2005 15:47:00 administrater  Cockie:administrator@pi ferumforfree com/

02,/11/2005 15:47:02
02/11/2005 15:47:22
02,/11/2005 135:847:23
02/11/2005 15:47:26
02,/11/2005 13:47.49
02/11/2005 15:48:05

Administrater  hitp:/
Administrater  http:
Administrator
Administrater
Administrator

pi

02/11/2005 15:88:17 Administrater
02/11,/2005|15:48:35 Administrator
02/11/2005 15:49:15 Administrater

Administrator
Administrater
Administrator
Administrator  hitp://
Administrater  hitp://
Administrator

02/11/2005 15:49:34
02,/11/2005 13:45:58
02/11/2005 15:50:11
02,/11/2005 13:30:40
02/11/2005 15:50:481
02/11/2005 15:91:02

www strangulation. net

02/11/2005 15:51:03 Administrater / Merwew pathguy comy ~lule/ lulo G002 him
02/11/2005 15:51:21 Administrator
02/11,/2005|15:51:30 Administrator

Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrater  http:/
Administrator  hitp://
Administrater  hitp:/
Administrator
Administrator
Administrator
Administrator
administrator

02/11/2005 13:31:33
02/11/2005 15:52:19
0z/11,/2005 15:592:31
02/11/2005 15:52:51
02/11/2005 13:33:01
02/11,/2005 15:53:44
02/11/2005 13:33:30
02/11/2005 15:54:01
02/11/2005 15:949:17
02/11/2005  15:54:20
02/11/2005 15:94:47
02/11,/2005 15:54:48
02,/11/2005 | 15:95:05
02/11/2005 15:55:16
02,/11 /2005 15:95:55
el /2005 15:57:04 Administrater  hitp:/
02/11/2005|15:57:05 Administrator  hitp:,
Figure 8. ‘Notable’ afternoon sessio
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Administrater  hitp://p1 forumforfree. com/generakdisscusion-vf1 -assasins html
ferumferfree.com/assasins. html

earch.msn.com.results. aspx?q=assasins&first=31&FORM=PORE
earch.msn.com,/results aspx’q=assasins&first=41&FORM=PORE
earch.msn.com.results. aspx?q=assassins=&FORM=0BRE
earch.msn.com,/results aspx’q=assassins&first=11&FORM=PORE
earch.msn.com.'results. aspx?q=assassins&first=21 &£FORM=PORE
earch.msn.com,/results aspx’g=murder&FORM=GERE
earch.msn.com.'results. aspx?q=murdersfirst=11 &FORM=PORE

/ /search.msn.com, results aspx’q=murderé&first=21 &FORM=PORE
earch.msn.com.results. aspx?q=murdersfirst=31 £FORM=PORE
earch.msn.com,/results aspx’q=murderé&first=41 &ZFORM=PORE
g.msn.com;9SE/ 1 Thitp:/ /www strangulation.net/ &8 D =203&|1G=21c62a7e81 22492681 dogsfoecocbeba&POS=25C1

earch.msn.com./results.aspx?q=strangulaticn&FORM=0BRE
earch.msn.com,/results aspx’q=strangulation&first=11&FORM=PORE
./ /search.msn.com. results. aspx?q=strangulaticn&first=21&FORM=PORE
earch.msn.coem, results. aspx?g=strangulationdfirst=31 &FORM=PORE
earch.msn.com.'results. aspx?q=strangulaticn&first=41 &FORM=PORE
earch.msn.coem, results. aspx?g=strangulationdfirst=51 &FORM=PORE
earch.msn.com.'results. aspx?q=strangulaticn&first=61&FORM=PORE
g.msn.com,$3E/1 Thitp: / “www. protectiond ir com/ &8 D1 =293&1G=12c554cTe2f2456 595 7d85db6 1 ec68 7 8&POS=6&C
yndication.miva.com/bin/gethtmicustom.asp’affid=2 33&MT =stun+guns&db = GetFound Search Results
/syndicaticn.miva.cem/ bin/gethtmicustem.asplaffid =2 33&mt=Stun+Gun+Whe GetFound Search Results
g.msn.com9SE/ 1 Thitp: / /www guntrader.co.uk/Welcome. php&&D1=293&1G=12c554c7e2f24565957d85db61 2C6878:
Jwoww guntrader.co.ukWelcome. php
javascript: displayResult] hitp: //www guntrader.co.uk/GunsFerSale/ResultDetail php?MewGunlD =051 102160003005, 051 1
hitp:/ /www guntrader.co.uk/GunsFer3ale/ResultDetail php?NewGunlD=051 1021460 gunirader.co.uk - Breda Shotgun
http:/ “www . guntrader.co.uk/DealerSearch

hitp:/ /www guntrader.co.uk/DealerSearch/List. php
Cockie:administrator@wwew. guntrader.co.uk/
‘search.msn.com/results.aspx? FORM=T0OLBRE&g=guns+foer+sale
/search.msn.com./results aspx!q=guns+for+sale+uks&FORM=QBRE

The Assasins Home - The Home {
The Assasins Home - The Home (
MS5N Search: assasins

M35HN Search: assasins

MS5N Search: assassins

M35N Search: assassins

MS5N Search: assassins

M5HN Search: murder

MS5N Search: murder

M5HN Search: murder

MS5N Search: murder

M5N Search: murder

STRANGULATION

./ /g man.com,93E /1 Thitp:/ www. pathguy.com//~lule/luloC002 htmé&Dl=293&|G=21c6ea7281 2249268 1dogsfoecochet

Manual strangulation

MSHN Search: strangulation
MS5SHN Search: strangulation
MSHN Search: strangulation
MS5SHN Search: strangulation
MSHN Search: strangulation
MS5SHN Search: strangulation
MSHN Search: strangulation

guntrader_co.uk
guntrader_co_uk

Gun Trader

MS5SHN Search: guns for sale
M5SHN Search: guns for sale uk

-
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p-.URL..... uu. E...uu. E....etc..
p-. Visited: Administrator@http://search.msn.com/
results.aspx?g=howt+totkill+a+man&first=11&FORM=PORE

.etc

In to something more presentable for court, like
this: Figure 6. Also within the same 25 minute af-
ternoon session were the following examples of re-
corded internet history: Figure 7.

The notable afternoon session involving re-
searching ‘How to kill a man’ was registered in the
fragments as commencing at 15:42hrs and finish-
ing at 15:57hrs. This ‘notable’ session with dupli-
cates removed looked like this: Figure 8.

To the trained eye, it seems fairly obvious what
has occurred on the afternoon of the 2" November;
however bearing in mind this is the crown court of
a murder trial, was | really in a position to say it
had occurred? Ultimately, | knew what | wanted to
state in my ‘Findings’ and | used this objective to
evaluate which areas needed substantiating. Once
| had identified the weaker areas which were open
to challenge, | could then explore steps to counter
any arguments.

This process resulted in various weaker areas,
the two major ones being:

* Authenticating the 3 x fragments of ‘internet
history’ found in ‘unallocated space’ as being
the original live index.dat files in use on the day

2" November 2005
Iissearchingcars and looking for cars for sale
‘\ NatWest/Finance - Online banking

\\ \  E-bay/PayPal activity
., "'-. Researching how to killa man, assassins ++

Activity \

Not to seale

R

E-hay/PayPal activity /

Asda and toys for sale

Figure 9. Activity for 2nd November

[ File Created [ Last Written [ Last Accessed [ Entry Modfied [ File Of

L R 6 789 10!11"‘12']314[5]61?13[92021222’3

AT

File Created 02/11/2005 15:47:00
Full Path $/54 HODQ\C\Decuments and
Settings\Administrator| Cookies\
administrator@pl. forumforfree[1]. oet

File Created 02/11/2005 15:55:55
Full Path 5J54 HDDO\C\Documents and
Settings\Administrator\Cookies),
administrator@www.guntrader.co[1].txt

Figure 10. Live’ artefacts for 2nd November
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+ Verifying that the computer’s clock was accu-
rate on or around the day of the murder

When the entries for the whole day were pro-
cessed using net-analysis and access, activity for
the whole day looked like this: Figure 9.

This was useful stuff for the ‘incident room’ as it
gave a good picture of the activity throughout the
whole day which the Detectives from the incident
room could check against the accounts given by
withesses.

With verifying the clock in mind, | set about lo-
cating the original web pages; however, despite
searching long and hard using keywords, | had no
success. On reflection, it is understandable when
you consider the drive is only 40GB and has been
used regularly for a period of 7 months since the
day in question. So | temporarily switched my at-
tention to authenticating the fragments found.

To achieve this, | decided to review the live arte-
facts which were left on the drive and compare these
with the fragments of ‘internet history’ to see if there
was any correlation between the two (Figure 10).

Two cookies were still current/live and on the
drive, one called ‘guntrader’ the other ‘forumfor-
free’

Dyt and tirme visited
Title

0212005 15:47:00 Lagon/Account agminisirator

Internet history  Cockie sdministrator@p fonm forfree com £

File affset 16632128

Dieste caned tirme visited
Title

024172005 15:55:55 Fagoniderount  aoministrstor

TFnternet Aistary Codie:sdministralor@weswvguntrader co.uk/

File offset 15417472
Figure 11. Two records of ‘Internet History’ from unallocated

fragments

W File Created W Lask Written [ Last Accessed [ Entry Modified [ File D
02111 /20
U123456?89101112131415161?181920212223

Figure 12. Timeline of live files for 2nd November
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Figure 13. Deleted email found on SJ54
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A search across the fragments of ‘internet his-
tory’ produced the following records: Figure 11.

Once | had found that the ‘internet history’ (frag-
ments) had registered the arrival of two ‘Live’ cook-
ie files which were still live and current on the ma-
chine, it gave me the reassurance | sought and the
corroboration necessary to authenticate the rem-
nants found as the original live index.dat files in
use on the day; Well........... not quite!

| still hadn’t been able to verify the accuracy of the
computer’s clock. If the computer clock was a week
or month out it could have been anytime within a 14
or 60 day period. | still needed to verify the computer
clock on or around the day in question. | once again
turned to the live artefacts and ran through the files
(Figure 12). | came across the below deleted email:
Figure 13. This email together with a second email
proved very useful in confirming the accuracy of the
clock on the 2nd November. The reason the emails
proved so useful, was because, | also found within
the fragments of ‘internet history’ the following record:
Figure 14. When you compare the email: Figure 15.

You can see the ‘item ID’ for the ‘Paypal — Send
Money” registered in fragment of ‘internet histo-

Date and ime viied
File offeet
TFitiz Fa‘yPaI - Send Money |
Internat fgjm_ay hittpe: Sawnepanpal comicgi-binfnebzcr Tomo=_ebay

rheckoutdsession_id=4421825008business="462B SN ITECL%2
FHOS0aRT comadtDSiJgjraeS Z ZBNST SCOF PTnAYG4c)RyBSF
PocmSA%2F WC AR Z6%2F 0o EhwM izorn 330 % 30 Ssc_track
EO&lIoc_id=1&linkate=hardéshipping_codts_caculable=truesps
e_icd=3&xnfomc IH oo R 281 VEISBA2L shoe2F wb 7 Gyl
DLoD S79%E2F %26 | aT b Gom Olla b dtpd IT C% 28984 2E dMa
2B St 30330 &eite_id=uk Siscouponchosen=falzeitrans_
ci=0&item _id=6007512571

Figure 14. ‘Internet History’ record recovered from fragments

Hama 452 HOOD

ntry Path 54 HBDMCADocumants and SettingsiAdminsatraterLocal Seltings\Application
DatalMicrss sMOutloskiarchive. pat

Hame Deleted Rems

Fram ™ 5 wiEpaypal, co, uk

T kb von dar o s

Susject

Created 081172005 1500

Sent C2M 12005 12:3400

Additicnal Field

Folder Deleted inems

Entry Path £J54 HDDIMC\Docum ents and Sett nistratariloc
DatalbdicrosofVDutloakiarc psd’ unc\Ronl !uldl:l\Top of Pers :ralFolde e\Delsted
Bema\Receipt for Your Payrment o] a0l Con

PayP sllG_Ihila /e aoes. paxpal camben_USAe salimiil_lnas.gifl [Mipe: . p aypal. ¢ ormiuk]

ng PayPal Payment

781 2571 ELE CTRONIC MASTERMIND INVICTA GAMES 1977 MINT

i ooy o blail 151 Class Standsrd 1o wyl KX (nckdwes sny saller

2P
Hote Delivery InformationFostage Info: BAG [1
ddress Stalus MG [1]Confirme ot

Figure 15. Deleted email W/th ’ltem ID h/gh//ghted

ymiduesion. gd]

PO—
File offset
Title Fa‘yPaI-Sendeey
Internat history Fittps: Sovmpapal comicmi-hintnebscr Tomd=_shays

icheckou&session_d=893352631 Sbusinesz=macf O7jM¥%2Fm"
[T ef Bl SnBGEYs %28 %2Rt %284 OsldbShBRINIE VAU D ecF oy
Lok 3N E%2PAf2h ZBSOMM ol Um%edF 52 O kSt IR wiah %3l
tac_track=0&loc_id=1&linkstate=hard&shipping_costs_calculakbl
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bR 08 CrHR: S SE 5 F PSP Cm liokCXaE U ZP QsTI902F Far 3
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ng_id=08item_id=6353556002

Figure 16. ‘Internet History’ record recovered from fragments
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ry’ is the same as the ‘ltem Number’ in the email,
and that this e-mail is a direct automated response
from PayPal, in response to the purchase of an
electronic mastermind game (ID 6007512571).

The ‘Sent’ time and date of the e-mail (02/11/2005
12:34:00) would have been derived from PayPals
systems or servers, which are expected to be accu-
rate. On this basis, the PayPal transaction recorded
in the index.dat file and the corresponding e-bay re-
sponse clarifies that, during this period, the clocks
were relatively synchronised and accurate.

In addition, a second very similar ‘internet histo-
ry’ record and corresponding email was also found,
this time at 20:56hrs on 2nd November (Figure 16).

When you compare the email: Figure 17.

| was now comfortable that the clock on the ma-
chine was accurate at both 12:34hrs and 20:56hrs
on the 2nd November either side of the ‘Notable’
afternoon session. Furthermore, the 3 separate
fragments of the index.dat files found in ‘Unallo-
cated Space’ had been authenticated and corrobo-
rated by the externally derived artefacts namely:

1 x e-mail sent by PayPal at - 02/11/2005 12:34:00
1 x Cookie received from pl.forumforfree.com -
02/11/2005 15:47:00

1 x Cookie received from guntrader.co.uk at -
02/11/2005 15:55:55

1 x e-mail sent by PayPal at - 02/11/2005 20:56:50

From serviced@paypal co vk sserviced@paypal couks

To. bluevonder co uk>

Subject Receipt for ¥ our Payment 1o grnail_com

Created 08/11/2005 15:00:10

Sent 021172005 205550

Additional Fields:

Falder Lost ems

Ertry Path SJE4 HODOVADocuments and Settings\AdministratoriLocal Settings\Application

St EMier Ot ook '|u| ook p\PST Vul; SALo#t RemeuRec sipt for Yoaur Paymaent to
ﬂwq il &

PayPalid [hito Afim sges paypal comfen LISHAA

farnail_loga gif] [hitps: Mwwe paypal comiuk

Dear I This emsail confirms that you, [ have paid [N o mai.com 15.50 GBR using
PayPal Payment Details
Purchased From

ltem Numberiten Talet uantiy wSubtolall M IEEE002 Soci olegy for Social Wink 113,50 GBP13.50 GBPPostage
&Packing via I'o,-lM»l st Clags Standand to w3 fincludes sny seller packing fros)€2 00 GEPPostal Insuranc efnot
ofierady

MG (1]
Total £15 50 GBP

Nete Delivery InformationPostage Info. G (1|
*ddrc 5 StatusIMG [1]ConfrmediblG_[hitp fimages paypal comin USA/saisel symaluestion il

Figure 17. A second deleted email found on 5J54

27 November 2005

Researching how to kill a man, assassins ++
\

Activity
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VE-mail from Paypal
found an Hard = -

drive o —

Cookies
Figure 18. Internet activity from ‘Unallocated space’

compatred to externally derived ‘Live/Deleted’ artefacts
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Murder

searches
found on
computer

Web searches for informa-
tion on a murdered model
were found on a computer
linked to a Wolverhampton
law student accused of stab-
bing his brother-in-law to
death, a court has heard.

Computer experts also
found internet references to
Abigail Witchalls, who was
left paralysed after being
stabbed in front of her young
son, qn a PC seized from the
home of Peter Britten.

Britten, aged 30, of
McLean Road, Oxley, denies
stabbing Mark Symonds to
death on November 2, 2005.

Father-of-one Mr
Symonds, of Pennwood
Court, was stabbed 10 times

in Pinfold Grove, Warstones, |

as he returned home to from
the nearby Flying Dutch-
man pub at around 10.45pm.

Yesterday at Warwick
Crown Court, Det Con Paul
Gwinnett, from West Mid-
lands Police’s hi-tech crime
unit, said he had examined a

computer seized from
Britten’s house in June last
year.

Dc Gwinnett found evi-
dence that around 3.40pm
on the day of the murder,
there was research into ‘how
to kill a man’ and ‘assas-
sins’.

Britten has said his sister
had used the machine to
access the internet. Dec
Gwinnett said he could not
say who was using it at any
given moment.

The case continues.

Figure 19. Newspaper reports
from the Express and Star
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Despite this satisfying outcome, and without wishing to create too
much bedtime reading, there was still a considerable amount of
work to be undertaken including:

» Cloning the original drive and viewing ‘operation’ in its native
environment

» Checking the ‘logon on’ of user account ‘Administrator’ and
whether it was password protected. (in this instance — not
password protected)

* Re producing the entire notable afternoon session

* Producing 500 pages of internet activity for the 1st and 2nd
November

* Producing further notable ‘internet activity’ of research into
DNA techniques and the attack on Abigail Witchall

* Producing a 50 slide PowerPoint presentation to introduce the
8 separate exhibits

However, once | had verified my work with my colleagues within
the department and subjected myself to a further dose of ‘Devil's
Advocate’ | felt as reassured as | could be that | had covered as
many eventualities as possible.

| chose to use ‘PowerPoint’ to present my evidence as | was
acutely aware that some of the jury may have never used a com-
puter before let alone a web browser. Fortunately, the prosecuting
QC (Queen’s Counsel) agreed to give me control over the delivery
of my presentation. This allowed me to don my ‘Teacher Trainer’
hat and focus the initial part of the presentation towards training
the Jury in how an IE web browser works and what gets recorded
in the ‘Index.dat’ files when a search has taken place.

During the trial, | gave my evidence using a 50 slide PowerPoint
presentation which included

» Explaining to the jury how a web browser works

* How ‘Internet activity’ using an |IE browser is registered within
‘Index.dat’ files

Introduction to computer SJS4 and how it operates/boots

The 3 x fragments of ‘internet history’ found on SJS4

‘Internet activity’ for the 1st and 2nd November

‘Internet activity’ for the ‘notable’ afternoon session

Relative gets life for Kkilling of young father

Shocking murder
of brother-in-law

: et w
ket =

. P L e £ m— o
Figure 20. Newspaper reports from the Express and Star
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Mark's partner Rachel Phillips with the couple’s young son Jack Mourners from The Flying Dutchman pub follow the funeral cortege of murder victim Mark

A law student was toda
beginning a minimum of 1

ears behind bars for the cold-

looded slaughter of his
brother-in-law.

Young father Mark Symonds was
killed in the street by Peter Britten. He
was stabbed as he walked home from
The Flying Dutchman pub in Penn,
Wolverhampton, in November 2005.

The 28-year-old, of nearby Pennwood
Court, was knifed onee in the back and nine
times in the chest and bled to death. A juw
at Warwick Crown Court yesterday tool
three hours and 15 minutes to find 30-year-
old Britten guilty of murder.

As the foreman announced the result, Mr

Report by Mike Woods

sister Peggy Britten-Jeavons stood up and
shouted at the jury “you are all liars”,

Police raced to the public gallery to ensure
the crowd of 20 mglt'mas and supporters
stayed apart. With the tension at I?reakjng
point, Britten colla in the dock.

Justice Raymond Jack, handing down a
life sentence, told Britten he would not be
eligihle for parole until 2022 at the earliest.

peaking after the verdict, Peter Scorey, a
close friend of Mr Symonds, said: “Justice
has been done.”

It was a killing that shocked a tight-knit
community. When Mark Symonds was
knifed to death on his way home from his
favourite pubh, people in Warstones
demanded to know wll,m had so violently
taken one of their own. Months of investiga-

Symonds' family cheered, while Britten's tions by the police drew a blank. The former
Figure 21. Newspaper reports from the Express and Star

* Authentication of the fragments from ‘Unallo-
cated space’

+ Verification of the system clock on the 2nd No-
vember

Having done all this ‘ground work’ | could finally
present my ‘Findings’

FINDINGS

These artefacts (cookies and emails from previous
court slide), coupled with the evidence within the
fragments of index.dat files indicate and are con-
sistent with, exhibit SUS4 and the logon/account
‘Administrator’, being used to access the Web be-
tween 15:40 and 16:00hrs on the afternoon of 2nd
November 2005, using Internet Explorer as the
‘browser’, and entering the following ‘search terms’
into web pages/search engines:

“How to kill a man”
“Assassins”
“Murder”
“Strangulation”
“Guns for sale UK”

My final few slides demonstrated:

+ That there was no record of these ‘search
terms’ being used before or since the 2nd No-
vember 2005.

* Recovered ‘Internet activity’ consistent with re-
searching DNA and the attack on Abigail Witchall

The evidence was such that not only was it ac-
cepted but shortly before the trial a family member
of the accused announced that they had actually
conducted the searches. Whilst not able to prove
or disprove this late revelation it seems likely, from
the outcome of the trial, that this account was not
accepted by the Jury.

CONCLUSION

This ‘Digital Journey’ ended with Britten being con-
victed at Warwick Crown Court and sentenced to a
minimum of 15 years.

www.eForensicsMag.com

Smestow School pupil was said in court to

have not had any enemies;, and was a

at The Flying Dutchman in

nn, He not been robbed and so police
struggled to find a motive,

It was only when they decided to widen
their search to his family that the killer was
unmasked. Britten had known Mark since
the age of 14, they were childhood friends.

Friends

“We would hang around in the same grou
of friends up until we were l?-yea.r—o]ds.p’
Britten told police

“That was when Mark started to mix with
another p and go another direction in
his life.” But the bond did not end there. -

Britten began to see Mark's sister Clare
when he was 21 and she was 15. Mark was
said to have become protective over Clare

and tension between the former friends
grew. The court was told Britten became
“fed-up” with Mark's behaviour.

On the afterncon of the killing, Britten
made a search of the internet using words
including ‘how to kill a man', ‘assassins’ and
‘str ion’. Police who seized his PC
found Britten had researched DNA tech-
nigues and the attack on Abigail Witchalls,
who was stabbed in front of her son.

But Britten, a former pa.q:ui]y‘:;t‘1 nn’s
Highfields School, kept his deadly secret to
himself. He was arrested after he and other
members of Mark's family were DNA tested.

A detective who carried out the procedure
said Britten appeared hesitant and raised
concerns over whether his genetic makeup
wonld he kept on a national datahase.

When police confronted him with pictures
of Mark's body, he said simply: “Poor sod
didn't deserve that.”

| am writing this article with some 7 years more
digital forensic experience under my belt and on re-
flection Operation ‘Mintell’ was probably one of the
most interesting and challenging of cases | have
ever had to work on especially when you take into
account the dynamics of the family involved, the
significance of the evidence found and the fact that
| was relatively new to computer forensics at the
time. Thanks to plenty of self-evaluation and veri-
fication work, | was able to approach each poten-
tial challenge in turn. In addition | learnt that with
regards to proportionality and the legal system,
to prevent a counterproductive outcome of more
questions than answers (extra work/cost/confu-
sion) it is also important to invest the right amount
of time at the most appropriate stage of the judi-
cial process. | am convinced that had | not done or
been allowed the time to cover the various eventu-
alities, the experience would have been quite dif-
ferent; As this ‘Digital Journey’ demonstrates, find-
ing an evidential ‘golden nugget’ is the easy part,
making it withstand expert scrutiny is the real chal-
lenge.

About the Author
#®P | joined the Metropolitan Police in 1984 at
4. the tender age of 18, before transferring to
'5# the West Midlands in 1990. Prior to join-
4 ing the Hi-Tech Crime Unit in 2004, | built
8§ on my CID and intelligence background by
studying various forms of digital technolo-
gies and applications. In 2000 | gained a
distinction in advanced systems/database
design, and in 2003 passed the Cisco Cer-
tified Network Academy Program (CCNA). Over the past few
years | have been focusing my digital forensic skills on inves-
tigating cases of fraud. Recently | have acquired Certification
as a Certified Fraud Examiner (CFE) and am looking forward
to new challenges in the private sector. LinkedIn profile: http://
www.linkedin.com/pub/paul-gwinnett-cfe/20/b35/b02
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TWELVE
OPEN-SOURCE LINUX
FORENSICTOOLS

by Priscilla Lopez

eForensics
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There are several open-source Linux forensic tool suites and tools
such as Kali Linux, DEFT, HELIX, Backtrack, CAINE, Knoppix STD,
FCCU, The Penguin Sleuth Kit, ADIA, DFF, SMART, and SIFT. This
article will give you a brief overview of the available tool suites.
Afterwards, | will show you step-by-step how to install one of the
tool suites and run a practice case sample.

What you will learn:

« about several Linux open-source
tools,

* how to install and use one of the
suites

What you should know:

« basic Linux commands

T here are many open-source
tools for Linux that are avail-
able for forensic use. There is
no specific preference or sort order
of the tools listed. The goal of this
article is for you to familiarize your-
self with them, pick a few, download,
install and try them out with sample
case evidence. It will be up to you to
find the one you like the best. Some
tools listed are deprecated. | includ-
ed them only because they are still
easily available. Sleuthkit and Au-
topsy are included in almost every
tool suite so they are not listed. | in-
cluded DFF as a standalone pro-
gram because it doesn’t seem as
common and it was a bit of a chal-
lenge to install. Towards the end of
this article there is a step-by-step on
how to download, install and run a
practice case sample. Many of the
tools suites can be burned or mount-

® e

ed to CD/DVD, then installed or ran
live. There are only a few that can be
downloaded as a virtual machine file.
Most tool suites include an installa-
tion and/or tool manual either in the
ISO file, virtual machine file or web-
site itself. Some of the tools require a
username and/or password. Please
refer to the manual to find out what
it is. This list is not an all-inclusive
comprehensive list. Enjoy!

KALI LINUX

Version: N/A

Developer(s): Offensive Security
Release Date: April 26, 2013
Website: hitp.//www.kali.org/downloads/

Kali Linux is pretty new and created
by the same guys as Backtrack as its
successor. Figure 1 shows the foren-
sic tool menu and desktop. It looks
and feel like Backtrack but there are


http://www.kali.org/downloads/

more devices Kali Linux is available on. Samsung
Note, Samsung Chromebook and Raspberry Pi
just to mention a few. It was simple to install and
simple to use. There are some good resources
available from their website too.

DEFT

Version: 7.2, 8 Beta
Developer(s): Stefano Fratepietro
Release Date: Jul 1, 2013
Website: http://www.deftlinux.net/

EOR 0= ¥O=0MA M
Figure 2. The Deft desktop

2 Accessories p | 2 dmalysi= 4
B Antimalware »
BB Graphics . 2 Data Recovery [
& Internet BT Hashing »
B office p | = Imnging 5
% Programiming 3 8 Mobile Forensics ’
Ml sound & video s ’
B wine " =4 OSINT *
@ Password recovery L]
B system Tools F = Reportingtools »
5 Preferences P [ Disks
o File Manager PCManFi
3 GParted
Logout @ Midnight Commander
m | ri E = MountManager

Figure 3. The Deft tool list menu
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The new Deft 8 beta version includes Digital Fo-
rensic Framework which is listed below. | wouldn’t
recommend using the beta version for real-world
due to all the bugs. According to their site, they will
be releasing a virtual machine version soon. They
do not have a beta manual yet but the 7.2 stable
version is available on their site. The 7.2 manual is
a must for the installation which is a little tricky. It
can be ran as a live or as a virtual appliance. Fig-
ures 2 and 3 are screenshots of the desktop and
menu. They also have listed on their website Dart
2, which is for Windows.

HELIX3

Version: 2009R1

Developer(s): e-fense Inc

Release Date: June 23, 2009

Website: https://www.e-fense.com/store/index.php?_
a=viewProd&productld=11

The newer versions of Helix are not free but the
unsupported older version is still available for free.
The manual is only available to forum members
and there are no updates. There is only an ISO
version available and it runs on Ubuntu very eas-

scovery - Compurer Forer
wiww.e-fense.com Hix e

onfs I_.'I_Lf'.l |

F1 Help FZ English F3 Silent F4 1024 x 768

Figure 4. The HELIX3 version 1.8 boot menu

rj -] 1y ;.I_\I.‘ Net | b
Figure 5. The HELIX3 version 1. 8 tool menu
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ily. The boot menu seen in Figure 4 give you ma-
ny options and Figure 5 gives you a screenshot
of the tool list menu. There is a good installation
demo here: http://computersecuritystudent.com/
FORENSICS/HELIX/lesson2/.

BACKTRACK

Version: 5 R3

Developer(s): Offensive Security

Release Date: August 13, 2012

Website: hitp://www.backtrack-linux.org/downloads/

Backtrack is a very simple to use precursor of Kali
Linux previously listed. It is just as easy to use and
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L] Metwork forensacs >

r h— Autopsy
>
3 ﬂ Bash

" | | Fle Browsar ROOT MODE
";?., Graphics 3 $ GBTEHazh
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L5 rerret
offica
ik, Other

el METermps

>
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| I Programering 3| L) remate Filesystem Maunter
>
>

]ﬁj Seund & Video @ Photares
Sysbern Tools &\ Fred
fj Univarsa | Accass > g Mebws
H QuckHaih
= Flaces >
™ &y Testdisk

Systarm

THD#E

& reen
= e oy - WD aveani

F.cl Log Out cane s

P | Shut Down..
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Figure 7. The CAINE tool list menu
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run. Just like Kali Linux the suite includes penetra-
tion testing tools. The menu is very simple to navi-
gate and flows methodically from section to sec-
tion. It is can be downloaded as an ISO that can be
ran as a live CD/USB. The website also includes
great tutorials (Figure 6).

COMPUTER AIDED INVESTIGATIVE
ENVIRONMENT (CAINE)

Version: 4.0

Developer(s): Nanni Bassetti

Release Date: March 18, 2013

Website: http://www.caine-live.net/page5/pageb.html

CAINE is an Italian made forensic tools suite that
can only be installed. NBCAINE is used for run-
ning a live CD/USB and both are available in ISO
format. The website includes really good manuals
and mounting policies. As you can see in Figure
7 it installs in English and there are a moderate
amount of tools to work with. In Figure 8 you can
see the pre-setup desktop and manual.

KNOPPIX STD (SECURITY TOOLS
DISTRIBUTION)

Version: 0.1

Project Owner: Mark Cumming
Release Date: January 24, 2004
Website: http://s-t-d.org/download.html

Figure 9. The Knoppix STD desktop and tool list menu
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Knoppix STD is a deprecated tool suite that can
be used for forensic practicing purposes. This tool
is available as an ISO file. The website has a re-
ally great forum that is still gets posts! This tool is
mostly based off a Linux distro called Knoppix. The
website states that this tool is only available for live
purposes. In Figure 9 you can also see that the
suite includes honeypot and IDS tools.

FEDERAL COMPUTER CRIME UNITE
(FCCU)

Version: 12.1

Developer(s): Christophe Monniez, Geert Van
Acker

Release Date: October 7, 2008

Website:  http.//www.Inx4n6.be/index.php?sec=
Downloads&page=bootCD

FCCU is a Belgian forensic tools suite. The pre-
sentation pdf file found on their website has much
has useful information. In Figure 10 you see a list
of tools available in FCCU. They are almost all
command line based. Figure 11 lets you know you
have successfully arrived at the FCCU desktop.
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Flgure 10. The FCCU list of tools that pops up inthe /nternet
browser upon boot
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Figure 11. The FCCU d;sktop
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THE PENGUIN SLEUTH KIT

Version: 0.96

Creator: Ernest Baca

Release Date: July 5, 2003, June 2006

Website:  http./sourceforge.net/projects/psk/files/
Penguin%20Sleuth/, http://www.linux-forensics.com,
http.//penguinsleuth.org

The Penguin Sleuth Kit is another deprecated tool
suite that can still be used for practice. It is also
based off of the Linux distro. There are also a few
network security tools included in the suite. The
files is live USB/ISO and virtual appliance only.
There is a manual available and the tool is also
based off Knoppix (Figure 12).
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Figure 12. Penguin Sleuth boot menu
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APPLIANCE FOR DIGITAL INVESTIGATION  program. Afterwards | used sudo apt-get install

AND ANALYSIS (ADIA) af £ to install the package. | attempted the instructions
Version: Unknown on the site but soon realized the code above worked
Developer(s): CERT best for me. To start the program use aft -g. This ap-
Release Date: March 2012 plication was a bit of a challenge to install. This pack-

Website: http.//www.cert.org/forensics/tools.htm age can also be found on some other suites but not
as much as Autopsy and The Sleuth Kit. The website

ADIA is only available as a virtual appliance. It states that there are different modules that can be

was very easy to install. Figure 13 is a screenshot added to the program to increase productivity. See

of the login. Figure 14 you can see that there are  Figure 15 for a command line screen shot and Figure

many pre-installed shortcuts and a manual on the 16 for a GUI screenshot.

desktop. The website has many other free forensic

tools and resources. STORAGE MEDIA ANALYSIS RECOVERY
TOOLKIT (SMART)

DIGITAL FORENSICS FRAMEWORK (DFF)  Version: Unknown

Version: 1.3.0 Developer(s): ASR Data

Developer(s): ArxSys Release Date: May 3, 2013

Release Date: February 12, 2013 Website: http.//www.asrdata.com/forensic-software/

Website: http://www.digital-forensic.org/download/  smart-for-linux/, http://www.asrdata.com/forensic-soft-
ware/smart-linux/, http://smartlinux.sourceforge.net/

DFF is downloadable as a .deb file. It is only a pro-

gram tool and not a suite of tools. When |l installed the ~ Smart Linux is the live CD/USB and Smart for

tool on my Ubuntu 13.04, | used sudo apt -get -f Linux is for installation on Linux. The website says

install to install the dependencies need to run the thatin can be used for:

e aelect Lser
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Figure 16. The DFF GUl! interface Figure 18. The SMART Linux tool list menu (from the manual)
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* Knock-and-talk inquiries and investigations

+ on-site or remote preview of a target system

+ post mortem analysis of a dead system

+ testing and verification of other forensic pro-
grams

» conversion of proprietary evidence file formats

* baselining of a system

Figure 19. The SANS Sift desktop
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Figure 20. The SANS Sift tool
list menu

+ 3 O | & CEE————————
T

SANS SIFT Workstation 2.14 Overview

Recommended Domicnd: The Mware Azphance allows an ineestqasar b Sane machines sar sach sew case bt
omasin

slaliabon DV (ko) - 15.CH 4

Index of /sift-kit/icOc1366f8d3f62fffafe181b01a77979/siftkit2.14

5 ORKSTATION
FT_WORKSTATION_2
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The manual for installation is included in the down-
load. The website also has other tools available for
download. See Figure 17 and 18 for screenshots.

SANS INVESTIGATIVE FORENSIC TOOLKIT
(SIFT)

Version: 2.14

Company/Creator: SANS, Rob Lee

Release Date: December 2011

Website: http://computer-forensics.sans.org/com-
munity/downloads

SIFT is a virtual machine created by SANS for
training purposes. It includes many resources and
tools for forensic investigations. The website is
loaded with resources. The desktop is loaded with
resources and the menu tool list is easy to navi-
gate as seen in Figure 19 and 20.

SIFT-Workstalion-2.14

sforcovesa — boot Live in safe graphics modc
install - start the installer directly
Lextomly =~ bool Live & Cexton o) mode
w System without splash and show'b

hd = boot the first hard disk

Frress [Tahd £a) cANt: GpEions

Automatic boot in 21 seconds...

Figure 22. The two .EO1 files from http://digitalcorpora.org
corpora/scenarios/m57-jean
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Figure 23. Boot Menu
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digitalcorpora.org/corpora/scenarios/m57-jean

M57-Jean
™ May 16th, 2013

The M57-]Jean scenario is a single disk image scenario in
executive. The scenario involves a small start-up compar
contains the names and salaries of the company’s key e
competitors. The spreadsheet only existed on one of M5

Jean says that she has no idea how the data left her lag

You have been given a disk image of Jean’s laptop. Your
she claims.

Materials:

® Jean's disk in EnCase ED1 format:
o nps-2008-jean.E01
o nps-2008-jean.E02

Figure 24. Sift CD boot menu
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Figure 25. Sift CD login screen

HOW TO INSTALL AND USE AN OPEN-
SOURCE FORENSICTOOL SUITE

This how-to guide does not follow the proper meth-
odology for a real-case scenario. This is simply a
guide for you to practice using one of the open-
source tools provided in this article. Before trying
beginning please go to from https://computer-fo-
rensics.sans.org/community/downloads and regis-
ter for a SANS account.

Blglal Forensics Framework
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Figure 27. SIFT workstation with DFF open and selecting
practice image

Figure 28. SIFT workstation Module menu
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ONTHE WEB
List of Sites for practice evidence and challenges: http://
www.forensicfocus.com/images-and-challenges

STEP 1

Download SANS SIFT Workstation 2.14 ISO from
https://computer-forensics.sans.org/community/
downloads as seen in Figure 21. NOTE: You need
registered to download this file.

STEP 2

Download and save the two .EQ1 files, nps-2008-
jean.e01 and nps-2008-jean-e01, from http://digitalc-
orpora.org/corpora/scenarios/mb7-ean. Figure 22.

STEP3
After downloading burn to DVD. Insert DVD into
computer.

STEP 4

Reboot your computer. During startup hit F12 or
F10 (depends on your manufacturer) for you boot
selection menu. Boot from DVD. Figure 23.

STEPS5
Highlight and select the “live —boot the Live Sys-
tem”. Figure 24.

STEP 6
Click on sanforensics and type the password: fo-
rensics. Figure 25.

STEP 7

Pick a tool of choice, add your files nps-2008-jean.
e01 and nps-2008-jean-e01 and begin looking for
data for the case. Figure 26-28

SUMMARY

| hope that by glancing over these tools and the brief
overview of them you can pick a few you would like
to download, install and practice with the more sam-
ple case evidence. Many of the tools may be old but
some of the tools included in the suites are still in
use. These tools may not be as simple and souped
up as the paid programs but it’s a great place to start.

About the Author
Priscilla Lopez has earned M.S. in Infor-
mation Security Assurance from WGU
and B.S. in Computer Information and
Technology with Minor in Business from
UMUC. She holds five active computer

certifications: CCNA, GIAC ISO Specialist,
\, CEH, CHFI and CompTIA Network +. For
over ten years she has been working with
technology in her community, workplace,
family and church. She is continuously ex-
panding her knowledge and experience in the computer in-
dustry and enjoys sharing with students and those around her.
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FOUR WINDOWS XP
FORENSIC ANALYSIS
TIPS & TRICKS

by Davide Barbato

When conducting forensics analysis of a Windows XP system, it
must be taken into account some particular behaviors that can
lead to misleading conclusions if not properly handled.

What you will learn:

» Specific Windows XP behaviors
* A basic knowledge of Windows
LNK file structure

What you should know:

* A basic understanding of NTFS
structure

» Abasic understanding of Windows
XP registry

* How to create and read timeline

ven if most of Windows
E based PCs and notebooks

are shipped with Windows 7
or Windows 8, you could happen to
deal with an old Windows XP operat-
ing system.

To an untrained eye, it could appear
that Windows XP is just another Win-
dows operating system family: It be-
haves completely different, and could
lead to misleading conclusions if you
are not familiar with XP. Think about
a case in which you need to know if
a user views a document or a folder,
or opened a document and trashed
them: Windows XP has different be-
havior in respect to Windows 7 and
this need to be addressed.

NTFS DISABLE LAST ACCESS
UPDATE

First of all, let's talk about the file
system: even if Windows XP is really

® e

old, it's not so old to be shipped with
FAT32 file system, so in this article
we can assume that we are dealing
with NTFS file system.

Based on that assumption, it is im-
portant and critical to remember that
Windows XP, every time it reads a
file or a directory, it changes the ac-
cess time of ss1 object, updating on
the time the system is accessing the
object. This means that even listing
the content of a directory will update
the $S/ access time, losing the previ-
ous last access time.

This behavior can be avoided adding
a Registry key, under HKLM\SYSTEM\
CurrentControlSet\Control\FileSys-
tem, named NifsDisableLastAcces-
SUpdate and setting its value to 1.

Some scenarios presented in this
article will deal with that behavior,
trying to show how and when the ac-
cess timestamp is updated.
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Figure 3. time.cvs property

updated

Figure 4.time.csv last access

What happen when a user clicks on the Start icon?
What filesystem changes occurred? Here an ex-
cerpt of a timeline, presenting only the lines in
which the user clicks the Start menu icon: Figure 1.

As you can see, Windows opens the menu direc-
tories (named “Menu Awvvio”) and reads its content,
updating the $s1 access timestamp.

Let’s take a look at the Recent folder, under the
start menu: when showing its content, Windows
updates the ss1 access timestamp, the same way
as the menu items, listed above (Figure 2).
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If you show the metadata information about
the Ink files, you will see the access timestamp
changed to 3 June 2013 at 12:57 UTC.

eForensics
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SHOWING FILE PROPERTY

Let’s have a look at the file property below. The file
was copied on 3 June 2013 at 16:39 CET, but cre-

06/03/13115:17:44 (UTC [FILE |NTFS SMFT|$SI[A.]Jtime |MALWARETESTENV |/Programmi/intemet Exploreriexplore exe
06/03/13/15:17:46 |UTC FILE NTFS SMFT $SI [.A..] time MALWARETESTENVY |/WINDOWS/AppPatch/aclayers.dll
06/03/13/15:31:00 \UTC FILE NTFS $MFT $SI [LA..] time MALWARETESTENVY |/Documents and Settings/All Users/Deskiop/Scelta del browser.Ink
06/03/13/15:42:51 |UTC |FILE NTFS $MFT $SI [LA..] time MALWARETESTENVY |/Documents and Settings/mw/Deskiop/time.csv
06/03/13/15:43:43 |UTC |FILE NTFS SMFTI3SI [LA_] time MALWARETESTENY |/WINDOWS/system32/wuaueng.dll
Figure 5. time.csv timeline
1553 | 06/04/13/20:38:25 |[NTFS SMFT $FN [A. ] time /RECYCLER/S-1-5-21-854245398-1409082233-725345543-500/Dc1.doc
1554 | 06/04/1320:38:25 |NTFS SMFT 851 [A.] time /Programmi/Windows NT/Accessori/wordpad.exe
1555 | 06/04/1320:38:25 |NTUSER key Last Written Software/Microsoft/Windows/ShellNoRoam/MUICache
1556 | 06/04/1320:38:26 NTUSER key Last Written Software/Microsoft/Windows/ShellNoRoam/BagMBRU
1557 | 06/04/13/20:38:29 |NTFS $MFT $FN [..C.] time /RECYCLER/S-1-5-21-854245398-1409082233-725345543-500/Dc1.doc
1558 | 06/04/1320:38:29 |NTFS SMFT £l [..C.] time /BrogrammifWindows NT/Accessori'wordpad.exe
1559 | 06/04/13/20:38:29 |UserAssist key |Time of Launch UEME RUNPATH:C:/Programmi/Windows NT/Accessori/WORDPAD.EXE
1560 | 06/04/1320:38:29 UserAssist key |Time of Launch UEME_RUNPATH
1561 | 06/04/1320:38:29 UserAssist key |Time of Launch UEME_UISCUT
1562 | 06/04/13/20:38:30 |NTFS SMFT $51 [A.] time IWINDOWS/system32/spool/drivers/w32x86/3
1563 | 06/04/13/20:38:30 NTFS SMFT $51 [MACB] time /Documents and Settings/Administrator/Impostazioni locali/Cronologia/Histc
1564 | 06/04/1320:38:30 |NTFS $MFT SFN [MACB] time /Documents and Settings/Administrator/Impostazioni locali/Cronologia/Hist
1565 | 06/04/13/20:38:30 |NTFS SMFT %51 [A ] time /RECYCLER/S-1-5-21-854245398-1409082233-725345543-500/Dc1.doc
1566 | 06/04/13/20:38:30 |NTFS SMFT $si [MACE] time /Documents and Settings/Administrator/Recent/privatefile.doc.Ink
1567 | 06/04/1320:38:30 |NTFS SMFT SFN [MACB] time /Documents and Settings/Administrator/Recent/privatefile.doc.Ink

Figure 6. privatefile.doc opening

1593 | 06/04/13/20:38:30 |Intermet Explorer |Last Access visited file:///C:/Documents % 20and% 20Settings/Administrator/Desktop/privatefile.doc
1594 | 06/04/13/20:38:30 NTUSER key Last Written Software/Microsoft/Windows/CurrentVersion/IntemetSettings/5.0/Cache/ExlensibleCac
1595 | 06/04/13/20:38:30 NTUSER key Last Written Software/Microsoft/Windows/CurrentVersion/IntemetSettings/5.0/Cache/ExtensibleCa
1596 | 06/04/13/20:38:30 NTUSER key Last Written Software/Microsoft/Windows/CurrentVersion/InternetSettings/5.0/Cache/ExtensibleCac
1597 | 06/04/13/20:38:30 RecentDocs key |File opened Recently opened file of extension: .doc - value: privatefile.doc

1598 | 06/04/1320:38:32 |NTFS SMFT $S1 [MAC.] time /Documents and Settings/Administrator/lmpostazioni locali/Temp

1599 | 06/04/13/20:38:34 |NTFS SMFT $S1 [LA.] time TWINDOWS/system32/stdoleZ tib

1600 | 06/04/13/20:38:38 |NTFS SMFT $S1 [MAC.] time JWINDOWS/PrefetchWORDPAD.EXE-20E 16A4D.pf

1601 | 06/04/13/20:38:38 NTUSER key Last Written Software/Microsoft/Windows/CurrentVersion/Applets/\Wordpad

1602 | 06/04/13/20:38:38 NTUSER key Last Written Software/Microsoft/Windows/CurrentVersion/Applets/Wordpad/RecentFilel ist

1603 | 06/04/13/20:38:46 |NTFS SMFT $51 [..C] time /RECYCLER/S-1-5-21-854245398-1409082233-725345543-500/Dc1.doc

1604 | 06/04/13/20:38:46 |NTFS SMFT $51 [MAC.] time /Documents and Settings/Administrator/Deskiop

1605 | 06/04/13/20:38:46 |NTFS SMFT $51 [MAC.] time /RECY CLER/S-1-5-21-854245398-1409082233-725345543-500

1606 | 06/04/13/20:38:46 NTUSER key Last Written Software/Microsoft/Windows/CurrentVersion/Explorer/CLS | D/{645F F040-5081-101B-9F
1607 |_06/04/13/20:38:46 |$Recycle.bin File deleted DELETED C:/Documents and Settings/Administrator/Desktop/privatefile.doc

Figure 7. privatefile.doc opened and deleted

1 |date time timezone |sourcetype type short

2 06/10/1317:19:05 UTC NTFS SMFT $S1 [AC.] time /Documents and Settings/Administrator’Desktop/very important.doc

3 06/10/13/17:19:05 |UTC NTFS SMFT $S1 [LA._] time /Documents and Settings/All Users/Dati applicazioni/desktop.ini

4 06/10/13/17:19:05 |UTC NTFS SMFT $S1 [LA._] time /Documents and Settings/All Users/Documenti/Video/Deskiop.ini

5 06/10/13/17:19:05 |UTC NTFS SMFT $S1 [LA._] time /Documents and Settings/All Users/Documenti/Musica/Desktop.ini

6 06/10/13/17:19:05 |UTC NTFS SMFT $S1 [LA.] time /Documents and Settings/All Users/Documenti/Immagini/Desktop.ini

7 06/10/13/17:19:05 |UTC NTFS SMFT $s1 [M.C] time /Documents and Settings/Administrator’Recent

8 06/10/1317:19:05 |UTC NTFS SMFT $S1 [LA.] time /Documents and Settings/Administratorlmpostazioni locali’/Cronologia/desk
a9 06/10/1317:19:05 |UTC NTFS SMFT $S1 [LAC.] time /Programmi/Windows NT/Accessori/wordpad. exe

10 06/10/1317:19:05 |UTC NTFS SMFT $S1 [LA.] time /Programmi/Windows NT/Accessori/mswrdd.wpc

11 06/10/1317:19:05 |UTC NTFS SMFT $SI [MACB] time /Documents and Settings/Administrator’/Recent/very important.doc.Ink

12 06M10M1317:19:05 |UTC NTFS SMFT $FN [MACB] time /Documents and Settings/Administrator/Recent/very important.doc.Ink

13 06/10/1317:19:05 |UTC NTFS SMFT $SI [MACB] time /Documents and Settings/Administrator/lmpostazioni locali/Cronologia/Histc
14 06/10/1317:19:05 |UTC NTFS SMFT $FN [MACB] time |/Documents and Settings/Administrator/lmpostazioni locali/Cronologia/Histc
15 06/10/1317:19:05 |UTC NTFS SMFT $S1 [LA.] time /Programmi/Windows NT/Accessori/mswrds. wpc

16 06/10/1317:19:05 |UTC NTFS SMFT $FN [MACB] time |/Documents and Settings/Administrator/lmpostazioni locali/Cronologia/Histc
17 06/10/1317:19:05 |UTC NTFS SMFT $SI [LACB] time /Documents and Settings/Administratorlmpostazioni locali’/Cronologia/Histc
18 06/10/1317:19:05 UTC NTFS SMFT 831 [A. ] time MWINDOWS/system32/msfiedit.dll

19 06/10/1317:19:05 UTC NTUSER key  |Last Written Software/Microsoft/Windows/CurrentVersion/Intermet Settings/5.0/Cache/Ext
20 06/10/1317:19:05 UTC UserAssist key [ Time of Launch UEME_RUNPATH:C:/ProgrammifWindows NT/Accessori/WORDPAD.EXE
21 06/10/1317:19:05 UTC NTUSER key  |Last Written Software/Microsoft/Windows/CurrentVersion/Intermnet Settings/5.0/Cache/Ext
22 06/10/1317:19:05 UTC NTUSER key  |Last Written Software/Microsoft/Windows/CurrentVersion/Intermnet Settings/5.0/Cache/Ext
23 06/10/1317:19:05 UTC RecentDocs key File opened Recently opened file of extension: .doc - value: very important.doc
24 06/10/1317:19:05 UTC UserAssist key Time of Launch UEME_RUNPATH
25 06/10/13/17:19:05 UTC XP Prefetch Last run WORDPAD.EXE-20E16A4D.pf: WORDPAD.EXE was executed

Figure 8. Opening of Desktop/very important.doc and file link creation
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ated on 1st June 2013, at 13:07 CET. If after 60
minutes we try to shows the file property again, we
will see that: Figure 3 and Figure 4. The field “UI-
timo accesso”, translated into “Last Access”, was
updated to 3 June 2013 at 17:42 CET.

The timeline follows: you can see the updating of
ss1 access timestamp of time.csv (Figure 5).

So, at last, think about that: during an investiga-
tion, you find a powered on PC running Windows
XP. You see a highly interesting file on the user
desktop, and the law enforcement are looking for
just that file. In that case, it is not uncommon to
take a first look at the file, maybe just to know
about the creation date and time, or know just the
last access time.

So, you just right click on that file and see the
property, getting the right values. But if the file was
created at least 60 minutes before your right click
action, then the second time you right click or ana-
lyze the file with your preferred tool, you will get
the wrong date, that is, the time you right clicked
the file. No more original last access time that you
firstly saw.

OPENING DOCUMENT FILE

Let’s take a look on what happened when opening
a document file on Figure 6.

The really interesting part of that experiment is
on rows 1553, 1557, 1565 and 1603: when you
open a document file, in our case privatefile.doc

419 | 06/10/1317:38:25 MACB |SelupAPIl Log Entry written

(that was opened by WordPad program), a file was
created under RECYCLERS folder.

It's important to say that you will not find the ssz
and srn birth timestamp set because the file has
the creation time set up as the original creation
time, so you will find only the MFT change and file
access timestamps set, as you can read on rows
1553 and 1557.

On rows 1566 and 1567 you can see the creation
of a link file under the Recent folder, showed under
the Start menu (Figure 6).

The file is named Dc1.doc: D stands for Deleted,
c is the logical drive which the file belongs to, and
1 is a sequential number.

Figure 7 shows the start of WORDPAD.EXE,
recorded by the Windows prefetch feature (row
1600), and then, on row 1603, the Dc1.doc meta-
data changed to reflect the action done on row
1607: the file was deleted, that is, moved into recy-
cler bin (in this case, the DEL keystroke was typed)
(Figure 7).

Ink opened CIID lytes)

Glnhal E 1

Figure 11. Inkextractor in action

420 | 06/10/13 17.38:28 .A.. NTFS 3MFT 351 [LA.] lime MWINDOWS/Dviver Cache/i366

421 | 06M10/1317:38:28 A.. NTFS SMFT $SI LA ] time TWINDOWS /system32/config/systemprofile/Dati applicazioni/Microsoft/Sys s/My/CTLs

422 | 06/10/13 17:36:28 .A.. NTFS 3MFT $51 [LA.] lime MWINDOWS/syslem32/y 1

423 | 06/10/1317:38:28 A. NTFS SMFT $S1 [A.,] time /WINDOWS /system3:

424 | 06/10/13 173828 .A. NTFS 3MFT §51 [A.] lime MWINDOWS/ServiceP

425 | DB/M0/1317:38:28 A NTFS SMFT $SI LA ] time /WINDOWS /system3:

426 | 06/10/13 17.38.28 MACB |SelupAPl Loy Enlry wrillen DriverConlexlual infonmalion. Conlexlu . Informalion msyg 022, Informialion
427 | 068M0/1317:38:30 A NTFS SMFT $51 [LA_] time MWINDOWS /system32/syssetup.dil

428 | 06/10/13 17:38:30 .A.. NTFS SMFT 351 LA.] lime IWINDOWS/syslem32/sloprop.dil

429 | 06/10/1317:38:31 A NTFS SMFT $S1 [A_] time IWINDOWS /system32/drivers/fastfat sys

430 | 06/10/13 17.38.37 MAC. |NTFS 3MFT 51 [MAC.] lime:

431 | 06/10/1317:38:40 MAC. NTFS SMFT $S1 [MAC.] time

432 | 06M10/13 17.38.40 MACE |SelupAPl Log Enlry wrillen . Infonmalion msg 022, Infonmialion
433 | D6/10/1317:38:41 MAC. NTFS SMFT $S1 [MAC ] time

434 | 06/10/1317:38.42 MACE NTFS 3MFT 351 [MACB] lime MWINDOWS!/ /RUNDLL32.EXE-3BATAC30.pl

435 | DAMOV1317:38:42 MACR NTFS SMFT SFN [MACR] time MWINDOWS /RUNDLL 32 FXF-3RATAC30 pf

436 | 06/10/1317:38:42 MAC. $51 [MAC.] lime IWINDOWS/Prefelch

NTFS SMFT
437 | DBI0A317-38:46 MACB liserAssist key
438 | 06/10/1317.36.46
430 | DRM0/13 17:38:49
440 | 06/10/13 17.38.49 ..C.
441 | 0RM0A317:38:40 MAC
442 | 06/10/1317-38.49 |MACB

Figure 9. USB plugging events

Time of Launch
Time of Launch
351 LA ] time
$51 [..C.] lime
85I [MAC ] time

NTFS 3MFT
NTFS SMFT
MounlPuinls2 key Drive lasl mounled

MWINDOWS/

480 | 06/10/13|17:38:54 |..C. NTFS SMFT 381 [..C.] time
481 | 06/10/1317:38:54 |..C. NTFS SMFT 3s1 [..C.] time
482 | 06/10/13/17:38:54 |MAC. |NTFS SMFT 351 [MAC.] time
483 | 06/10/13/17:38:54 MAC. |NTFS SMFT 3FN [MAC.] time
484 | 06/10/13/17:38:54 MACB |NTFS SMFT $s1 [MACB] time
485 | 06/10/1317:38:54 MACBE |NTFS $MFT 3FN [MACB] time
486 | 06/10/1317:38:34 MACB |UserAssist key Time of Launch
487 | 06/10/1317:38:54 MACB RecentDocs key Folder opened
488 | 06/10/1317:38:534 MACB |RecentDocs key |File opened

489 | 06/10/1317:38:54 MACE UserAssistkey Time of Launch

Figure 10. Opening very important.doc from a USB device
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LUEME_UISCUT

UEME_RUNPATH...[My Compuler] VIRTUAL
MWINDOWS [system32/shell32 dll

IWINDOWS /ex

INDLL32 FXF-451FC2C0 pf

{BI312¢ea-d 114-11e2-bi4 1-000:28a2309b} volurne mounled

/Programmi/Windows NT/Accessori/iwordpad.exe

/System Volume Information/_restore{3EDD201A-674D-4829-AFD2-565941
/Documents and Settings/Administrator/Recent/very important.doc.nk
/Documents and Settings/AdministratorRecent/very important.doc.Ink
/Documents and Settings/Administrator/Recent/testdir.Ink

/Documents and Settings/AdministratorRecent/testdir.ink
UEME_RUNPATH

Recently opened file of extension: Folder - value: testdir

Recently opened file of extension: .doc - value: very important.doc
UEME_RUNPATH:C:/Programmi/Windows NT/AccessoriWORDPAD.EXE
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The key concept to keep in mind is: when you
open a document file, with WordPad or Microsoft
Office Word, a file is created under the RECY-
CLERS folder, so you can keep tracks of its chang-
es and, if deleted, you can recover some basics
information about it.

READING RECENTS FILE
FOLDER

This is an interesting behavior of Windows XP, the
scenario is: you view a file, say, on your Desktop
folder. Windows creates a link file on the Recent
folder, as saw on the previous paragraph.

Later, you open a file with the same name but on
a different location or folder: Windows XP does not
create a new link file on the Recent folder, instead
it updates the old one, so you lose the previous in-
formation.

Let’s see how this happens. On Figure 8 you can
see the opening of very important.doc, on row 2
you can see the click action on the file, resident on
the user desktop, and at rows 11 and 12 you can
see the creation of the link file in the Recent folder.

v Prompt dei comandi

wments
I lvw u:! lume ne

1k
2_1Ink

-1nk

Numero ¢

Divectory

3 dcu -Ink
| File

Dircctory izponibili

Flgure 13. Ink files modification tlmestamp

EFOI"'EDSICS

a g azine

The remaining highlighted rows shows the files in-
volved in the file opening process.

Now, let’s plug in a USB device (Figure 9) and
click another file named very important.doc, the
same name as the one on the user desktop.

Figure 10 shows this action: as you can see, on
rows 482 and 483, the link file very important.doc.
Ink is updated (MAC timestamp) to reflect our ac-
tion, plus a new link created, testdir.Ink, newly cre-
ated.

To better understand what happened, let try
to parse the link file with Inkextractor. Figure 11
shows the very important.doc.Ink file information
and metadata.

The timestamps shown refers to the object file,
as is, very important.doc.

The important fields to take a look at are Local-
Volumetype, telling us what kind of device the link
refers to, LocalVolumeSerialNumber, as the name
says, it's the logical volume serial number of the
file location, Path is the folder where very impor-
tant.doc resides.

To double check our test, have a look at the Ink
timestamps.

Figure 12 shows very important.doc.Ink file cre-
ation: it is set to 18.19 (UTC+1), the time when
Desktop\very important.doc was opened (see Fig-
ure 8, row 11).

The line “Numero di serie del volume”, translated
into Local Volume Serial Number, referring to the
C: partition where Desktop\very important.doc re-
sides, differs from the one recorded into very im-
portant.doc.Ink.

Figure 13 shows the modified timestamp of Ink
files.

CONCLUSIONS

In this article we have shown some Windows XP
specific behavior that can must be taken into ac-
count when conducting forensics analysis of a
Windows XP system.

We used often a timeline because it is an invalu-
able technique to know was happening and when
on our system, but it is also important to cross-
check the information and results gathered with
timeline and other tools.
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A BEGINNER’'S
GUIDE TO FORENSIC
IMAGING

by Madeline Cheah

Are you starting on the road to a career in digital forensics? Or
perhaps a student looking to get onto a course in this field?
Maybe you just need a refresher after a little time away? This
is a simple guide introducing you to one of the fundamentals
of digital forensics, with a legislative narrative to set things in
context.

What you will learn:

» perform a forensically safe imag-
ing process, using either one of
the Forensic Toolkit (FTK) tools
(called FTK Imager) on Windows,
or the dd command on Linux.

« highlight some of the current rel-
evant issues surrounding dead
analysis and

» will be aware of the implications of
the ACPO Principles, particularly
relevant if you're looking to start a
course on digital forensics.

What you should know:

* be aware of the basics of hard
drives,

« have a basic knowledge of Linux.

* have some understanding of the
generic evidence handling pro-
cesses (such as chain of custody)
would also be beneficial in working
through this guide.

his article deals with the art
I of forensic imaging, target-
ed specifically at students or
those who have just started on the
road to digital forensics. Imaging
is one of the fundamentals of dead
analysis (i.e. analysis of hard drives
that does not involve investigation of
live data) and is required to satisfy a
number of laws and regulations in-
cluding, in the UK, the ACPO Good
Practice Guide for Handling Digital
Evidence — also known as the ACPO
Principles.

THE ACPO GOOD PRACTICE
GUIDE FOR HANDLING
DIGITAL EVIDENCE

The ACPO Principles (as the above
is also known as) is a crucial set of
regulations dealing specifically with
handling digital evidence and pro-

® e

vides information on top of the nor-
mal handling of evidence expected
as laid out by the Police and Criminal
Evidence Act 1984 which also deals
with arrest, detention, investigation
and so forth.

The four principles are as follows:

PRINCIPLE 1

No action taken by law enforcement
agencies, persons employed with-
in those agencies or their agents
should change data which may sub-
sequently be relied upon in court.

PRINCIPLE 2

In circumstances where a person
finds it necessary to access original
data, that person must be competent
to do so and be able to give evidence
explaining the relevance and the im-
plications of their actions.



PRINCIPLE 3

An audit trail or other record of all processes ap-
plied to digital evidence should be created and
preserved. An independent third party should be
able to examine those processes and achieve the
same result.

PRINCIPLE 4

The person in charge of the investigation has over-
all responsibility for ensuring that the law and these
principles are adhered to.

(ACPO, 2012)

The above forms the bedrock of the seizure and
acquisition process, and is not only applicable to
law enforcement. The principles should also be
observed and considered when handling any sort
of investigation, firstly because you never know if
and when this data might be called upon in court,
and secondly because it demonstrates your pro-
fessionalism and competence as a digital foren-
sics investigator. It is also worth noting that at ev-
ery step during your seizure, your acquisition or
your investigation, whether you are acting as first
responder, investigator or analyst, you should cre-
ate and maintain and audit trail in a way that en-
ables a third party to follow and achieve the same
result (which also complies with the concepts of
universality and repeatability) and should be a mix-
ture of contemporaneous notes (which are notes
taken at the time of the activity, and is not the same
as an account or summary), images, videos, case
intake forms and all other forms of documentation
which refers to the case.

Authority to perform any actions should also be
present at every step of the way. The latter is usu-
ally the purview of the case officer or case man-
ager, who will also ensure that other relevant leg-
islation such as the Computer Misuse Act 1990, or
the Data Protection Act 1998 is adhered to. Other
considerations also come into play, such as deal-
ing with issues to do with collateral intrusion, which
relates to unnecessary intrusion into the privacy
of those who are not the intended subjects of the
surveillance activity. In this case, wherever practi-
cable, measures should be taken to avoid or min-
imize unnecessary intrusion, and where it is un-
avoidable to ensure that you have the authority to
do so, and that the actions you take are propor-
tional and justified. In other words, that all your ac-
tions are appropriate, and that there is adequate
reason for doing as you have done or are about to
do. Consideration should also be given to legally
privileged data, such as legal records and informa-
tion covered under the Data Protection Act 1998
— however, in many cases, an investigation would
not proceed without a court order (such as a war-
rant of some kind) which supersedes any privilege.

Last but not least, live data should not be ac-
cessed unless you are aware of the repercussions
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and can justify your actions (as per principle 2).
For example, if there was a screensaver on screen
when you arrive as first responder you should not
try to enter a password to log-on. Look for indica-
tions that on the display screen, such as whether
there is an (active) webcam, or signs of active or
ongoing communications. Generally, the safest op-
tion on finding a machine that is on is to take the
power out by pulling out the kettle plug from a desk-
top computer, or removing the battery and power
lead simultaneously from a laptop; however, it all
depends on the circumstances. The machine(s)
that you seize should then be transported back to
the forensic lab for further study. It is important to
note that taking such an action would mean that
you would lose data held in memory as well as da-
ta regarding live connections.

So how then do we access the information held
on a hard-drive or other storage media? This is
where forensic imaging is important and comes in-
to its own.

WRITE-BLOCKERS
These are also known as “forensic disk controllers”
and are used as a method of gaining read-only ac-
cess to storage media without changing or altering
data on the drives. This is a fundamental part of
the imaging process, and the means of testing its
veracity is shown later in this guide.
Write-blockers sit in between drive and op-
erating system and intercept write commands,
but allow read commands through, and can ei-
ther report write commands as failures or cache
these commands for the duration of the session.
Hardware write-blockers can be divided into na-
tive (uses the same interface for in and out, for
example IDE to IDE) or tailgate (which uses or
adapts between different interfaces, for exam-
ple SATA to IDE). Furthermore, there are both
hardware write-blockers (Figure 1) and software
write-blockers, which are usually operating sys-
tem dependent, so a software write blocker that
works on Windows may not work on Linux and
vice versa.

Figure 1. A tailgate Tableau (T35e) hardware write-blocker
with various leads

-
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It should be noted that for the particular model

shown in Figure 1 that there is also a T35e RW
(Figure 2) which is factory pre-set for both read
and write, where-as the T35e model is set for per-
manent Read-Only.

As can be seen from Figure 3, there are lights
to indicate that a hard drive is detected and that
write-blocking is active. This can then be connect-
ed — depending on the write-blocking device used
— to the forensic workstation, in this case using a
micro-USB to USB cable.

Software write-blockers come in many flavours,
but a good example is SAFE Block XP, designed
for Windows XP, and is accepted by the National
Institute of Standards and Technology. Other tech-
niques such as disabling the write capabilities of
USB ports in Windows registry could also be used,
but these may not be forensically safe, as it has
been reported that hex editing (using WinHex) can
take place at the physical level (although it was
blocked at the logical level).

You can test this out yourself by enabling USB
write protection mode in registry (navigate to
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\
Control\StorageDevicePolicies and Switch Write-
Protect from 0 to 1) and following the imaging pro-
cesses outlined later on in this guide.

Figure 2. A read-write capable write-blocker

Figure 3. A Tableau (T35e) hardware write-blocker
connected to an 80Gb IDE hard drive

«
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IMAGING

Imaging is the process of taking a bit-by-bit copy of
storage media — it is not the same as copying. It is
made by dumping data byte by byte or sector by
sector, and will bring over everything on the drive,
even unallocated space (which is extremely valu-
able to investigators in that “deleted” data is not
the same as “erased data” and usually contains
data that can be carved).

To ensure and prove that the data on the source
drive (i.e. the disk you would like to image) is iden-
tical to the data on the destination drive (where you
imaged your source disk to), a hash is taken be-
fore and after the imaging process. Because hash
collisions are extremely rare, any change at all
will change the checksum that results. The hash-
es verifying — where both image and source drive
have identical hashes — is your proof that data on
the source drive has not been altered and that the
image held on the destination drive perfectly repli-
cates your source data. As per ACPO principle 3, a
note should be made of this.

There are several file formats used for disk imag-
es. The simplest of these is the raw image format,
which can be created using the ad tool in Linux. It
is functional and requires minimal resources; how-
ever it lacks some of the more useful features that
modern image file formats contain, such as er-
ror correcting and compression. Other formats in-
clude AFF (Advanced Forensics Format), EO1 (an
EnCase image file format and one of the de facto
standards) and SMART (designed by the original
authors of Expert Witness for Linux); these image
formats are usually readable by many of digital fo-
rensic tools out there today.

|

AccessData FTK Imager 3.1.1.8
. ble ¥ew Mode Help
S =

Evidence Tree

m R
File List
Name Siee | Type

||||||

|For User Guide, press F1

Figure 4. FTK Imager main window

Create Disk Image...

Figure 5. Create Disk Image
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THE IMAGING PROCESS USING FORENSIC
TOOLKIT (FTK) IMAGER
Forensic Toolkit (FTK) is considered one of the in-
dustry standard suites in digital forensics, and this
particular part of the process will lay out how to
use the Imager tool, which is available for free from
AccessData’s website. Again, it cannot be em-
phasized enough that as part of this process, you
should be keeping contemporaneous notes, both
for your own records and to comply with the ACPO
Principles.

After installing, run the program and you will see
the Imager window appear (Figure 4).

Selecting “Create Disk Image” from the File
menu (Figure 5) will bring up a dialog box allowing
you to select from several options (Table 1)

Table 1. FTK Imager options

An actual drive connected to the
workstation (such as where we've
connected a drive via a write-blocker)

Physical Drive

Logical Drive A partition

Image File Used to convert one kind of image file

to another

Excludes deleted files and unallocated
space, and is used for logical file-level
analysis only

Contents of a
folder

Ferrico Device For multiple CD/DVDs

In this case, the option to select is the “Physical
Drive”, at which point it will ask you to add a desti-
nation (to save your image file to) as seen in Fig-
ure 6, as well as other information, such as image
format (Figure 7). Ensure that the option “Verify im-
ages after they are created” is checked as this ver-
ifies whether the hashes match at the end of your
imaging process, thereby ensuring compliance
with ACPO Principle 1.

Create Image

Image Source

| . PHYSICALDRIVE1

Image Destination(s)

Add...

v Verify images after they are deated [~ Precalaulate Progress Statistics
[ Create directory listings of all files in the image after they are aeated

| Cancel |

Figure 6. Creating an image

www.eForensicsMag.com €

7

Clicking Next > in the “Select Image Type” win-
dow will take you to a dialog box where you can in-
put some case information (Figure 8) — again, this
would form part of your audit trail. Remember that
this case information is there for you to recall what
the piece of evidence is — as a digital forensics in-
vestigator, you may do hundreds of these a year,
and so it’s vital that you include a descriptive label.

Select Image Type “
Please Select the Destination Image Type
* Raw (dd)
" SMART
i ED
" AFF
Mexd = Cancel | Help |
Figure 7. /Image file format options
Evidence Item Information H
Case Number: 201301
Evidence Mumber: |2D13—D‘I—‘I2345
Unigue Description: |Suspect Hard Crive
Examiner: |Madeline Cheah
Motes: |This iz a forensic imaging example
< Back Mend > Cancel Help |
Figure 8. Entering evidence information
Select Image Destination ﬂ

Image Destination Folder
|C\dowrload\SUSPHD

Browse

Image Filename (Excluding Extension)
|SuspectHD_01_2013

Image Fragment Size (MB) IDi
For Raw, E01, and AFF formats: [ = do not fragment
Compression (0=None, 1=Fastest, ..., 9=Smallest) |C 4:

Use AD Encryption [

< Back | Finish |

Figure 9. Image destination and other options

Cancel | Help
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At the same time, all of these details are disclos-
able to defense, so ensure that you give nothing
away that is sensitive, and keep it professional.
The program will then ask for image destina-
tion and filename (Figure 9) as well as asks you
to enter a value for fragmentation (which allows
for the breakup of a large image file into smaller
files) compression and encryption. Note that in this
case, there is no option to define compression,

Create Image
Image Source
| 1. \PHYSICALDRIVE L
1
Image Destination(s)
C:\download\SUSPHD\SuspectHD_01_2013 [raw/dd]
Add... |
[ Verify images after they are created [ precalaulate Progress Statistics
[~ Create directory listings of all files in the image after they are created
Start | Cancel |
Figure 10. An image to be created in raw/dd format
Creating Image... - o IEN
Image Source: | \\\PHYSICALDRIVEL
Destnation: | Ci\download\SUSPHD\SuspectHD_01_2013
Status: ICreat‘ng image...
Progress
[ ]
Elapsed time: 10:00:05
Estimated time left: |
| Cancel I
Creating Image... - o IEE

Image Source: | \\. \PHYSICALDRIVE1
Destination: | C:\download\SUSPHD\SuspectHD_01_2013
Status: | Image created successfully

Progress

Elapsed time: [0:02:05

Estimated time left: [

Close |

Figure 11./mage being created
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and that is because the format chosen did not sup-
port this (Figure 10).

Clicking Start will result in the imaging starting
(Figure 11), and depending on the size of the drive
and the capabilities of your workstation could take
a varying amount of time.

At the end of the process, hashes of source drive
and image (Figure 12) are taken in order to ver-
ify that the data has not been altered in any way
during transfer, that the image file contains an ex-
act representation of the source drive, and since
a write-blocker was used, no writes were made to
the source drive, thereby complying with ACPO
Principle 1.

As you can see, the process here is fairly sim-
ple, but the concepts themselves and how they fit
within the digital forensics context should be one
that you explore further as part of your study. For
example, what happens if there is no authority but
action was taken? What might you do to minimize
collateral intrusion (defined as unnecessary inva-
sion of privacy of an individual who is not under
investigation)? What other legislation might come
into play?

FTK Imager can also be used for triaging evi-
dence. To friage is to prioritise and sort tasks or
evidence based on need or urgency. This can be
done by using the “Add Evidence” option under the
File menu, rather than “Create Disk Image”, and it
allows you to view a physical or logical drive or a
file in a variety of ways.

THE IMAGING PROCESS USING LINUX'’S
DD AND DCFLDD

As aforementioned, the dd command will result in
a raw image file, but is a tool that is easy to use.
The first step would be to mount the drive onto
your Linux machine, if it isn’t already, and you can
check this by using the command mount into the
terminal. If you’re connecting a device via a hard-
ware write-blocker (as you should be doing), you
may need to mount the drive manually.

“ o
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Figure 12. The hashes match
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Depending on the number of physical drives or
logical drives you have already mounted, your
mounted drive would be named along the lines of
/dev/sdxy, where x is a letter starting from “a” cor-
responding to physical drives, and y being a num-
ber depending on logical partitions on your physi-
cal drive. This is particularly important as reversing
the source drive and target drive could result in da-
ta loss.

The basic command structure is as follows:

dd if=/dev/sdbl of=/dev/test.image bs=xxxx
conv=noerror,notrunc

The breakdown of the command is given in Table 2.

Table 2. Breakdown of the dd command

If Input file/ source drive
Of Output file / destination drive
Bs Stands for “block size” with the default

being (usually) 512. This setting may have
an impact on performance. The value of
this can be a decimal integer, or suffixes
can be used to denote multiplications, for
example w is multiplication of 2, and b is a
multiplication of 512.

Notrunc do not truncate the output file

Noerror Keep going even if there is an error

There are also several options you can use in
order to make it easier to isolate the parts of the
physical drive that you would like to image:

count = n where n is a number, and instructs dd
to copy only n input blocks

skip = n where nis a number, and instructs dd to
skip n input blocks before starting to copy

conv=sync If there is an error, null fill the rest of
the block

This should result in the source drive being im-
aged (Figure 13) — the next step is to ensure that
the image matches the source.

dbl of=test.image bs:

v=Noerror, nel runc

2 siec 3/s
Figure 13. dd command in action using Kali Linux

If you recall the guide for FTK Imager, the pro-
gram verifies the hashes automatically at the end
of the imaging process. Hashing (using the MD5
algorithm) can be performed using the md&sum
command in Linux the structure of which is:
md5sum[OPTION] [FILE] > hash.md5

This outputs the hash to a file called hash.md5; the
hash of test.image as seen in Figure 13 can then
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be compared to the hash of the original drive that
you imaged.

The mdbsum in itself is a very useful command
as it also allows you to verify programs that have
known hashes in order to ensure that the program
doesn’t come with an unwelcome payload or has
been tampered with. Alternatively, you can also
use the SHA-1 algorithm, denoted by the com-
mand shaisum — you’ll notice that FTK Imager
when verifying uses both hash types (Figure 12).

A good alternative is the dcfldd command (Figure
14), developed by the US Department of Defense
specifically for forensics and security specialists —
this should be available on all versions of Back-
track or Kali Linux. As with the dd command, be
careful with the order of if and of as you can just as
easily erase data if you get them mixed up.

~# dcfldd if=/dev/sdbl of=test-dd

37120 blocks (1160Mb) written.
Figure 14. A demonstration of dcfldd in Kali Linux

Notice that this is somewhat nicer, as it gives you
a count of the blocks written as it is going. You can
also add hashlog=filename to the end of the com-
mand in order to create a file containing the hash
at the same time.

To view the MD5 hash calculated using dcfldd,
type the following in:

Cat filename

The other nice thing about dcfldd is that you can
verify the image you made against the original in-
put with one simple command:

dcfldd if=filename vf=imagefilename
As you can see in Figure 15, there is a match be-

tween the drive that was imaged, and the image
itself.

~# dcfldd if=/dev/sdbl

Total: Match
Figure 15. A demonstration of vfin Kali Linux

WARNING
If you are using VMWare as your tool of choice to
run Linux on, the hashes may not match as VM-
Ware adds quite a bit of extraneous information
such as headers and rollback data when you use
the dd tool.

The techniques described above can also be
used for data recovery — whether it's recovering
the whole disk, or recovering a single important file
— or to back up data as well. You won'’t need to
go through processing or documenting in the ex-
act same way or to the same rigorous standards,
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especially if it's for personal use; however, it's al-
ways a good idea to have some sort of audit trail
with these things.

CONCLUSION

Although the above lays out the basic forensic
imaging process, this is only really applicable to
dead acquisition — live acquisition can be altogeth-
er more challenging, and is compounded by the
fact that (amongst other things) there are issues
surrounding convergent technology, and that ev-
erything is networked. Furthermore, legal prec-
edent is still nascent (even for more established
laws such as the Computer Misuse Act 1990) with
many cases being settled out of court. There are
also many ambiguities present, such as what con-
stitutes a computer — the modern smartphone is
more powerful than the computers in 1990 when
the law was created.

To conclude, for those of you who wish to take
it a step further, loading these images onto a digi-
tal forensics toolkit can be a good way to explore
further — some suggestions are Passmark’'s OS
Forensics, or some of the tools available on Kali
Linux (these are free, or have a free trial version).

SUMMARY
The aim of this guide was to provide beginners or
those just starting digital forensics courses a fla-
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vor of the digital forensics process, starting from
one of the fundamentals, imaging. Specialist tools
and techniques are outlined, with some issues pre-
sented surrounding legislation as well as a step by
step guide to creating a forensically safe image, in
compliance with the ACPO Principles. The reader,
from this, should then be able to explore and ex-
pand on other issues surrounding digital forensics
investigation, not just directly but also peripherally
related to this process, such as looking at first re-
sponders, addressing chain of custody or explor-
ing live analysis.

About the Author
The author is an Assistant Lecturer in Dig-
ital Forensics and Ethical Hacking and a
member of the Digital Security and Foren-
sics (SaFe) Applied Research Group at
Coventry University. Current research in-
terests include browser forensics, the le-
2 gal implications of digital forensic process-
es and cyber security education.
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ACPO - Association of Chief Police Officers, responsible for directing and leading the policing practices in England,

Contemporaneous notes — Information that is recorded at the time or as soon afterwards as possible - it is not a

EnCase — An industry standard digital forensics software created and maintained by Guidance Software.
Forensic Toolkit — An industry standard digital forensics package created and maintained by AccessData
MD?5 - Message Digest 5; a cryptographic hash function used to create checksums in order to verify integrity

SHA-1 - Secure Hash Algorithm; also a cryptographic hash function used to create checksums in order to verify in-

SSD - Solid state drive, a storage device that uses NAND-based flash memory rather than the traditional spinning

Write-blocker — A tool used to prevent writing to a disk, and can either be implemented using a hardware or a so-

ACPO, 2012. ACPO Good Practice Guide for Digital Evidence [pdf] Available at: http://www.datarecoveryspecialists.co-
.uk/cms/ckfinder/userfiles/files/digital-evidence-2012.pdf [Accessed 17 June 2013]
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WINDOWS MEMORY
FORENSICS & MEMORY
ACQUISITION

by Dr Craig S. Wright, GSE, GSM, LLM, MStat

This article takes the reader through the process of imaging
memory on a live Windows host. This is part one of a six part series
and will introduce the reader to the topic before we go into the
details of memory forensics. The first step in doing any memory
forensics on a Windows host involves acquisition. If we do not have
a sample of the memory image from a system we cannot analyze
it. This sounds simple, but memory forensics is not like imaging

an unmounted hard drive. Memory is powered and dynamic, and
changes as we attempt to image it.

What you will learn:

* An introduction to Memory acqui-
sition and imaging

* Memory analysis reasoning

* Why we image and analyse mem-
ory

What you should know:

* You should have a basic under-
standing of forensics and incident
handling

* Understand system imaging

« Basic windows processes

his means it is not a repeatable
I process. Not that there is a re-
quirement at all times for the re-
sults of a forensic process to provide
the same output; in this it is not nec-
essary to be able to repeat a process
and obtain exactly the same results. It
does not mean we cannot use a vari-
able process in a forensic investiga-
tion. What it does mean is we have
a set of steps that will allow us to im-
age memory but that every time we
do those the results will change.

INTRODUCTION

Although the results obtained in a fo-
rensic analysis of memory will vary
with no two memory images being
able to display the same hash value,
this does not mean the process does
not follow with a scientific rigor. If the
same investigator uses the same pro-
cess to obtain and acquire an image

® e

of the system memory on the same
computer twice in a row both images
will vary significantly. The reason for
this is that computer memory chang-
es during the imaging process.

Parts of the physical memory are
mapped to hardware devices. The
majority of mapped and allocated
hardware memory cannot be easily
imaged and an attempt to do so will
result in the image process crashing
the system. So for all these differenc-
es and variations in the acquisition of
a system’s memory we have a pro-
cess that can be followed but results
that will vary each time it is used.
Some forensic practitioners see this
as a problem. That however is far
from the truth. If we take medical fo-
rensics as an example, the practice
of forensic autopsies has been fol-
lowed for over 100 years. Yet in this
practice it is not possible for anoth-
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er surgeon or coroner to return the organs to the
body and repeat the process. What they can do is
follow a set process that will gain similar results if
they are not the same.

In this article we will discuss what you should
know about imaging computer memory. You will
learn the fundamentals of memory imaging on a
Windows system. Further follow-up articles to this
one we will look at using specific tools and imag-
ing processes.

WHERE DO WE START

Like any good forensic practice we need to follow
repeatable processes. One of the best guidelines
for doing this is the Internet engineering task force
request for comment 3227 (http://www.ietf.org/rfc/
rfc3227.txt) — RFC 3227, “Guidelines for Evidence
Collection and Archiving”.

Like all standards and checklists, this document
is far from perfect and needs to be modified to suit
many environments. It is however a starting guide
that should be considered. Anytime you deviate
from a well-known checklist such as this it is im-
portant to justify and document your reasons.

The first thing to note is that memory is vola-
tile evidence. It changes rapidly and unlike a hard
drive evidence can quickly disappear. For this rea-
son it is necessary to acquire an image of the sys-
tem memory whenever possible as early as possi-
ble into the acquisition process. Each time you run
a command on the system we are changing evi-
dence. In doing this we are potentially overwriting
areas of memory that may contain valuable infor-
mation necessary for a case. The quicker we gain
access to the memory and image it the less likely it
is we will lose that evidence.

The best forensic method is always the one that
achieves the results we are seeking most economi-
cally, but more importantly with the fewest changes
to the system. In this article we will not be discuss-
ing the more disruptive and potentially damaging
methods (including the Cold Boot Method) that can
be used in systems where access is not available
to image memory.

RFC3227
RFC 3227 provides us with some good guidelines
on what we should image first. This is listed in or-
der below:

» registers, cache

* routing table, arp cache, process table, kernel
statistics, memory

+ temporary file systems

« disk

+ remote logging and monitoring data that is rele-
vant to the system in question

» physical configuration, network topology

+ archival media
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In our case, the capture of non-hardware assigned
memory will grab the majority of the system regis-
ters, cache routing tables etc. Though it is not pos-
sible to capture everything unaltered — it is highly
unlikely that this will ever be achieved in any inci-
dent handling process.

MEMORY IMAGING AND FORENSICS
Memory imaging differs markedly from many other
forms of digital forensics. As we have already not-
ed, memory imaging differs significantly from disk
imaging. When we image a hard drive we gener-
ally do not have to skip areas and the same pro-
cess can be run multiple times without altering any
evidence. To that extent hard drives are not terribly
volatile source of evidence

The process of running a memory imager re-
quires that we load the process into memory. This
process of course results in changes to the mem-
ory we are attempting to image. This is why the
result is not repeatable in a way that will produce
the same hash value each time we enact it. The
worst part of all this is that we cannot even deter-
mine whether the program has correctly imaged
the memory in all cases. Being that we can ex-
pect different results each time we run a memory
imager we cannot accurately determine if a par-
ticular section of memory was missed or incor-
rectly copied.

R
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Memory imaging is not an instantaneous pro-
cess. The result of this is that a program or oth-
er data in memory can change from a portion of
memory that has not been read to one that the
imager has already copied as the process is run.
Consequently, it is possible to miss copying se-
lected areas of memory. This does not invalidate
the forensic value of a memory image. What we
need to understand is not that the collected evi-
dence is invalid, but that we only have a subset of
the entire memory from the machine we are seek-
ing to image. What we do have is an accurate co-
py of what is on the machine. This is where the fo-
rensic value is gained. At the same time however,
we may not have a complete copy of all of the ev-
idence, and it could be further evidence that the
evidence of an event or incident is missing from
our investigation.

Cyber criminals are rational [1]. When they cre-
ate malicious code they consider the economic
constraints and opportunities [2] that are associ-
ated with producing and managing malicious code.

As a result, malicious code authors have creat-
ed ways for their programs to bypass many mem-
ory capture processes. They specifically seek to
evade memory imaging. There are reasons for
this — if malicious code can evade detection, it
can manage to remain undiscovered and hence
active for longer periods of time. In doing this, the
cybercriminals can maximize the economic re-
turns that they gain from the creation of this mali-
cious code.

| have discussed some of the methods used by
malicious code authors and penetration testers
(Extending Control, APl Hooking) in penetration
testing articles published in Hakin9 (http://hakin9.
org/buffer-overflow-exploiting-software-052012/)
amongst others. In some instances the attacker
creates code that uses processes such as API
hooking to link into system processes and ker-
nel functions. Some of the more sophisticated
Malware will recognize the name of an imaging
program or the system calls that such a program
makes and will intentionally alter its behavior. This
could involve changing the location of the mali-
cious code in memory as the system is imaged
and it could even extend to feeding false data to
the memory imager.

DEVICE MEMORY

If we open up the Windows “Device Manager” and
select “Resources by connection” (see Figure 1)
we can have a look at the memory devices on a
Windows system.

Under the Windows kernel object, \pevice\
PhyiscalMemory We have the means to obtain di-
rect access to the memory on a Windows system.

We can see (Figure 2) that some of the physical
memory is allocated to hardware devices. These
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areas are ones we need to avoid when imaging the
memory as any request to these memory locations
is written to the hardware device. This could crash
the system. These are known as mapped memory
locations.

These points are important to note when working
on Windows systems. Each tool will have different
specialties which require different privileges and
have different advantages across different operat-
ing systems. Before we select which tool will be
deployed in a particular imaging engagement, we
need to consider the particular operating system
we wish to image.

A particular problem comes from practicing with
a tool on one operating system and then migrat-
ing the same processes to another. What works
on Windows XP for instance may not work, or may
even crash the system in Windows 7. In particular,
it is important to practice on the various different
systems you will engage with. If you are working
in an environment with multiple operating systems
it is important to practice on each of them. This
means gaining an understanding of the following:

» the required system privilege levels

+ the various system architecture (such as 32-bit
versus 64-bit)

+ the differences in operating systems including
patching levels

 any difference where data is written or called from.

CAPTURETOOLS
In this article we will not address any of the com-
mercial products. In later articles following this one
we will continue with details on the use of particu-
lar tools that are available freely. It is wise to be-
come familiar with a wide range of tools depending
on the circumstances you work within.

Mandiant distributes two free tools for memory
capture and analysis:

* Redline (http://www.mandiant.com/resources/
download/redline)

* Memoryze (https://www.mandiant.com/resourc-
es/download/memoryze)

We will look at a free tool from MoonSol in this article.

MOONSOLS DUMPIT

Moonsols provides a free Windows memory dump
kit (http://www.moonsols.com/ressources/). As it
states on its website you can do the following:

+ This utility is used to generate a physical mem-
ory dump of Windows machines. It works with
both x86 (32-bits) and x64 (64-bits) machines.

* The raw memory dump is generated in the cur-
rent directory, only a confirmation question is
prompted before starting.
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* Possible to deploy the executable on USB keys
for quick incident response needs.

It is simple to run Dumplt. The program runs when
you extract it from the file and it can be run from an
external device such as a USB. In figure 3 we see
it running with the default destination for a saved
image. You do require Administrative privileges on
the host. Running in default mode (such as double-
clicking) saves the image which is named based
on the time, the system ID and with the default ex-
tension of .raw.

The default location can be changed but hap-
pens to be the location where you run the program
from. You will also note that the required size of the
image is noted (Address space size) and that the
available space on the destination drive is listed
(Free space size). It is of course essential to en-
sure that there is sufficient free space on the drive
to be able to complete the imaging process.

Starting a memory image capture is simple from
the prompt noted in Figure 3 we just select “y” in
order to image the drive or “n” to end the program.

Once the image capture is completed, it will
be stored in the destination directory as shown
in Figure 4. At this point we have taken vola-
tile memory and created a forensic image that
we can analyze later without fearing further data
loss. Always ensure that the image copy is made
to an external device and not the primary hard
drive (Figure 4).

There are no command line options built into
Dumplt. You either need to change the location or
hook data into the program to change its running

B 072 Working)Shellcode\1\Dumplt.exe L | B ol
220118481 - 0na

Dunplt = wi

aRory Remory dunper

Figure 4. The memory image
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state. For this reason it can be considered a one
step memory imaging program.

PAGE FILE

The Windows page file is one of the simpler ways
of analyzing memory. The location can vary but
the file “pagefile.sys” is not too difficult to find even
on an imaged hard drive. This creates a less vola-
tile form of memory analysis. Another opportuni-
ty comes from analyzing the Windows hibernation
file (Hiberfil.sys). One of the best ways of capturing
memory is when a virtual machine is in use. Sys-
tem snapshots capture and save memory as well
as hard drive-based information and evidence.

I will not list the general location of the page file
as this does vary and more importantly a Win-
dows system can have up to 16 different locations
across different drives for storing page files. One of
the most important reasons to capture a page file
is that idle processes can be “paged” out of active
memory when they are in the background. Simply
imaging the systems memory could thus result in
missing critical information.

Capturing a page file should be done separately
to the complete imaging of the hard drive as the
page file will change far more rapidly than the hard
drive itself. It may be less volatile than system
memory but it is still volatile evidence. To capture
the page file will require access to the raw drive, as
a direct copy cannot be made.

VIRTUAL IMAGES

Another source of memory information that we can
obtain comes from virtual images. Programs such
as VMWare, Windows virtual PC and many others
allow us to take a snapshot of the system. Some-
times we can run these directly, saving the cap-
tured virtual image and running it as a machine
where we can interact and experiment. In addition
files such as the “.vmem” file in VMWare contain
information that we can extract with a tool such as
Volatility.

When we take a virtualized machine image, the
suspended file is not volatile at all. This file is a se-
rialized memory image and Malware cannot hide in
this environment. This gives an advantage to serv-
ers and workstations that run in a virtualized en-
vironment. These systems can be analyzed com-
pletely. In some instances they can be analyzed as
the machine is still running.

TO CONCLUDE...
In the next article, we will start analysing the image
we have captured.

Memory is volatile evidence and as such needs
to be acquired early in the process. Perhaps more
critical is the difficulty associated with acquiring a
memory image. As memory imaging is going to
change in results every time we enact the proce-
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dure, but memory imaging is not robust. By its very
nature, memory is fragile and if you attempt to ac-
cess many areas of device memory you can crash
the system. The results of this would be a com-
plete destruction of all evidence. To ensure that
this does not happen to you it is important to al-
ways practice using the tools you intend to image
a live system with.

There are some ways to access system memo-
ry that are less volatile. These include hibernation
files, page files and virtual machine images. When
analyzing a system, always remember that you
should collect as much evidence as you can in the
time that is available. Also remember to document
the process that you have followed and to practice
this before imaging a live system.

If you walk into a forensic engagement and start
by crashing the system very few people will take
your evidence to be reliable. So remember...

Practice,

Practice,

Practice,

And when you’re done doing that...

Practice some more...
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EXAMINING EXIF
DATA IN DIGITAL
PHOTOGRAPHS

by Irv Schlanger MSIS, ACE, Security+ and Ruth Forese

Digital photographs have become common as a source of

evidence in forensic investigations. However, pixels alone do not
tell the entire story - modern digital cameras also record Global
Positioning Satellite (GPS) information as well as date and clock
time into photographs using metadata known as EXIF tags. One
of the main tasks of a forensic investigator is to extract useful
evidence from a photograph and proving this information’s
authenticity. EXIF metadata in JPEG photographs can provide
proof that a suspect was or was not at the scene of a crime.
Because EXIF data can be altered by the very same software
and techniques detailed below, law enforcement should take
precautions and use established forensic practices when using
metadata in investigations.

What you will learn:

displayed in a program that can ex-
How to extract EXIF data

from JPEG photographs

* The basics of the EXIF standard
and what kinds of information it
stores

» The implications of using EXIF da-
ta in forensic investigations

* Invalidation or “Anti-forensics” of
EXIF data

What you should know:

+ Ability to transfer JPEG photo-
graphs from a camera to a com-
puter

» Basic knowledge of image editing
software

« Basic knowledge of how files are
stored on a Windows System

etadata is “data about data”
M and typically describes the
data’s contents such as its
format or source. It can be used in
both physical and electronic resourc-
es. In digital photography, it is the de-
scription of the millions of pixels the
digital camera has captured. The time
and location of the capture are a few
elements of metadata. Investigators
can take advantage of this valuable
information to track down criminals.
Historically, it has been successful in
identifying and locating suspects in a
number of investigations.
Metadata is hidden when a user
views a photograph — it will only be

® e

tract it from the image file. We will ex-
amine four programs: Opanda IEXIF,
EXIFTool, GeoSetter, and EXIF PI-
LOT, which are powerful utilities ca-
pable of displaying and editing EXIF
metadata in JPEG image files. These
programs are useful as they allow the
investigator to extract the hidden infor-
mation from the photograph; however,
these tools may be used by criminals
with the intent of producing altered or
misleading metadata evidence.

THE EXIF STANDARD
Exchangeable image file format, or
EXIF, is the current metadata stan-



dard for JPEG photographs and is used by al-
most every camera manufacturer. The standard
defines how images are formatted and what
kinds of information the file can store. The imple-
mentation of metadata standards such as EXIF
allows software to more easily extract data from
a photograph, since it is stored in a standard-
ized way.

EXIF was first defined in 1995 by the Japan
Electronic Industries Development Association.
Version 2.3, the most recent version, was re-
leased in 2010 in a partnership with Camera &
Imaging Products Association. The EXIF stan-
dard is most commonly associated with JPEG
files but can also be used in other formats, such
as TIFF (Tagged Image File Format) for uncom-
pressed images and WAV (Waveform Audio For-
mat) for audio.

EXIF data is located within the beginning seg-
ments of the JPEG image file. In a JPEG image,
data not necessary to decode the picture itself is
defined in sequences called Application Markers.
The value that labels the beginning of EXIF da-
ta is placed into APP1, which is then followed by
the EXIF data fields. A visual representation of the
EXIF segment and their corresponding hex values
is below, where the values are written in hexadec-
imal format. Marker OxFFD8 defines the Start of
Image Marker and is used to identify the image as
a JPEG.

Table 1. The basic layout of a JPEG file

SOl APP1 APP1 Data Other Markers and
Marker Marker Data
OxFFD8  OxFFE1 All EXIF data  Rest of image

The EXIF tag structure uses the TIFF tag for-
mat, where each data field or descriptive tag is
directly associated with a binary value. For ex-
ample, EXIF tag number 0x0110 designates the
camera model field while 0x0132 is used for date
time. Tags are also defined by a data type. Some
data types are:

* ASCIIl: ASCIl character encoding, used for
strings

+ Rational: A fraction number

» Short: a smaller number, uses 2 bytes

* Long: a larger number, uses 4 bytes

The number of tags that a camera utilizes depends
on its settings and capabilities. For instance, a
camera without a GPS receiver, or with its loca-
tion GPS setting disabled, will not enter GPS data.
The EXIF standard also contains custom fields for
camera manufactures to enter their own informa-
tion. The following are just a few types of tags pro-
vided in the current EXIF standard:

www.eForensicsMag.com €
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» Camera settings such as focal length, expo-
sure and aperture value

Camera model, lens type and serial number
The GPS coordinates and altitude

Picture dimensions and orientation

Thumbnail data

Copyright information

Author name and comments

EXIF data fields share properties with other stan-
dards. EXIF data uses TIFF tag formatting in JPEG
files to make it easier for data exchange between
uncompressed and compressed formats. The
IPTC (International Press Telecommunications
Council) Information Interchange Model is another
metadata standard, which shares some descrip-
tive attributes with the EXIF standard such as GPS
information. This standard can be implemented in
JPEGs in addition to EXIF data.

EXAMINING EXIF DATA USING
SOFTWARE

EXIF data can be viewed by most modern image
editing software. In the Windows operating sys-
tem, Windows Explorer has its own EXIF viewer
that runs when a user views an image’s properties.
Software editors may be able to erase or modify
metadata. If the camera marked the wrong date
and time, for instance, the photographer can cor-
rect the corresponding data value using these pro-
grams.

Some software is more specialized by having the
sole purpose of managing EXIF data. These pro-
grams have more flexibility in editing the EXIF data
and can analyze photographs that share common
fields. A few programs also allow users to easily
configure batch scripting to process many pho-
tographs once. Two of four programs evaluated:
EXIFTool, and GeoSetter offer this kind of func-
tionality.

Let's look at the features of; Opanda IEXIF,
EXIFTool, GeoSetter, and EXIF PILOT.

WBEANDA IEXIF 3
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Figure 1A. An im'dge’s EXIF data displayed in Opanda IEXIF
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PROGRAM 1: OPANDA IEXIF

Opanda IEXIF is a free standalone utility that dis-
plays a picture’s EXIF datain a user-friendly format.
Its simple layout makes it suitable for both non-
technical and technical users. Along with display-
ing EXIF data, it also provides convenient functions
such as exporting metadata to XML format and an
option to map GPS locations on Google Maps. The
paid professional version, Opanda PowerEXIF, is
more extensive and allows users to modify EXIF
tags and implement batch processes for editing
entire directories. Figure 1 below, is a screenshot
of an image displayed in Opanda IEXIF.

Below is a description of the four columns;

+ Entry: The data fields that contain entries

* Value: The value of each data field

* Tag: The hex value corresponding to each data
field as defined in the standard

+ Type: The type of data entered, such as ASCII
(A), Long (L), Rational (R), and Short (S)

An image can be opened by clicking the “Open”
icon or by dragging a file to the program window.
The photo’s metadata is then loaded and orga-
nized into four tabs. The “EXIF” category displays
all of the EXIF information minus the GPS data,
which has its own category. The “IPTC” category
holds another set of metadata attributes defined by
the International Press Telecommunications Coun-
cil, and the “Summary” lists the more basic tags
such as the date time and camera model.
Additional features are accessed by right clicking
a data value. Metadata can be exported in mul-

®PANDA IEXIF 2
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Figure 1B. An image’s EXIF GPS data displayed in Opanda
IEXIF

ai a7: 3
Figure 2. Animage’s EXIF data displayed with EXIFTool using
the Windows Command Prompt
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tiple file formats for easy storage. Choosing “Lo-
cate Spot on Map by GPS” opens Google Maps
within the user’s default Web browser.” The “Edit”
button on the top toolbar is a professional version-
only feature that enables the editing of data fields.
Limited editing exists in the free version.

PROGRAM 2: EXIFTOOL

EXIFTool is a command line application for viewing
and modifying metadata. It provides a wide range
of functionality, from editing, copying or extract-
ing individual fields to processing tags for a fold-
er containing numerous files, also referred to as
batch processing. EXIFTool is powerful compared
to Opanda IEXIF but is better suited for technical
users due to the complexity of the command line
interface. However, user-friendly GUI programs
that implement EXIFTool’s interface are available
online.

After downloading the executable, users can
open a file by calling the EXIFTool command on
an image or by dragging the file to the executable
icon. If the latter is used, the -x parameter should
be included to keep the command prompt open
after execution. Below is a screenshot of an im-
age’s EXIF data in Windows Command Prompt.
The original distribution was written in Perl, so it
can also be installed on Linux systems for those
familiar with the programming language (Figure 2).

To edit a tag, users must know the tag’'s name
and format as defined in the EXIF standard. For
example, “DateTimeOriginal” is the name of the
photograph’s original date and time tag listed in
the format YYYY:MM:DD HH:MM:SS. A command
to modify the date and time to arbitrary values
would look something like the following example.
The P argument is a helpful feature that preserv-
ers the file’'s modified date and time: Ex1Ftool
DateTimeOriginal="3000:02:20 12:13:14" -P
fileName.jpg.

Table 2. Some sample EXIFTool Commands

EXIFtool -b - Extracts the date time of
Lt limeOrdgrmellL image.jpg in binary format
image.jpg > a.txt and inserts it into a.txt

EXIFtool -keyword=
image.jpg

Deletes all keywords from
image.jpg

Output all fields with “GPS”
in the name from image.jpg

EXIFtool —-*GPS*
image.jpg

Users have complete control over an image’s
metadata with EXIFTool. Tags can be exported in
different formats such as a PHP array and HTML
for analysis, and sensitive files can be password
protected. Relationships between files can also be
displayed by using arguments like -